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Blackout KM for PATROL - Reference Guide 
Blackout  Knowledge Module® for  PATROL® is  a  Knowledge Module for  BMC Software® PATROL® 
that  a l lows the administra tors  to  temporar i ly  and under  cer tain  condit ions suspend the monitor ing of  
some par t  of  their  IT infrastructure .  A blackout  can be useful  when a  monitored system (a  database or  
an  applicat ion)  encounters  abnormal  but  p lanned act iv i t ies  l ike back-ups.  Such unusual  act ivi t ies  wil l  
lead PATROL® to  t r igger  fa lse  posi t ives.  Thanks to  the  Blackout  KM, adminis tra tors  can dramatical ly 
reduce the false  aler ts  that  operators  have to  process .  
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SEN_BO_BLACKOUT_MANAGER 
Icon 
PATROL Classic Console PATROL Central 

 

 

Parameters 
Name Description 

selfCheckColl Performs a check of the Blackout KM status 
serviceColl Collects information on NT services 
processColl Collects information on processes 
fileColl Collects information on files 

InfoBox 
None.  
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SEN_BO_BLACKOUT 
Icon 
PATROL Classic Console PATROL Central 

 

 

Parameters 
Name Description Value set by 

blackoutColl  Evaluates the blackout status  
Active Blackout Status. 

Unit: 0 = Stopped, 1 = Started 
BlackoutColl every 2 
minutes 

InfoBox 
Name Description 

PATROL ID Blackout PATROL internal identifier  
Current status Blackout current status 
Last started on Date and time at which the blackout was last 

started 
Last stopped on Date and time at which the blackout was last 

stopped 
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Regular expressions 
A regular  expression is  a  s tr ing formatted  with a  specif ic  syntax.  I t  is  in tended to select  some l ines  in  a  
text ,  which wil l  match the regular  expression.  

Regular  expressions are commonly used in  pat tern  matching,  and especial ly  on UNIX systems with  the 
grep,  awk and sed commands.  

The fol lowing table  descr ibes the regular  expression syntax that  is  suppor ted in  Blackout KM for  
PATROL. 

 

Charac te r  Mean ing  

. (dot) Match  any s ing le  charac ter  

Examp le :  

Er r . .  w i l l  ma tch  Er r01 ,  Er r02  o r  Er rAB ,  e t c .  

[xyz] Match  any charac te r  i n  the  b racke ts  

Examp le :  

Er r [123 ]  w i l l  ma tch  Er r1 ,  Er r2  o r  Er r3  

[Ee ] r ro r  w i l l  ma tch  e i the r  er ro r  o r  Er ro r  

[^xyz] Match  any charac te r  no t  i n  the  b racke ts  

Examp le :  

Er r [ ^12345]  w i l l  ma tch  Err0 ,  Er r6 ,  Er r7 ,  e tc .  bu t  no t  Er r1  

[a-z] Match  any charac te r  i n  the  range  in  the  b racke ts  

Examp le :  

Er r [0 -9 ]  w i l l  ma tch  Er r0 ,  Er r1 ,  e t c .  and  Er r9  

Er r [A -Z ] [0 -9 ]  w i l l  ma tch  ErrA0 ,  Er rA1 ,  Er rS9 ,  Er rZ0 ,  e t c .  bu t  no t  Er r1A  

Er r [A -Z0-9 ]  w i l l  ma tch  Er rA0 ,  Er rA1 ,  e tc .  and  Er r1A  

[^a-z] Match  any charac te r  no t  i n  the  range  in  the  b racke ts  

Examp le :  

App l i ca t ion [^0 -9 ]  w i l l  ma tch  Appl i ca t i onA ,  App l i ca t ionB ,  App l i ca t ion !  bu t  no t  
App l i ca t ion1  

* Match  ze ro  o r  more  repe t i t i ons  o f  the  preced ing  

Examp le :  

Er r [0 -9A-F ] *  w i l l  ma tch  Err ,  Er r0 ,  Er rA ,  Er r11 ,  Er rBF0001 ,  e t c .  

Er ro r . *App l i ca t i onABC  w i l l  ma tch  a l l  l i nes  tha t  con ta ins  Er ro r  and  
App l i ca t ionABC  f u r the r  (Cr i t i ca l  E r ro r  0x000295F0  on  App l i ca t ionABC )  

+ Match  one o r  more  repe t i t i ons  o f  the  p reced ing  

Examp le :  

Er r [0 -9A-F ]+  w i l l  ma tch  Err0 ,  Er rA ,  Er r11 ,  Er rBF0001 ,  e tc .  bu t  no t  Er r  
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^ Match  the  beg inn ing  o f  the  l i ne  

Examp le :  

^Er r  w i l l  match  a l l  l i nes  tha t  beg in  w i th  Er r  

$ Match  the  end  o f  the  l i ne  

Examp le :  

[ 0 -9 ]+  connec t ions$  w i l l  ma tch  a l l  l i nes  tha t  end  w i th  xxx  connec t ions  where  
xxx  i s  an  in teger  

\< Match  the  beg inn ing  o f  a  word  

Examp le :  

\<se t  w i l l  ma tch  any  l i ne  tha t  con ta ins  a  word  tha t  beg ins  w i th  set .  I t  w i l l  no t  
ma tch  a  l i ne  tha t  on ly  con ta ins  the  word  unse t  

\> Match  the  end  o f  a  word  

Examp le :  

[Aa ]pp l i ca t ion \>  w i l l  ma tch  a l l  l i nes  tha t  con ta in  the  word  Appl i ca t i on  o r  
app l i ca t ion  bu t  no t  App l i ca t ionAA  

\(expression\) Def ines  an  exp ress ion  wh ich  has  to  be  p rocessed  as  a  un i t  regard ing  the  
mod i f i e r  * ,  +  and  \ |  

Examp le :  

\ (_ [a - zA-Z0-9 ] \ )+  w i l l  match  on ly  sequences  l i ke  _pat ro l ,  _pat ro l_agen t ,  
_pa t ro l_conso le ,  e tc .  

exprA\|exprB Match  e i the r  exp rA  o r  exp rB  

Examp le :  

\ ( f i rewa l l \ ) \ | \ (an t i v i rus \ )  w i l l  match  a l l  l i nes  tha t  con ta ins  e i the r  the  word  
f i rewa l l  o r  the  word  an t i v i rus  

\ Avo id  the  mean ing  o f  the  fo l l ow ing  charac te r  

Examp le :  

\ .  w i l l  ma tch  the  s ing le  charac te r  do t  ( . )  

C: \ \P rogram F i les  w i l l  match  C: \Program F i les  
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Configuration variables 
The fol lowing table recapi tu lates  the general  conf iguration var iables  used by Hardware Sentry.  These 
var iables  are  s tored in  the PATROL Agent conf iguration and can be managed through PATROL 
Configurat ion Manager  (PCM),  WPCONFIG.EXE (Windows) or  xpconf ig (UNIX/Linux).  

All  conf igurat ion var iables  are  s tored under  the /SENTRY/BLACKOUT1 folder  in  the conf igurat ion 
t ree .  By defaul t ,  none of  them are  set .  

Variable Description 

debugMode When set to ‘1’, enables the debug mode of Blackout KM for PATROL. 
Default: OFF 

debugFile Optional file name and path of the debug output when the debug mode is enabled. 
Default: No file output 

temporaryFolder Folder in which temporary files are saved (such as thresholds backup files). 
Default: the operating system temporary folder is used 

lsCommand Command used to get a directory file list on UNIX systems 
Default: ls -atp1 %{FOLDERPATH} 

dirCommand Command used to get a directory file list on Windows systems 
Default: dir /A:-D /B /O:-D /T:W %{FOLDERPATH} 2>nul 

vmsDirCommand Command used to get a directory file list on Windows systems 
Default: directory /columns=1 /notrailing /SELECT=(FILE=(NAME,NOVERSION)) /noheading 
%{FOLDERPATH} 

psCommand Command used to get the list of processes running 
Default: ps -A -o args 

processPollingInterval Polling interval, in seconds, at which the list of running processes is updated. This is most useful on UNIX 
systems for which there is no real-time process monitoring. 
Default: 60 

noRealTimeMonitoring Set it to ‘1’ to turn off all real-time monitoring in Blackout KM for PATROL and ‘1’ to enable it. 
Default: ON 

noRealTimeProcessMonitoring Set it to ‘1’ to turn off processes real-time monitoring in Blackout KM for PATROL and ‘1’ to enable it. 
Default: ON 

noRealTimeServiceMonitoring Set it to ‘1’ to turn off NT services real-time monitoring in Blackout KM for PATROL and ‘1’ to enable it. 
Default: ON 

noRealTimeFileMonitoring Set it to ‘1’ to turn off files real-time monitoring in Blackout KM for PATROL and ‘1’ to enable it. 
Default: ON 
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