Blackout

Knowledge Module® for PATROL®
by Sentry Software™

Installation Guide

-—

! '
I B

Supporting
Blackout Knowledge Module® for PATROL® by Sentry Software™ version 1.1

October, 2006



;jf‘/:ﬁ"‘f"'"\\SENTRY Blackout Knowledge Module® for PATROL® version 1.1
#\4,; » i;'j’SOFT Installation Guide

$aa v’ www.sentrysoftware.net

Contents
Section I - Setup Planning...ccoiiiiniiiiiiiiiiiitiiiiiiiiiinnetiiieiissenssttessssssnsssssssssssssssssssssssssssssssss 4
g I B~y A eTe BT 04§ - 5
o -4 6
T ST ) B0 300U 1§ £ 7
I B T O 2 B B T L0063 00 - P 7
3.2 - HardWare [ qUIT I IS ottt ttt ettt ettt ettt et e e ettt e e e et e e e e e et e e e e e et e e e e 7
Section II - Installing Blackout KM for PATROL ...cciiiiiiiiiiiiiiiiiiiiiineiiiiiiiiennsetiesssssnnsssnsoes 8
1 - Getting the BMC Software Installation utility ........ooiiiiiiiiiiiiii e e eeeaaes 9
2 - Extracting the Setup files .ovuiiiiiii e e e e e e 10
2.1 5 0N WA OWS ettt ettt e e e e e 10
B O N O\ 0 I s 10
3 - Installing Blackout KM for PATROL ... e e 11
Section III - Uninstalling Blackout KM for PATROL ..cccciiiiiiiiiiiiinneiiiiiiiiiennetiiceisesnnsnssoes 16
I - UnInstall proCedure .o e e e e e e e e e e 17




f5_%":':"*"’-\\SEN-l-RY Blackout Knowledge Module® for PATROL® version 1.1

i ¢ Installation Guide
&??.-7 SOFT

¥ www.sentrysoftware.net

Blackout KM for PATROL - Installation Guide

This document explains the procedure to follow to install and run the Blackout KM for PATROL.

Blackout Knowledge Module® for PATROL® is a Knowledge Module for BMC Software® PATROL®
that allows administrators to temporarily and under certain conditions suspend the monitoring of some
part of their IT infrastructure. A blackout is useful when a monitored system (a database or an
application) encounters abnormal but planned activities like back-ups. Such unusual activities will lead
PATROL® to trigger false positives. Thanks to the Blackout KM, administrators can dramatically
reduce the false alerts that operators have to process.
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1 - Targeted computers

Like most Knowledge Modules for PATROL, you need to install Blackout KM for PATROL on the
following components of your PATROL architecture:

- Every managed system with a PATROL Agent

- Every PATROL Console (Classic) that will show hardware-related information and alerts
- The Console Server

- PATROL Central — Web Edition
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2 - Packages

Two Blackout KM for PATROL packages are available on the Sentry Software Web site
(www.sentrysoftware.net):

- sebo WINDOWS 1101.exe for Windows-based systems
- sebo UNIX 1101.tar for UNIX and Linux systems

Each package can be used to install Blackout KM for PATROL on every PATROL component (Agent,
Console, etc.). You will need to use the sebo WINDOWS 1101.exe package on Windows systems
(Agent, Console, Console Server, etc.) and the sebo UNIX 1101.tar package on UNIX and Linux
systems (Agent, Console, Console Server, etc.).

The packages are designed for use with the BMC Software Installation utility (formerly known as
Thorium). They must be merged with the latest available version of the BMC Software Installation
utility (see instructions below).
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3 - Requirements

3.1 - Software requirements

Blackout KM for PATROL requires the following software component to be installed on the monitored
systems:

e BMC Software PATROL Agent 3.4.00 or higher
e For real-time monitoring of processes and NT Services on Windows servers, the WBEM layer
(WMI, Windows Management Instrumentation)

Blackout KM for PATROL requires the following software component to be installed on the Console
system:

e BMC Software PATROL Console v3.4.00 or higher or PATROL Central or PATROL Console
Web-edition

3.2 - Hardware requirements

Blackout KM for PATROL does not have any specific requirements. The standard PATROL Agent
requirements are sufficient for the KM to run properly.

The footprint of Blackout KM on the monitored system is very limited:

less than 1 percent of processor time
less than 1 megabyte of memory

less than 2 megabytes of disk usage
no network bandwidth usage
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1 - Getting the BMC Software Installation utility

In order to install Blackout KM for PATROL, you need the latest version of the BMC Software
Installation utility. You can download the latest version of the Installation utility on the BMC Software
FTP site (ftp://ftp.bmc.com). Choose the appropriate package depending on the platform you plan to
install Blackout KM for PATROL:

- ins_ALL _ 7551.tar for UNIX/Linux systems (agent, console, Console Server, etc.)
- ins_ WINDOWS 7551.exe for Windows systems (agent, console, Console Server, etc.)

You have to copy the Installation utility package in the same folder as the Blackout KM for PATROL
package.
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2 - Extracting the setup files

2.1 - On Windows

The packages for Windows can be simply extracted by first double-clicking on
ins. WINDOWS 7551.exe and then on sebo WINDOWS 1101.exe, in this order. The packages extract
themselves in a subfolder named bmc_products.

2.2 - On UNIX/Linux

The packages for UNIX/Linux have to be extracted with the tar utility:
1. tar xvfins ALL 7551.tar
2. tar xvfsebo UNIX 1101.tar

The files are extracted in a sub-directory named bmc_products.

10
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3 - Installing Blackout KM for PATROL

patrol@cioran-linux:/tmp/bmc_products

Browse to the bmc_products folder where the files
have been extracted (both Blackout KM for PATROL
and the Installation utility).

On Windows, launch the setup.exe program.

On UNIX, launch the setup.sh script.

%= Windows Security Alert E3)

To help protect your computer. Windows Frewall has blocked
some features of this program.

On the latest versions of Windows XP and Windows

Do you want to keep blocking this program? 2003, you may get this security alert dialog:
Neme:  pel “Windows detected that the BMC Software
D Publisher: Unknown Installation utility is listening on the 50001 port.”

To install Blackout KM for PATROL, you have to
allow the perl.exe program to listen on this port by
clicking on the [Unblock] button.

Keep Blocking ] [ Unblack ] [ Ask Me Later

Windows Firewall has blocked this program from accepting connections from the
Intemet or a network. If you recognize the program or trust the publisher, you can
unblock it. When should | unblock a program?

A BMC Installation Utility - Microsoft Internet Explorer

<<hmesoftware il

=+ il Welcome Welcome to the Installation Utility L]

This installation software will help you quickly and easily install
products to your local machine, or build an installable image that
you can use for installing on other machines.

You can exit this installation at any time by clicking Exit.

) tnstaiing... To begin your installation, click Next.

) tnstallation Results
Copyran ) 2008 BH Satware, nc 2 an unpublshed vork. The welcome screen of the installer comes up. Click

B on the [Next >] button.

Help..o Next > | [Exit |

11
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3 BUC Installation Utility - Microsoft Internet Explorer

Licanse Agreemant
Prapars for
Installation

Salect and
Configurs Products
Bre-Installation
Summary

Installing...

Installation Results

Trore (Femes Moyt ]

Please review the license agreement below.
If you accept the terms, select Accept and click Next to continue.

If you do not accept the terms of the license agreement, click Exit.

END USER LICENSE AGREEMENT -
NOTICE

BY OPENING THE PACKAGE, INSTALLING, PRESSING "AGREE" OR MYES" CR
USING THE PRODUCT, THE ENTITY OR INDIVIDUAL ENTERING INTO THIS
AGREEMENT AGREES TO BE BOUND BY THE FOLLOWING TERMS. IF YOU DO

NOT AGREE WITH ANY OF THESE TERMS, DO NOT INSTALL OR USE THE
PRODUCT, BROMPTLY RETURN THE PRODUCT TO BMC CR YOUR BMC RESELLER,
AND IF YOU ACQUIRED THE LICENSE WITHIN 30 DAYS OF THE DATE OF

YOUR ORDER CONIACT BMC OR YOUR BMC RESELLER FOR B REFUND OF ~

O Accept
® Reject

3 BUC Installation Utility - Microsoft Internet Explorer

P) License Agresmant
Prapars for
Installation

Salect and
Configurs Products
Bre-Installation
Summary

Installing...

Installation Results

Select Installation Option ]

Select one of the following installation options.
@ Install products on this computer now.
O Create an image to be installed later.
« Use this option to install products on this computer or on
other computers at a later time.

« If you select this option, enter the directory on this computer
where you want the image to be saved.

3 BUC Installation Utility - Microsoft Internet Explorer

P) License Agresmant
Prapars for
Installation

Salect and
Configurs Products
Bre-Installation
Summary

Installing...

Installation Results

Specify Installation Directory ]

Specify the directory where you would like your BMC Software
products to be installed, or use the default shown.

BMC Software Products Installation Directory
C\Program Files\BMC Software ‘ Browse...

Installation Guide

Read and accept the terms of the license agreement.

Select the "Install the products on this computer
now" option.

Specify the BMC Software products folder.

See the BMC Software documentation for more
information about the BMC Software products
folder.

12
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3 BUC Installation Utility - Microsoft Internet Explorer

Licanse Agreemant
Prapars for
Installation

Salect and
Configurs Products
Bre-Installation
Summary

Installing...

Installation Results

Prapars for
Installation

Salect and
Configurs Products
Bre-Installation
Summary

Installing...

T/ Installation Results.

7} License Agreement

Prapars for
Installation

Salact and
Canfigure Produts
Pre-Installation
Surnmary

Installing,

Installation Results

Select Type of Installation ]

Select the type of installation you would like by clicking one of the
options below.

@ Default

« You want to select pre-packaged solutions with pre-defined
configurations.

« You are new to the product set you want to install.

« You are performing a first-time install (you are not
upgrading).

O Custom

« You want the ability to select or deselect components and
customize configurations.

« You are an advanced user of the product set you want to
install.

« You are upgrading or performing a first-time install.

Select System Roles

Select one or more roles for the computer on which you are
planning to install products. The products available for installation
as displayed on the Select Products and Components to Install
screen are based on the system role that you select. If you do not
select a role or if you select all roles, all products will be
displayed.
Console Systems
The role of this system is to host user desktop applications
such as consoles, user interfaces, viewers, and browsers.
Examples of products installed on these systems include the
PATROL Classic Console, PATROL Central - Microsoft Windows
Edition, and the PATROL Migration Tools. You must install
Knowledge Modules on the PATROL Classic Console system
(in addition to installing them on managed systems). Please
refer to the PATROL Installation Release Notes for more
information.

Managed System
The role of this system is to host software that manages
resources on the system. Examples of products installed on
these systems include the PATROL Agent, PATROL Knowledge
Modules, and Service Reporting Retrievers.

Select Products and Components to Install =

The tree below lists the products and cormponents you can
install. Items listed as QuickStart packages contain pre-
packaged products and components with pre-defined
configurations. Expand the tree to select one or more products,
camponents, or QuickStart packages,

@product Selection
=3 Knowledge Modules for PATROL by Sentry Software
- P Blackout KM for PATROL

Estimated Disk Space Needed: |43 MB.
Disk Space Available: [31495 MB

|
Help.. <Back |[text > |[Exic]

Installation Guide

Select the “Default” option. You will not need to
customize anything for the installation of Blackout
KM for PATROL.

Select the "Console Systems" role if you wish to
install Blackout KM for PATROL on a PATROL
Classic Console.

Select the "Managed System" role if you wish to
install Blackout KM for PATROL on a PATROL
Agent.

Select the "Common services" role if you wish to
install Blackout KM for PATROL on the Console
Server or on PATROL Central — Web Edition.

Note: You can select several options at one time.

Check the "Blackout KM for PATROL" box to install
the KM (it should be selected by default).

13
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License Agresment

Prapare for
Installstion
Selact and
Configure Products

Pre-Installation
ary

Installing..,

Installation Rasults

icrosoft Internet Explarer

Review Selections and Install El

Confirm the configuration settings below, then click START
INSTALL. The products listed will be installed with the settings
listed,

Selections
Blackout KM for PATROL

Installation Summary

BMC Products Base Directory C:\Program Files\BMC Software
PATROL 3.x Product Directory  Patrol3

Disk space for Installation

Disk Space Available 31495 MB
Estimated Disk Space Needed 43 MB

5|

<Back | [ start nstall | |Exit]

A hitp://localhost:-50002/print_splash.html - Microsoft Internet Explorer

License Agresment
Prepare for
Installation

Salsct and
Canfigure Products
pre-Installation
Summary

3 Installing...

Installation Results

Welcome

Licanse Agraement

Prepare far
Installation

Select and
Configure Products

Pra-Installation
mary

Installing..,

Installation Results

Installation Status =

Current Message

C:\Program Files\BMC Software\Uninstall\Install\in/~
C:\Program Files\BMC Software\Uninstall\Install\in
C:\Progzam Files\BMC Softwaze\Uninstall\Installlin
\Program Files\BMC sufwaxe\umna:au\:[nsr.a.u\rzn'lz

Current Milestone

Beginning preduct Common Install for Windows
Product &lnstall Toolset completed.
Beginning product &Install Toolset

ot

51% Complete

Installation Status E

Current Message

Installation Completed SuccessTully. i‘

Running PostInstall hetions.

(C:\Program Files\BHC Software\Farrol?\liby¥knovledg

24 Program Files)BHC smwa:e\pacmmuh\knumadjj
>

Current Milestone

Product Blackout KM for PATROL completed. i‘
Beginning product Blackout EM for PATROL

Product Blackout EM for PATROL Help cowpleted.
Beginning product <Blackout KM for PATROL Help f
il | &

100% Complete

2]
Hext =

Review the summary and click the [Start Install]

button.

Let the setup program perform the installation.

If successful, the setup shows this screen.

14
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[F7 welcome

[B7Z8 ucense agreement

72, Prapara for
B4 1rstaiistion

=27, Select and
(B} Sontigure products
Pre-Installation
o

5 tnstalling...

43 Installation Results

Installation Results

SUCCESS!

The following products and components have been successfully
installed on your machine
To review the details of the installation, click View Log.

Blackout KM for PATROL

View Log...

Log File Location:
C\Documents and Settingsh\AdministratoryApplication
Data\BMCinstal \NKANT-1112707381 . log

Please click Next to continue.

Help.

wexes | o]

1|

Installation Guide

The next screen must show a successful installation
result.

Click [Next] and [Finish] to exit the setup program.

Note: You can cancel the installation setup at any step by simply clicking the [Exit] button.

15
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Blackout KM for PATROL
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Uninstall procedure

2 BMC Installation Utility - Uninstall Mode - Microsoft Internet Explorer

Prepare for
et

S, Select Uninstall
| options.

Pre-Uninstall

B uninstalling...

(5 Uninstall Results

Prepara for
Uninstall

557, select Uninstall
) Options
Pre-Uninstall
) oy

W5 Uninstaliing...

(3 uninstall Resules

EXrnsts
[m?, Pre-Uninstall
il

5 Uninstalling...
-

[ Uninstall Results

Welcome to the Installation Utility - Uninstall Mode ]

This uninstallation software will help you to quickly and easily
uninstall products from your local machine.

You can exit this uninstallation at any time by clicking Exit.
To begin your uninstallation, click Next.

Copyright (c) 2004 BMC Software, Inc. as an unpublished work.
Al rights reserved

Specify Installation Directory B

Specify the directory where BMC Software products have been
installed.

BMC Software Products Installation Directory
C-\Program Files\BMC Software ‘ Browse...

53|

Undo Changss | = 8ack | [nexe> | [oxt]

Select Products and Components to Uninstall

The tree below shows a list of the BMC products currently
installed. Select the products you wish te uninstall by
expanding the tree to select or deselect products and
components to be uninstalled.

A Products Currently Installed

‘4 Knowledge Modules for PATROL by Sentry Software
8 Blackout KM for PATROL
& CHardware Sentry KM for PATROL

-1 PATROL Agent Patches

-1 PATROL Central - Microseft Windows Edition

J PATROL Central Patch - Microsoft Windows Edition

{1 PATROL Configuration Management

{1 PATROL Consoles (PATROL 3)

{1 PATROL Knowledge Modules

{1 PATROL Knowledge Modules for Unix

{1 PATROL Migration Tools

3 PATROL Solutions for Microsoft Windows

1 PATROL for Microsoft Windows Servers

3 PATROL for Unix and Linux o

A PATROL? Resource Kit =

Installation Guide

Browse to the Uninstall directory under the BMC
products directory (typically under C:\Program

Files\BMC Software, or /opt/bmc)

On Windows, launch the uninstall.exe program.

On UNIX, launch the uninstall.sh script.

Specify the BMC Software products folder.

See the BMC Software documentation for more
information about the BMC Software products folder.

Check the "Blackout KM for PATROL" box to

uninstall the KM.

17
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2 BMC Installation Utility - Uninstall Mode - Microsoft Internet Explorer

I Prapara for
B2 Jrinatat

=2 setect Uninstail
25 options

pre-Uninstal
Xk
| Uninstalling....

[ Uninstall Results

Review Selections and Uninstall B

If everything is correct, click START UNINSTALL to begin removing
the items that you have selected.

Selections
Bl

Uninstall Summary !
BMC Products Base Directory  C:\Program Files\BMC Software |

|

= e | o] [es]

2 BMC Installation Utility - Uninstall Mode - Microsoft Internet Explorer

Uninstall Results

Prapare for
Uninstall

e
£5) options

Pre-Uninstall
B <imnacy

/5 uninstaliing...

8 ninstal nasuts

SUCCESS!

The following products and components have been successfully
uninstalled from your machine.
To review the details of the uninstallation, click View Log.

seboskm
Blackout KM for PATROL

View Log...

Log File Location:
C:\Documents and Settings\Bertrand\Application
Data\BMCinstall\VOLTAIRE-1117107940.log

Installation Guide

Click the [StartUninstall] button to run the
uninstallation.

The uninstallation of Blackout KM for PATROL is
complete.

18
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