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Blackout KM for PATROL - Reference Guide 

Blackout  Knowledge Module® for  PATROL® is a  Knowledge Module for  BMC Soft ware® PATROL® 

that  a l lows  the administ ra tor s to temporari ly and under  cer ta in  condi t ions suspend the moni tor ing of  

som e par t  of  their  IT in frastructure.  A blackout  can  be  useful  when  a  moni tored syst em (a  database or  

an appl ication ) encoun ter s abnormal  but  planned act ivi t ies l ike back -ups.  Such  unusual  act ivi t ies wi l l  

lead PATROL® t o t r igger  fa lse posi t ives.  Thanks to the Blackout  KM, admin istra tor s can  dr amat ical l y 
r educe the fa lse a ler ts that operator s have to process.  
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SEN_BO_BLACKOUT_MANAGER 

Icon 

PATROL Classic Console PATROL Central 

 

 

Parameters 

Name Description Polling interval 

removeOlderFilesColl Deletes files that are over 21 days old from the %PATROL_HOME/SEN_BO_LOG” 
directory.  

Runs every day at 2 am 

selfCheckColl Performs a check of the Blackout KM status (privileges, access rights, preloaded, etc.) 60 minutes 

serviceColl Collects information on Windows services 1 minute 

processColl Collects information on processes 1 minute 

fileColl Collects information on files 1 minute 

InfoBox 

None.  
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SEN_BO_BLACKOUT 

Icon 

PATROL Classic Console PATROL Central 

 

 

Parameters 

Name Description Value set by 

Status Blackout status. May trigger and alert if an incident occurs at the start of a blackout 
Unit: 0 = OK, 1 = Warning, 2 = Alarm 

BlackoutColl every 2 minutes 

blackoutColl  Evaluates the blackout status  

Active Blackout activation Status 
Unit: 0 = Stopped, 1 = Started 

BlackoutColl every 2 minutes 

InfoBox 

Name Description 

PATROL ID Blackout PATROL internal identifier  

Current status Blackout current status 

Last started on Date and time at which the blackout was last started 

Last stopped on Date and time at which the blackout was last stopped 
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Regular expressions 
A regular  expression  is a  str ing formatted with  a speci fic syn tax.  I t  i s in tended to select  some l ines in  a 

text ,  wh ich  wil l  match  the r egular  expression .  

Regular  expressions are commonl y used in  pat tern  matching,  and especia l l y on  UNIX systems with  the 

grep,  awk and sed commands.  

The fol l owing table descr ibes the r egular  expression  syn tax that  i s suppor ted in  Blackout  KM for  

PATROL.  

 

Cha ra ct er  M eani ng  

. (dot) Matc h an y s i ng l e c h ar ac t er  

E xamp l e:  

Err . .  w i l l  match  Er r0 1 ,  Er r0 2  or  E rrA B ,  e tc .  

[xyz] Matc h an y ch ar ac t er  i n  th e br ac kets  

E xamp l e:  

Err [ 1 23 ]  w i l l  match  Er r1 ,  Err 2  or  Er r3  

[E e] r r or  w i l l  matc h e i t h er  er r or  or  E rr or  

[^xyz] Matc h an y ch ar ac t er  n ot  i n  t h e b r ac kets  

E xamp l e:  

Err [ ^1 23 4 5]  wi l l  match  E rr 0 ,  Err 6 ,  E rr7 ,  e tc .  b ut  n ot  Er r1  

[a-z] Matc h an y ch ar ac t er  i n  th e r an g e in  t h e br ac kets  

E xamp l e:  

Err [ 0- 9]  w i l l  matc h Err 0 ,  Er r1 ,  e tc .  an d  Err 9  

Err [ A - Z] [ 0- 9]  w i l l  matc h Err A0 ,  ErrA 1 ,  E rrS 9 ,  E rrZ 0 ,  e t c .  b u t  n ot  Err 1A  

Err [ A - Z0 -9 ]  w i l l  matc h Err A0 ,  Err A1 ,  e tc .  an d  Err 1 A  

[^a-z] Matc h an y ch ar ac t er  n ot  i n  t h e r an g e in  t h e br ac kets  

E xamp l e:  

Ap p l ica t io n[ ^0 - 9]  wi l l  matc h A p p l ica t io nA ,  Ap p l ic at io n B ,  Ap p l ic at io n !  bu t  n ot  
Ap p l ica t io n 1  

* Matc h zer o or  mor e r ep et i t i ons  of  t h e pr ec ed in g  

E xamp l e:  

Err [ 0- 9A -F ]*  w i l l  matc h  Err ,  Err 0 ,  Er rA ,  E rr 11 ,  ErrB F 0 00 1 ,  e tc .  

Err or . * A pp l ic at io n ABC  w i l l  matc h a l l  l in es  th at  c on t a i n s  Err or  an d 
Ap p l ica t io nA BC  f u r t h er  ( Cr i t ic a l  E r r or  0x 00 0 29 5 F0  on  Ap p l ica t io nA BC )  

+ Matc h on e or  mor e r ep et i t i on s  of  t h e p r ec ed i n g  

E xamp l e:  

Err [ 0- 9A -F ]+  wi l l  matc h E rr 0 ,  Err A ,  Er r1 1 ,  E rrB F0 0 0 1 ,  e tc .  bu t  n ot  Err  
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^ Matc h t h e b eg i nn i ng  of  th e l in e  

E xamp l e:  

^Er r  w i l l  matc h  a l l  l i n es  t h at  b eg i n w i t h  Err  

$ Matc h t h e en d  of  th e l in e  

E xamp l e:  

[0- 9 ]+  co n nec t io ns $  w i l l  match  a l l  l i n es  t h at  en d w i t h  xxx  con n ec t io ns  wh er e 
xxx  is  an  i n t eg er  

\< Matc h t h e b eg i nn i ng  of  a  wor d  

E xamp l e:  

\<s et  w i l l  match  an y l in e t h at  c on t a i ns  a wor d t h at  b eg ins  wi th  se t .  I t  w i l l  n ot  
matc h a l i n e th at  on l y c on t a i ns  t h e wor d u nse t  

\> Matc h t h e en d  of  a  wor d  

E xamp l e:  

[A a] pp l ic at io n \>  w i l l  matc h a l l  l in es  th at  c on t a i n  th e w or d A p p l ic at io n  or  
ap p l ic at io n  b ut  n ot  Ap p l ic at io nA A  

\(expression\) D ef i n es  an e xp r ess i on  whic h h as  t o  b e pr oc ess ed  as  a  u n i t  r eg ar d i n g t h e 
mod i f i er  * ,  +  an d  \ |  

E xamp l e:  

\ (_ [ a-zA- Z0 -9 ] \ )+  wi l l  matc h on l y s eq u enc es  l ike _ p at r o l ,  _ pa t r o l_ ag e nt ,  
_p a t ro l_ co ns o le ,  e tc .  

exprA\|exprB Matc h e i th er  exp r A or  exp rB  

E xamp l e:  

\ ( f i r ew a l l \ ) \ | \ ( a nt iv ir us \ )  w i l l  matc h a l l  l i n es  t h at  c on t a i ns  e i th er  t h e wor d 
f ir ew a l l  or  t h e wor d a nt iv i rus  

\ A voi d  t h e mean i n g of  t h e f o l l ow i n g  ch ar ac t er  

E xamp l e:  

\ .  w i l l  match  t h e s i n g l e c h ar ac t er  d ot  ( . )  

C:\ \Pr o gr am F i les  wi l l  match  C : \P ro gr a m F i le s  
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Configuration variables  

The fol lowing table r ecapi tula tes the general configurat ion  var iables used  by Blackout  KM for  

PATROL.  These var iables are st ored in  the PAT ROL Agen t  con figuration  and can  be managed through 

PATROL Configuration  Manager  (PCM),  WPCONFIG.EXE (Windows) or  xpconfig (UNIX/ Linux).  

Al l  configurat ion  var iables are stored under  the /SENTRY/ BLACKOUT1 folder  in  the configurat ion  

t r ee.  By defaul t ,  none of them are set .  

Variable Description 

debugMode When set to „1‟, enables the debug mode of Blackout KM for PATROL. 
Default: OFF 

debugFile Optional file name and path of the debug output when the debug mode is enabled. 
Default: No file output 

lsCommand Command used to get a directory file list on UNIX systems 

Default: ls -atp1 %{FOLDERPATH} 

dirCommand Command used to get a directory file list on Windows systems 
Default: dir /A:-D /B /O:-D /T:W %{FOLDERPATH} 2>nul 

vmsDirCommand Command used to get a directory file list on Windows systems 
Default: directory /columns=1 /notrailing /SELECT=(FILE=(NAME,NOVERSION)) /noheading 

%{FOLDERPATH} 

psCommand Command used to get the list of processes running 
Default: ps -A -o args 

processPollingInterval Polling interval, in seconds, at which the list of running processes is updated. This is most useful on UNIX 
systems for which there is no real-time process monitoring. 

Default: 60 

noRealTimeMonitoring Set it to „1‟ to turn off all real-time monitoring in Blackout KM for PATROL and „1‟ to enable it. 
Default: ON 

noRealTimeProcessMonitoring Set it to „1‟ to turn off processes real-time monitoring in Blackout KM for PATROL and „1‟ to enable it. 
Default: ON 

noRealTimeServiceMonitoring Set it to „1‟ to turn off NT services real-time monitoring in Blackout KM for PATROL and „1‟ to enable it. 
Default: ON 

noRealTimeFileMonitoring Set it to „1‟ to turn off files real-time monitoring in Blackout KM for PATROL and „1‟ to enable it. 

Default: ON 

timeToDeletion Number of seconds since the last modification of any file found under %PATROL_HOME/SEN_BO_LOG will 
be deleted. 

Default: 1814400 (21 days)  

noPrefix Set it to „1‟ to disable the use of the “Blackout: “ prefix in blackout instance labels. 

Default: ON 
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