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Blackout KM for PATROL - User Guide 

This document  explains the procedure to fol l ow in  order  to use and run  the Blackout  KM for  PATROL.  

Blackout  Knowledge Module® for  PATROL® is a  Knowledge Module for  BMC Soft ware® PATROL® 

that  a l lows  the administ ra tor s to temporari ly and under  cer ta in  condi t ions suspend the moni tor ing of  

som e par t  of  their  IT in frastructure.  A blackout  can  be  useful  when  a  moni tored syst em (a  database or  

an appl ication ) encoun ter s abnormal  but  planned act ivi t ies l ike back -ups.  Such  unusual  act ivi t ies wi l l  
cause PAT ROL® t o t r igger  fa lse posi t ives.  Thanks to the Blackout  KM, admin istr a tor s can  dramat ical ly 

r educe fa lse a ler t s that operator s have to process .  
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Section I - Getting started 
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1 - Requirements 

1.1 -  Software requirements 

Blackout  KM for  PATROL requires the fol l owing soft ware componen t  to be insta l led on  the monitored 

systems:  

 BMC Soft ware PATROL Agen t  3.4.00 or  h igher  

 For  r eal - t ime moni toring of processes and NT Services  on  Windows server s,  the WBEM la yer  

(WMI,  Windows Management  Instrumentation )  

Blackout  KM for  PATROL requires the fol lowi ng soft ware componen t  to be insta l led on  the Consol e  

system:  

 BMC Soft ware PATROL Console v3.4.00  or  higher  or  PATROL Cen tra l  or  PATROL Consol e  
Web-edi t ion  

1.2 -  Hardware requirements 

Blackout  KM for  PATROL does not  have any speci fi c r equiremen ts. The standard PATROL Agen t 

r equiremen ts are suffi cien t  for  the KM to run proper ly.  

The footpr in t  of Blackout  KM on  the monitored syst em is ver y l imited:  

 less than  1 percen t  of processor  t ime 

 less than  1 megabyt e of mem or y 

 less than  2 megabyt es of disk usage  

 no network bandwidth  usage 
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2 - Loading Blackout KM for PATROL 

Before loading Blackout  KM for  PATROL,  plea se make s ure that  a ll  r equirements have been  met  and 

that  the product  has been  proper l y insta l led on  a l l  PATROL Agen ts and Consoles using the procedur e  

descr ibed in  the Instal lat ion Guide .  

Pr ior  to using Blackout  KM for  PATROL you must  load the Knowl edge Modul es (K Ms) on  the PATROL 

Consol e.  Fol l ow the steps bel ow to l oad Blackou t  KM for  PATROL:  

Loading Blackout for PATROL from the PATROL Console for Windows  or the PATROL 
Console for UNIX 

Step 1 Select “File → Load KM” in the PATROL Console for  Windows menu  

Step 2 In  the dia log box, select “SEN_BO_BLACKOUT.kml” and click [Open] 

Loading Blackout for PATROL from PATROL Central  Operator 

Step 1 Select “Acti on → Load Knowledge Modules…”  

Step 2 In  the dia log box,  check the box next  to the managed systems for  which you wish  to 
load Blackout  KM for  PATROL and cl ick [Next]  

Step 3 Click the “Knowledge Module lists” tab, check the box near 
“SEN_BO_BLACKOUT.kml” and click [Next] 

Step 4 Click on  the [Fin ish ] but ton .  

Loading Blackout for PATROL from PATROL Central  Web Edition  

Step 1 In  the "General  Tasks" panel, click “Load Knowledge Modules” 

Step 2 In  the dia log box,  cl ick on  the managed syst ems for  which  you wish  to load  
Blackout  KM for  PATROL and cl ick [Next]  

Step 3 Select “SEN_BO_BLACKOUT.kml” from the l ist and cl ick [Next]  

Step 4 Click on  the [Fin ish ] but ton .  

 

The fol lowing classes should be  loaded on  the Monitored Syst em and Console:  

Cla s s na m e  De scr ip t i on  

SEN _BO _B LA CKOUT _ MAN AGE R  Mai n B l ac kout  i ns t an c e  us ed  t o  man ag e B l ac kou t  KM f or  PAT RO L  

SEN _BO _B LA CKOUT  B l ac kou t  i ns t anc es  

If a  class of  Blackout  KM for  PAT ROL has not  been  loaded,  an  a lert  i s t r iggered and the fol lowing 

message is displa yed in  the Syst em Output  Window (SOW) of the PATROL Console:  

"The <class name> class for Blackout KM is not loaded! 

All the classes of Blackout KM have to be preloaded to work properly. 

PLEASE LOAD THE <class name> CLASS." 
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Preloading Blackout KM for PATROL 

To make sure Blackout  KM for  PAT ROL is  loaded as soon  as the PAT ROL Agen t  star ts up and is 

executed as long as the PATROL Agen t  is runn ing ,  Blackout  KM for  PATROL needs t o be preloaded.   

In  order to preload Blackout  KM for  PATROL,  add the KM fi le l i st  above to the 

“/AgentSetup/preloadedKMs” configuration variable. Please, check the “PATROL Agent 

Reference Manual” for more information on how to modify configuration variables. 

If Blackout  KM for  PAT ROL is  not  preloaded,  an  aler t  i s tr iggered and the fol lowing message i s  

displa yed in  the System Output  Window (SOW) of the PATROL Console:  

"The <class name> class for Blackout KM is not preloaded! 

All the classes of Blackout KM have to be preloaded to work properly.” 
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3 - Making sure Blackout KM for PATROL is running  

If Blackout  KM for  PATROL is proper l y 

instal led and runn ing,  the fol l owing 

instance is created in  the PATROL 

Consol e:  “Bla ckout  Manager  <ver sion  

number>.” 

This is the main  Blackout  instance from which you can  plan  blackouts and edi t  the product  set t ings. 

New blackouts are created under  th is icon .  

If you are using Blackout  KM for  PATROL dur ing the t r ia l per iod ,  the main  instance label  displ a ys the 

r emaining days of the t r ia l  per iod.  At  the end of the t r ial  per iod,  the main instance is disabl ed and a l l  

blackouts are canceled.  

If you purchased the KM, read the next  sect ion  for  in format ion  about  how to en ter  the l icense key.  
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4 - Trial period and license keys  

When Blackout  KM for  PATROL is fi r st  loa ded the automat ic 30 -day t r ia l i s act ivated.  At  the end of the  

t r ia l  per iod Blackout  KM for  PATROL is disabl ed .  A l icense key must  be en tered to con t inue using the 

product .  

With  your  l icense key,  fol l ow the steps bel ow:  

 

 

[Righ t -cl ick] the Blackout  Manager  icon  and 

select  “KM Commands → License…” from the 

menu. 

 

A dia log box appear s and shows the l icense 

Blackout  KM for  PATROL is cur rent ly working 

with  (automatic 30-day t r ia l,  term l icense or  
perpetual  l icense) .  

 

To en ter  a new l icense key,  cl i ck on  the [Regist er  

a  new l icense]  but t on .  
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Choose the key t ype depending on  the license you 

purchased (Perpetual  License or  Term License).  

 

I f you purchased a Term License,  you must  en ter  

your  Term License expira t ion date.  

 

If you purchased a Perpetual  License,  you should 

leave the expira t ion date field blank.  

 

Then , en ter  your  l icense key in  the last  field and 
press the [Register ]  but ton .  

 

Once the l icense key has been  accepted,  the 

l icense dia log box is r efreshed and shows the new 

l icense as r egister ed.  

I t  possi ble t o have mult iple r egistered l icen ses.  

 

Deploying l icense keys on monitored systems  

Enter ing the l icense key on  a  moni tored system creates the fol lowing l icens ing in format ion:  

 a variable in the PATROL Agent configuration called: “/SENTRY/BLACKOUT1/license” 

 a file on the PATROL Agent called: “%PATROL_HOME/lib/SEN_BO_license4” 

To depl oy the l icense key on  a ll  moni tored server s,  you do one of the fol lowing :  

 deploy the l icense key extracted on  the PATROL Agen t  configurat ion with  PATROL 

Configurat ion Manager (PCM)  

 deploy the l icense fi l e wi th  PATROL Dist r ibut ion  Server  (DS)  

Only one of these pieces of l icensing in format ion  is r equired for  the l icense key t o be val idated.  
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Section II - Using Blackout 
KM for PATROL 
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1 - Blackout KM for PATROL’s purpose 

The blackout  of a  PATROL KM is used to temporari ly disa ble the moni toring of cer ta in  soft ware  during 

specia l  operat ions such  as backups,  updates,  etc.  I ts purpose i s to make sure no fa lse a ler ts are tr iggered 

wile  per forming such  operat ions.  For  example,  i f  an  appl icat ion  is stopped t o upgrade t o the la test  

ver sion ,  i t  i s not  necessar y t o r ecei ve an alert in the PATROL Console because the application’s 

processes are down.  

Blackout  KM for  PATROL can  disable a  whole  Knowl edge Modul e (KM) down to a  single PATROL 

instance.  Several  modes can  be used to automat ical l y t r igger the blackout :  

 at  a given  date and t ime 

 upon  the presence or  absence of a  fi le  

 upon  the presence or  absence of a  process  

 upon  the presence or  absence of a  NT Service  

The same modes can  be used to st op the Blackou t  or  a t imeout  can  be set .  
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2 - Blackout representation in the PATROL Console  

Blackout  KM for  PATROL is displa yed in  the PATROL Console as any Knowl edge Module for  

PATROL. An instance is created under your monitored system icon, called “Blackout Manager  <ver sion  

number>,  as shown in the picture bel ow:  

 

 

The main  blackout  opt ions,  such  as creat ing a  new blackout  or  turn ing on  the debug mode,  are accessed  

by r igh t -clicking the Blackout Manager instance and selecting “KM Commands” from the pop-up menu. 

Each new blackout schedule creates an instance under the “Blackout Manager” icon, providing an easy 
wa y t o check the blackouts planned for  the current  moni tored system.  Opt ions for  each  blackout  are 

accessed by r igh t -cl icking a blackout .  

There are no l imita t ions on the number  of blackout  for  a  monitored syst em.  
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3 - Real-time reactivity in Blackout KM for PATROL 

Blackout  KM for  PATROL has been  bui l t  so that  i t  r eacts in stan taneousl y t o even ts.  False a ler ts are 

completel y avoided since the blackout  star ts e xact l y when  i t  was supposed t o and not  after  a  cer ta in  

dela y.   

3.1 -  On Windows monitored systems 

On Windows moni tored syst ems,  Blackout  KM for  PATROL reacts to the fol l owing even ts in  r eal -t ime: 

 date and time:  the blackout  wi l l  star t /stop a t the exact  second i t  was planned to star t  

 fi le creat ing/delet ion :  the blackout  wi l l  star t /stop with  no more than a  five second dela y a t  the  

creat ion  or  delet ion  of a  fi le  

 process star ted/stopped:  the blackout  wi l l  star t /stop with  no more than  a  five second dela y when  
a  process is star ted or  stopped ( the WBEM la yer  must  be insta lled)  

 NT service star ted/stopped:  the blackout  wi l l  st ar t /stop with  no more than  a  five second  dela y 

most  when  anr  NT service is star ted or  stopped ( the WBEM layer  must  be instal led)  

If  the WBEM la yer  is not  in sta l led and the bla ckout  should star t /stop when  a  process or  NT service  

sta tus changes,  the blackout  wi l l  r eact  wi th  no more than a two minute delay.  

Real - t ime monitor ing uses l ess than 1% of processor  t ime.  

3.2 -  On UNIX monitored systems 

On UNIX moni tored syst ems,  Blackout  KM for  PATROL reacts to the fol l owing even ts in  r eal - time:  

 date and time:  the blackout  wi l l  star t /stop a t the exact  second i t  was planned to star t  

 fi le creat ing/delet ion :  the blackout  wi l l  star t /stop with  no more than a  five second dela y a t  the  

creat ion  or  delet ion  of a  fi le  

Because of the h igh  processor  t ime required to moni tor  processes on  UNIX syst ems,  i t  i s not  possibl e  

for  Blackout  KM for  PAT ROL t o r eact  in  r eal -t ime to process  even ts.  However ,  by  defaul t ,  Blackout  

KM for  PATROL wil l  check the processes’ status ever y minute (60 seconds).  I t  i s possibl e to change 

this polling interval by modifying a configuration variable. See the “Additional information” section for 

more in formation  about  this subject .  
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4 - Planning a Blackout  

Planning a Blackout  is done f rom a  PATROL Consol e through  an  inter face.  A blackout  wizard guides 

you through  the seven  steps needed to provide the planning in formation .  

The Blackout  wizard a llows you  to set  up a  Blackout  by helpin g you t o sel ect  the per iod of t ime dur ing 

which  the blackout  wi l l  run , the PATROL objects whose moni tor ing wil l  be paused as wel l  as the type 

of blackout  that  wi l l  be used.  

The Blackout  wizard is launched by r ight -cl icking the Blackout  Manager  in  the PATROL Console  and 

selecting “New blackout…” The panel below welcomes you to the Blackout wizard. 

 

Click [Next]  to con t inue.  

Note:  Cancel ing the wizard is on ly possi ble  in 
this window.  If you wan t  to cancel  the wizard at 

any step,  you need go [Back] to th is window 

and cl ick [Cancel] .  

4.1 -  Selecting the PATROL objects to blackout  

 

There are three differen t  wa ys  to select  the 

PATROL objects to blackout :  

 by select ing a  whole KM  

 by pi cking the PATROL object s from a  

l ist  of cur ren t ly exist ing instances  

 by en ter ing  the KM or  instance name.  

Each  method is descr ibed  in  the fol lowing 

sect ions.  

Note:  When  the blackout  star ts,  i f the selected  PATROL objects,  KM or  KMLs do not  exist  anym ore,  no 

er ror  message wil l  be displa yed and no a ler t  tr iggered.  Th is wa y,  you can  eas i l y depl oy a  set  of i tems to 

blackout  to a l l  your  PATROL Agen ts wi thout  worrying about  get t ing fa lse a ler ts.  
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Selecting a whole KM 

This is the r ecommended method to blackout  a  

whol e KM.  

Blackout  KM for  PATROL automat ical ly bui lds a  

l i st  of in sta lled KM and KML (Knowl edge 

Modul e List )  fi les  insta l led on  the server .  The 

l ists are then  displayed in  the panel ,  as shown in 
the screenshot .   

I t  i s possi ble to ei ther  select  a  l i st  of KML fi l es,  

a  l i st of KM fi les or  a  l i st of both  fi le t ypes.  

When  per forming the blackout ,  Blackout  KM for  

PATROL wil l  blackout  a l l  in stances of the  

selected  class.  So,  i f you simpl y wan t  to blackout  

one par t icular  in stance of a  KM, you should use  

the second method called “existing objects” to 

pick the specifi c PAT ROL object .  

If a  KML fi le  is select ed,  Blackout  KM for  

PATROL wil l  blackout  a l l  PAT ROL instances o f  
a l l  KMs forming the KML.  

Pick the KMs and KMLs you  wan t  to blackout  

from the l ist  and cl ick the [Next]  but ton  to 

con t inue with  the wizard.  

Examples:  

1.  To blackout  the whole PATROL for  DELL 

OpenManage KM, you  could ei ther  select  

“DELL_BASE” from the KML list, or all 

“DELL_” items in the KM list. 

2.  To blackout  a l l  process moni tor ing of  

Appl icat ion  Sen try KM for  PATROL,  sel ect  the  

“SW_PROCESSES” KM. 

Important:  

The above examples are relevant to all blackout methods except the “no collect” method. Since this 

method is a bi t  di fferen t  than  the other s,  the wa y the i tems to blackout  are selected is a  l i t t le di fferen t .  
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Selecting a l ist of currently exis ting objects 

This is the easiest  wa y t o sel ect  PAT ROL 

objects t o blackout  from a  l ist  of exist ing 

objects  in  the PATROL Console .  

Blackout  KM for  PATROL reads the 
PATROL Agent’s configuration and builds 

a list  of cur rent ly exist ing PATROL 

instances.  The l ist  i s displayed in  a tr ee -

l ike l ist ,  out l in ing the wa y the objects are  

displa yed in  the PATROL Console.  

To select  the instances t o blackout ,  simpl y 

find the i tem in  the l ist  and cl ick on  i t .  I t  

i s possi ble t o sel ect  several  i tems a t  the 

same t ime.  

If you wi sh  to select  an  i tem as wel l  as  

the item’s subitems ( the items placed  
underneath  it ) ,  select  the object  from the  

list and click on “Blackout  the se lected 

objects and those placed underneath.” 

Select  the PATROL instances to blackout  

and cl ick on  [Next]  t o con t inue.  

 

Examples:  

1.  To blackout the whole PATROL for DELL OpenManage KM, select the “DELL” item from the list and 
click on “Blackout the se lected objects and those placed underneath.” 

2.  To blackout  one or  several  process m oni tor ing of Appl icat ion  Sen try K M for  PATROL,  simpl y select  

each  process from the tr ee.  

Important:  

The l ist of objects t o blackout  is dynamical ly bui l t  at  the star t  of ea ch  blackout .  Th is has no impact  on  

the blackout if the option “Only blackout the se lected objects” was chosen .  However ,  i f the opt ion  

“Blackout the se lected objects and those placed underneath” was chosen ,  the l ist  of subi tems may 

change a t  the star t  of each  blackout  to r efl ect  the curren t l i st of subi t ems a t  the t ime of the blackout .  
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Manually entering the l ist of instances or KMs to blackout  

This method of select ing the objects t o 
blackout  is  most  commonl y used when  a  mix 

of KMLs,  KMs and PATROL instances i s  

r equired.  This is a lso the on l y wa y t o select  

objects or  KMs that  do n ot  yet  exist  on  the 

PATROL Agen t .  However ,  i t  r equires a  good  

knowl edge of the PATROL arch i tecture.  

I t  i s possi bl e t o en ter  up to fi ve objects  t o 

blackout ,  whether  they are KMLs,  KMs,  

PATROL instances or  a  com binat ion  of a l l  

these t ypes.  

For  each  of them you need to en ter :  

 The type of object  (KML,  KM or  PATROL 
instance)  

 If  an  instance is en tered,  whether  the 

objects placed underneath  should be  blacked-

out as well (“Recursive”) or not (“Not 

recursive”) 

 Either the name of the KML or  KM, or the path to the instance (usually “/<class 

name>/<PATROL ID>”) 

Enter  the objects to blackout  and cl ick on  [Next]  to con t inue.  

Note:  

When enter ing a  KML or  KM name,  the path  does not  need t o be en tered and the extension  should be  

left  out .  By defaul t ,  Blackout  KM for  PATROL wil l  r ead the fi le from the %PATROL_HOME%  di r ect or y.  

Also,  make sure you sel ect ed the appropr ia te type of object  (KML or  KM).  

4.2 -  Planning the start of the Blackout  

 

Blackout  KM for  PATROL al lows several  wa ys  

to plan  the star t  of  a  blackout .  You  can  ei ther  

schedule  the star t  of  a  blackout  by t ime per iods,  

by m oni tor ing the sta tus of  an  external 
componen t  (process,  fi le  or  NT servi ce)  or  by a  

manual command.  In  addi t ion,  r ecurr ing 

blackouts are possi bl e.  

The in format ion  to provide depends on  the 

schedule t ype.  I t  i s deta i led in  the fol lowing 

sect ions.  
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Start: now 

The blackout  wi l l  star t  as soon  as the Blackout  wizard is fin ished.  No fur ther  in format ion about  the star t 

of the blackout  is r equired.  

The blackout  wi l l  not  be scheduled to star t  again .  As soon  as i t i s fin ished,  the PATROL instance 
r epresenting the blackout is paused and the label “(already executed”) is added to its name. 

 

To restar t  a  blackout  which  schedule was schedu led for  “now”, edit the blackout and change its starting 

schedule.  

Note:  

A starting schedule of type “now” is actually considered by Blackout KM for PATROL as a “one shot” 

schedule which  start ing date is the curren t  date and t ime.  

Start: on a given date 

The blackout  wi l l  star t  a t  the date and t ime provided  

in the panel  displayed on  the left .   

Simply sel ect  the month ,  day of the month ,  year  and 

t ime a t  wh ich  the Blackout  wi l l  star t  and cl ick the  

[Next]  but t on .  

This is a “one shot” blackout. This means that  the 

blackout  wi l l  not  be schedul ed to star t  again .  As soon  

as i t  i s fin ished,  the PATROL instance r epresen t ing 

the blackout is paused and the label “(already 

executed”) is added to its name. 

To restar t  a  blackout  which  was scheduled to be “on a given  date,” edit the blackout  and change i ts 

star ting schedule.  

Using this method,  i t  i s possi ble to plan  a blackout  up to a year  ahead. 

Start: dai ly at a given time 

 

This type of blackout  schedul ing is a  r ecurr ing 

even t  that  wi l l  occur  ever y da y a t  the speci fied  

t ime.   

Enter  the t ime of the da y a t  wh ich  the blackout  

wi l l  star t and cl ick [Next] .  

Note:  

Time is in a 24 hour  format.  
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Start: weekly at a given time  

 

This method a l lows a  blackout  t o run  ever y 

week a t  one or  more  specifi ed da ys and t ime.  

Select  the l ist  of da ys as wel l  as the t ime a t 
wh ich  the blackout  wi l l  star t  and cl ick [Next]  t o 

con t inue.  

Note:  

Time is in a 24 hour  format.  

Start: monthly on a given day and time  

 

This is the wa y to schedule a  bla ckout  on  a  
given  da y a t  a speci fied t ime.  

Select  the da y of the month  as wel l  as the t ime 

a t  wh ich you wan t  the blackout  to star t  and 

cl ick [Next]  to con t inue.  

Note:  

Time is  in a 24 hour  format.  

 

 

Important:  

You can  schedule the blackout  t o star t  on  the last  da y,  or  the day before the last  day,  of the month  by 

select ing th is opt ion  from the dropdown menu.  
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Start: upon manual start (from the Console)  

 

In  th is case,  no schedul e is actual ly planned. 

The blackout  star ts from a  manual  command 

on l y.  To star t  the blackout ,  r igh t -cl ick the 
blackout  PATROL instance from the PATROL 

Consol e and select  “KM Commands  → Action 

→ Start now”.  

This method of star t ing a  blackout  is wel l -

sui ted for  blackouts that need on l y be star ted 

occasi onal ly.  

 

 

Start: upon presence/absence of a f i le  

 

Select ing this opt i on  a l lows  you  t o set  Blackout  

KM for  PATROL to star t  the blackout  when  a 
fi le is presen t  or  missing.  

Enter  the fi le name,  preceded by the path to the 

fi le,  and select  whether  the blackout  should 

start when the file actually exists (“present”) or 

does not exist (“absent”). 

Then, cl ick on  [Next]  to con t inue.  

 

Note:  

The presence or  absence of a  fi l e does not  a lwa ys mean  the blackout  wi l l  star t.  I f the blackout  is  

manually st opped through  KM Commands or  is stopped because a  t imeout  is r eached,  Blackout  KM for  

PATROL wil l  wai t  for  the fi le to change sta tus twice before star ting again . This is done to make sure 

the blackout  does not  r estar t r igh t awa y when  it  is stopped abnormal ly.  

Example:  

The blackout should start when the file “C:\MyApplicat ion \backup.log” is present. 

At one poin t ,  Blackout  KM for  PATROL detects that  t he fi le has been  created and star ts the blackout  o f  

the applicat ion  moni tor ing.  Then,  the PATROL admin istr ator  manual ly st ops  the blackout  th rough  the 

command menu, or  a speci fied t imeout  is r eached and the blackout  automat ical ly st ops.  

Even  though the fi l e is st i l l  presen t ,  the blackout  wi l l  not  r e -start  r igh t awa y.  Blackout  KM for  PATROL 

will track the file’s status and the blackout will automatically start again only aft er  the fi le is removed  

and created again .  



 

Blackout  Knowledge Module® for  PATROL® version  1. 1 

User  Guide  

 

 

22 

Start: upon start/stop of a process  

 

Oft en  t imes,  a  blackout  of an  applicat ion 

moni tor ing should star t  as soon  as an  other 

appl icat ion  (such  a  backup appl icat ion ) is 
launched.  Such applicat ions have processes  

so i t  would be a  good idea  to set  the 

Blackout  KM to run  a  blackout  when  a  

process i s found.  On the other hand,  it  i s 

a lso possi ble t o star t  the blackout  when  the 

appl icat ion  is stopped and its processes  are 

not  runn ing anym ore.  

This is the purpose of th is panel .  Simply 

en ter  a  r egular  expression  match ing the 

process’ name you want to monitor  and  

select whether the blackout should start when the process is “running” or “not running.” 

Note:  

The presence or  absence of a  process  does not  a lwa ys mean  the blackout  wi l l  star t .  I f the blackout  is  

manually st opped through  KM Commands or  is stopp ed because a  t imeout  is r eached,  Blackout  KM for  

PATROL wil l  wai t  for  the process t o change sta tus twice before star t ing again .  Th is is done to make 

sure the blackout  does not  r estar t  r ight  awa y when  i t  i s stopped abnormal ly.  

Example:  

The blackout  should start when the process “myApplicationProcess.exe” is present. 

At one poin t ,  Blackout  KM for  PATROL detects that  the process  has been  created  and star ts the  

blackout  of the appl icat ion  moni toring.  Then ,  the PATROL admin istra tor  manual ly st ops the blackout  

through the command menu,  or  a  specified t imeout  is r eached and the blackout  automat ical ly stops.  

Even  though  the process is st i l l  presen t ,  the blackout  wi l l  not  r e -star t  r ight  awa y.  Blackout  KM for  

PATROL will track the process’s status and the blackout will automatical ly star t  again  only a fter  the 
process is stopped and launched again .  
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Start: upon start/stop of a NT service  

 

Select ing th is opt ion  means that  you wan t  

the blackout  t o star t  when  a speci fied NT  

service en ter s a  specifi ed sta te.  

Blackout  KM for PATROL reads the server’s 

configurat ion  and ret r ieves the l ist  of  

in stal led services.  

Select  a  service name from the dropdown 

l ist  of services and pick which service sta te  

wi l l  t r igger  the blackout :  

 i s star ted and running 

 i s not  stopped (star ted,  pending, 

paused,  etc)  

 i s not  star ted (stopped,  pending, 

paused,  etc. )  

 i s stopped  

Blackout  KM for  PATROL wil l  mon i tor  the speci fied servi ce and star t the blackout  as soon  as the 

service en ter s the speci fi ed sta te.  

Note:  

This opt ion  is on ly avai lable on  PATROL Agen ts running on Microsoft  Windows.  

Note:  

The fact  that  the moni tored service sta tus and the sta tus en tered match  does not  a l wa ys mean  the 

blackout  wi l l  star t .  I f the blackout  is manual ly st opped thanks to a  KM Commands or  is stopped because 

a  t imeout  is r eached,  Blackout  KM for  PATROL wil l  wai t  for  the servi ce  to change sta tus twice  before  

star ting again.  Th is is done to make sure the blackout  does not  r estar t  r igh t  awa y when  i t  i s stopped  

abnormally.  

Example:  

The blackout  should start  when  the process “myApplicationService” is running. 

At  one poin t ,  Blackout  KM for  PATROL detects  that  the servi ce  has been  star ted and star ts the bl ackout  

of the appl icat ion  moni toring.  Then ,  the PATROL administ ra tor  manually st ops the blackout  through  the 

command menu, or  a speci fied t imeout  is r eached and the blackout  automat ical ly st ops.  

Even  though  the service i s st i l l  runn ing,  the blackout  wi l l  not  r e-start  r igh t  awa y.  Blackout  KM for  

PATROL wil l  t r ack the servi ce’s status and the blackout will automatically start again only after the 

service is st opped and launched again .  

4.3 -  Planning the end of a blackout 

The next  step of the wizar d consists in  configur ing Blackout  KM for  PAT ROL to aut omat ical ly s top the 

blackout .  Al though  i t  i s possi ble  t o manually s top a  blackout  through  the KM Commands,  a  blackout  

should a t  the ver y least  have a  t imeout  that  wi l l  automat ical l y stop  the blackout  a nd pick  up the 
moni tor ing where i t  stopped .  
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What  wi l l  stop  a  blackout  depends on  what  star ted i t .  I f a  blackout  star t  i s t ime dependan t,  you are  

r equired to speci fy a  t ime a t  wh ich  the blackout  wi l l  st op.  I f a  blackout  star t  depends on  a  fi le,  p rocess  

or  NT service status, the blackout will stop when the monitored item’s state changes to the opposi t e of  

what  star ted the blackout .  Therefore,  i f for  example,  a  blackout  should star t  when  a  specifi ed  fi le is  
presen t ,  the blackout  wi l l  automat ical ly st op when  th e fi le does not  exist  anym ore.  In  th is scenario,  i t  i s  

a lso possi ble t o speci fy a  date and t ime that,  when  reached, wi l l  automat ically st op the blackout .  

Since the in formation  that  wi l l  cause changes depends on  the opt ion  select ed to star t  the blackou t ,  th ere 

are two differen t  panels.  

End of a blackout at a given time 

If the blackout  star ts a t  a  given  date and t ime,  whether  th is is an  r ecur ring  even t  or  not ,  the panel  below 

is displayed.  

 

In  this panel ,  you are asked to specify ei ther  

a  t imeout  or  a  t ime a t wh ich  the blackout  

wi l l  end. 

By defaul t ,  the blackout  wi l l  last  four  hours 
but  i t  i s possi ble t o sel ect  fr om the drop 

down menu to stop the blackout :  

 

 “after” a  specified number  of hours,  minutes and seconds.  Blackout  KM for  PATROL wil l  wai t  

for  the given  t ime and stop the blackout .  

 “the same day at” a specified time. In this case, “hours,” “minutes” and “seconds” are used to 
enter  the t ime a t  wh ich  the blackout  wi l l  stop.  T he blackout  wi l l  st op the same da y i t  was  star ted 

a t  the specifi ed t ime.  

 “the day after at” a specified time. In this case, “hours,” “minutes” and “seconds” are used to 
enter  the t ime a t  wh ich  the blackout  wi l l  stop.  The blackout  wi l l  st op the da y a fter  a t  the 

specifi ed t ime.  

 “two days after at” a specified time. In this case, “hours,” “minutes” and “seconds” are used to 
enter  the t ime a t  wh ich  the blackout  wi l l  st op .  The blackout  wi l l  st op t wo da ys la ter  a t  the 

specifi ed t ime.  

 “three days after at” a specified time. In this case, “hours,” “minutes” and “seconds” are used 

to enter  the t ime a t  wh ich  the blackout  wi l l  st op.  The blackout  wi l l  st op th ree da ys la ter  a t  the 

specifi ed t ime.  

Note:  

If a  blackout  star ts a t  a  given  da y and t ime,  i t  may last  as long as 3 da ys,  23 hours,  59 minutes and 59 

seconds.  

End of a blackout when an event occurs or at a specified time 

If you sel ect ed that  the Blackout  should start upon  the presence of a  fi le,  process or  NT Service,  

Blackout  KM for  PAT ROL wil l  automat ical l y end the blackout  when  the opposi te of  the star ting 

condi t ion is r eached.  
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So,  for  example,  i f you speci fi ed that  a  blackout  should star t  when  the fi le  

“C:\MyApplicat ion \Backup.log” exists, the blackout will automatically stop when the file is not found 

anymore.  

Al ternat ivel y,  i t  i s possibl e to speci fy a  t imeout  that , when  reached,  wi l l  stop  the blackout .  

 

By defaul t ,  a  t imeout  is sel ect ed and the 

blackout  wi l l  last  four  hours .  However ,  i t  i s 

possibl e t o stop  the blackout  by select ing 

from the drop down:  

 

 “after” a  specified number  of hours,  minutes and seconds.  Blackout  KM for  PATROL wil l  wai t  

for  the given  t ime and stop the blackout .  

 “the same day at” a specified time. In this case, “hours,” “minutes” and “seconds” are used to 
enter  the t ime a t  wh ich  the blackout  wi l l  stop.  T he blackout  wi l l  st op the same da y i t  was  star ted  

a t  the specifi ed t ime.  

 “the day after at” a specified time. In this case, “hours,” “minutes” and “seconds” are used to 
enter  the t ime a t  wh ich  the blackout  wi l l  stop.  The blackout  wi l l  st op the da y a fter  a t  the 

specifi ed t ime.  

 “two days after at” a  speci fied t ime.  In  this case, “hours,” “minutes” and “seconds” are used to 
enter  the t ime a t  wh ich  the blackout  wi l l  st op .  The blackout  wi l l  st op t wo da ys la ter  a t  the 

specifi ed t ime.  

 “three days after at” a specified time. In this case, “hours,” “minutes” and “seconds” are used 

to en ter  the t ime a t  wh ich  the blackout  wi l l  st op.  The blackout  wi l l  st op th ree da ys la ter  a t  the 

specifi ed t ime.  

4.4 -  Selecting the blackout type 

Blackout  KM for  PATROL offer s four  di fferen t  types of blackout .  Because of the wa y Knowl edge 

Modul es are bui l t ,  each  t ype of blackout  has advantages and drawbacks.  There is no single wa y that  wi l l  

work on  ever y Knowledge Module for  PATROL.  
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Before sel ect ing the type of blackout  to per form,  i t  i s very important that you careful ly read the  

infor mation bel ow  and get  as much  in format ion  as possi ble on  the wa y the KM you  wan t  to blackout  

works.  

1.  Total  blackout (recommended method) :  disable  blacked-out c lasses  

This method disabl es the sel ect ed class (KM) or  the class associa ted with  the instance to blackou t .  Each 

blacked-out  instance disappear s from the PATROL Console  and no moni tor ing is per formed.  This is the  

most  r el iable wa y of black ing-out  and the r ecommended method.  

The drawback is,  since the en t ir e class (KM) is disabled,  a l l  class instances are r emoved from the 

PATROL Console  and their  monitor ing is stopped.  In  other  words,  i t  i s not  possi ble  t o blackout  a  single 

instance of a  class using th is method.  

2.  No col lect:  disable  al l  col lectors in the blacked-out c lasses and instances  

This type of blackout  disabl es a l l  col lect or s in  the select ed clas ses and instances.  Th is wa y,  col lect ing 

is no longer  per formed.  Therefore,  there can  be no a ler t  tr iggered by the blacked -out  Knowl edge 

Modul e.  Using this method,  a  single instance of  a  class can be blacked -out  whi le other s are st i ll  being 

moni tored.  

However ,  i f a  Knowledge Modul e for  PATROL dynamical l y act ivat es/dea ct ivates col lect or s,  th is method  

of blacking-out  th is par t icular  KM wil l  not  work.  The col lect or s that  are deact ivated a t  t he star t  of the  

blackout  wi l l  indeed be r eact ivated by the KM dur ing the discover y per iod for  instance.  

For  example,  blacking-out  a  fi le system moni tor ing per formed by PATROL for  Windows KM for  

PATROL or  PATROL for  UNIX KM for  PATROL is not  possi ble using the “No collect” method. 

Very important:  

While the other  blackout  methods impl y that  you direct ly select  the objects to blackout  in  the Blackout  

wizard,  the wa y the objects t o blackout  are picked using the “No collect” method is a little different. 

Since the instances and classes  for  wh ich  you wi sh  to pause the m oni tor ing wil l  not  actual ly be t he ones  

that  are blacked-out ,  but  r ather  the col lect or s,  you need to sel ect  the instances or  classes that  con ta ins 

the col l ect or .  There is indeed no wa y for  the Blackout  KM t o determine which  col lector  is a ssocia ted 

with  an  instance.  

This can  be t r icky since som et imes,  the col lector  get t ing the data for  a  parameter  is not  found in  the 

parameter’s class but in a differen t  class instead.  In  th is case,  you would need t o select  the class  

con tain ing the col lector  from the objects t o blackout  and not the parameter’s class. 

So,  for  each  parameter  to blackout  you need to:  

 find the parameter’s collector by checking the Knowledge Module documentation (“Reference 
Guide”) 

 select  the col lector  i t sel f  and not  the instance t o bla ckout  from the l ist  of objects  t o blackout  i n 

the Blackout  wizard.  

The Blackout  KM wil l  t ry t o find the col l ect or  of the instances to blackout  when  you cl ick on  the [Next]  

but ton .  If i t  cannot  find the col lect or  of one or  more objects t o blackout ,  a  warning message is displayed  

let t ing you know that the objects  ma y not  be bla cked-out .  

When  the blackout  star ts and Blackout  KM for  PATROL cannot  find a  col lect or  for  a  speci fied  instance 

or  class  to blackout ,  the warn ing message bel ow is displayed in the PATROL Console’s system output 

window:  

“Could not find collector for the instances listed below.These instances will not 
be blacked-out.  
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Please, check the blackout settings and make sure you selected the appropriate 

instance to blackout (the one containing the collector). See the Help file for 

more information. 

Instances that are not blacked-out: 

<Instance list>” 

In  addition, an event is generated and the Blackout “Status” parameter triggers a warning. 

3.  No parameter: disable  al l parameters in the blacked-out c lasses and instances  

This blackout  method,  wh ich  consists of disa bl ing a l l  parameter s in  the blacked -out  classes and 

instances, is probably the most “natural” of all blackouts. By disabling the parameters, Blackout KM for 

PATROL ensures that  al l  blacked -out  parameter s cannot  tr igger  an a ler t  since they have no valu e.  

Be war y though ,  that  some Knowledge Modul es dynamical l y update the sta tus of their  parameter s,  

usual l y dur ing recurr ing discover ies,  and may enable a  parameter  that  has been  disabled by Blackout  

KM for  PATROL.  Th is,  in  essence,  wi l l  cancel  the blackout  and a ler ts may be t r iggered even  though  the 
blackout  is  running.  So,  before sel ect ing th is blackout  m ethod,  make sure that  the blacked -out  KM set  

the parameter  sta tus dur ing the in i tia l discover y on l y and never  again afterwards.  

Appl icat ion  Sen try KM for  PATROL runs a ful l  discover y ever y hour  that checks the parameter  sta tus 

and enable/disable  these parameter s depending on  the in format ion  found in  the configurat ion .  Th is 

means that the “No parameter” method will not work with Application Sentry as a discover y wil l  enable 

parameter s disabled by Blackout  KM for  PATROL.  

4.  No thresholds:  remove al l  thresholds in blacked -out c lasses and instances  

This t ype of blackout  r emoves th resholds from the selected classes and instances dur ing the blackou t  

per iod.  So,  wh i le col l ects are st i l l  being per formed and parameter  values are updated normal ly,  no a ler t  

i s t r iggered because the thresholds have been  removed from the parameter s.  This can  be usefu l  i f you  

wan t  to check the moni tor ing data after  the blackout  per iod.  

The drawback of th is method is that  some Knowl edge Modules dynamical ly set  the parameter  thresholds  
r egular ly which  cancels the blackout  effect .  So,  wh i le the blackout  is star ted and thresholds have been  

removed,  a  blacked-out  KM ma y set  the parameter s thresholds  back.  

This method may not  work with  Hardware Sen try KM for  PATROL since th resholds are dynamical ly set  

at each discovery depending on the manufacturer’s agent information. 

Important  

A ba ckup of th resholds is per formed before the removal .  The backup ensure s that  thresholds are not  lost  

i f the PATROL Agen t  is stopped or  the server  r estar ted, for  example.  I f this should happen , and as soon  

as the PATROL Agen t  is up and runn ing again, thresholds are set  back so that  your  moni tor ing is not  

a l tered.  

In  addi tion ,  a  backup fi le con tain ing a l l the thresholds before their  r emoval  is created under  the name:  

%PATROL_HOME/SEN_BO_LOG/SEN_BO_<blackout ID>_backup_<starting time>_<starting 

date>.cfg 

This “.cfg” file can be read by PATROL wpconfig and xpconfig and directly applied t o the PATROL 
agen t  to r estore thresholds,  i f any th reshold loss  should occur .  Please,  see the PATROL Agent  Reference 

Manual  for  more in format ion  about  wpconfig and xpconfig.  

Conclusion  

The on ly blackout  method that  i s guaran teed is t he one that  deact ivates  the classes t o blackout ,  wh ich  is 

“total blackout.” All the other methods may have their blackout effect canceled depending on the wa y 

the KM to blackout  is built. So, selecting any other method than “total blackout” implies that you have 

a good understanding of the KM to blackout  to make sure the blackout  is not  canceled dur ing operat ion .  
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The methods that are we recommended:  

 to blackout a whole KM or all instances of a class: “total blackout” 

 to blackout single instances of a class: “no thresholds” 

Final ly,  Sen try Soft ware guarantees that  no a ler t wi l l  be t r iggered during the blackout  per iod.  However , 
a ler ts tr iggered before or  after  a  blackout  wi l l  not  be bl acked-out .  

Select  the blackout  method and cl ick [Next]  to proceed to the end of the Blac kout  wizard.  

4.5 -  Naming the blackout 

This is the last  step of the wizard in  which  you  name the blackout  schedul ing you are about  to create.  

The instance created in  the PATROL Consol e wil l  be named after  what  you en ter  in  th is panel .  

 

Enter  the blackout  name in  the box and cl ick 

[Fin ish ] to fin ish  the Blackout  wizard.  

The label “Blackout: “ will be added at the 

front of the blackout  name so that  you can  

quickl y iden t i fy the purpose of the instance 

in the PATROL Consol e.  

The instance r epresen t ing th is new black out  

schedule is created under  the main  Blackout  

instance in  the PATROL Console.  

If the blackout method you selected is “Total blackout” a check box appears at the bottom of the panel 

which  al lows you t o per form a  ful l  discovery a t  the end of the blackout  per iod.  Th is is h igh l y 

r ecommended since the blacked -out  instances are r emoved from the PATROL Console  a t  the t ime of the  

blackout  and wil l  not  be r e -created un ti l  the next discover y of the blacked -out  KM.  

Checking th is box ensures that  a l l blacked -out  instances are r e-created in  the PATROL Console  a t  the 

end of the blackout  and that the moni tor ing can resume normal ly.  

If another blackout  method wa s sel ect ed,  th is check box is not  avai lable.  
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5 - Modifying a Blackout configuration  

I t  i s possi bl e t o m odify a  blackout  configurat ion  

a t  any t ime.  An y of the opt ions,  including the 

schedule or  the PATROL objects t o blackout ,  

can  be modifi ed.  

To change a  blackout ,  r igh t -cl ick the blackout  

instance in  the PATROL Console and select  

“KM Commands  → Edit…” as shown on the 

picture.  

The Blackout  wizard comes up and a l lows you  

to go th rough  a l l  the steps and modi fy the  
configurat ion as you please.  

For  more in formation  on  each step of the 

Blackout wizard, please see “4 -  Planning  a  

B lackout”.  

Changes are appl ied r igh t -awa y un less the  

modifi ed blackout  is  cur ren t ly star ted.  In  th is 

case,  the changes wil l  be  appl ied a t  the end of  

the blackout .  
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6 - Removing a blackout  

Blackout  KM for  PAT ROL provides  a  simple  

wa y of r emoving a  blackout .  By sel ect ing th is 

opt ion ,  you delet e the blackout  from the  

PATROL Consol e and th e PATROL Agen t  

configurat ion.  In  other  words,  the blackout  wi l l  

not  star t again  and there is no wa y t o r et r ieve a  

deleted bla ckout .  So pl ease,  use th is opt ion  

careful l y.  

To delet e a  blackout ,  r ight -cl ick the blackout  

instance in  the PATROL Consol e and sele ct  
“KM Commands → Delete” as shown on the 

picture.  

A message pops-up,  asking you to confi rm the 

delet i on  of the blackout .  You can  st i ll  cancel  the 

act ion  a t  th is poin t  by cl icking the [No] but t on .  

Confi rm the r emoval  of the blackout  by cl icking 

on  [Yes].  

If a  blackout  is taking place when  you choose to  

delete  i t ,  the confi rmat ion  message wil l  in form 

you that  the blackout  wi l l  be stopped before  

being removed.  This is done to make sure no 
moni tor ing is lost  and ever yth ing is back  to  

normal  before del et ing the  blackout .  
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Section III - Day-to-day tasks 
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1 - Checking a blackout state  

A blackout  can  have four  sta tes:  

 Started:  the blackout  is cur ren t ly in  act ion  and objects are blacked -out .  I ts sta te is shown in  the 

blackout name with the “(started !)” label. 

  

 Stopped:  the blackout  is stopped,  no objects a re blacked -out .  The blackout  is wai t ing for  the 

next  blackout  per iod.  

  

 Paused:  the bla ckout  can  be ei ther  star ted or  st opped depending on  the sta te that  i t  was in  when 

i t  was suspended.  I t  sta te wi l l  not  change un ti l  the PATROL Admin istr a tor  r esumes i ts  

moni tor ing.  

  

 Already executed:  this only applies to blackouts of type “one shot” or “now”. In this status, the 

blackout  has been  executed and is now stopped.  The blackout  wi l l  not  run again  unless i t  i s 

edi ted and i t s scheduled set t ings are changed.  

 

All blackouts have a parameter called “Active.”  

 

You can  check whether  the blackout  is star ted or  stopped r igh t  now by left  cl icking on  the cross icon  

next  to the blackout  name in  the PATROL Console to expand the objec t .  The parameter  is then  displa yed  

and left -cl ick the parameter  to see the blackout  s ta te graph .  

 

When the blackout is started, the “Active” parameter value is “1”. When it is stopped, its value is “0”. 

In addi tion  to showing the cur ren t  sta te of the blackout, the “Active” graph provides an easy way to 

check the blackout  sta te in the past . I t  i s possi ble to see when  the blackout  was star ted and stopped in 

the past hours,  days or  even  months.  



 

Blackout  Knowledge Module® for  PATROL® version  1. 1 

User  Guide  

 

 

33 

Final ly,  the in fobox con tains in format ion  about  t he last  blackout  and i ts cur ren t  sta tus.  How t o view the  

blackout  in fobox depends on  the ver sion  of the PATROL Console so you check the PATROL Consol e  

User  Guide for  more in format ion .  

 

 

The in fobox shows the curren t sta tus of the 

blackout. It is either “ON” (started), or 

“OFF” (not started). 

The panel  also displa ys the date and t ime a t 

wh ich  the blackout  was last  star ted and 

stopped.  
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2 - Alerts triggered by a blackout  

When a  blackout  star ts, a  few checks are made to make sure the blackout  can  be proper l y per formed.  If  

one of the checks fails the Blackout “Status” parameter triggers an alert. 

Three problems can  be det ect ed depending on the blackout  t ype:  

Alert severity Blackout type Blackout label Description of the problem 

Warning No collect collector not found The Blackout KM could not find the collector of an instance 
that is scheduled to be blacked-out 

Warning No threshold overlap of no 
threshold blackout 

When two “no threshold” blackout types overlap each other, 
time and instance wise (i.e. the second blackout tries to 
blackout instances that are already blacked-out by the first 
one). In this case, the second blackout will NOT blackout the 
instances that are already blacked-out by the first one. This 
means that the blackout of the overlapping instances may 
stop sooner than expected in order to avoid threshold loss. 
 

Alert No threshold backup failure The blackout KM could not write the file containing the 
thresholds backup of the PATROL instances to blackout. The 
blackout is canceled. 
 

When an  error  occurs ,  the Blackout  KM takes the fol lowing act ions:  

 send even t  wi th  the same sever i t y as the a ler t  

 pr in t an error  message to the PATROL consol e’s system output  window  

 annotate the graph with  the complet e descr ipt ion  of the error  

 the blackout  label  is changed to con tain  a  descr ipt ion  of the er ror  for  as long as the blackout  is  

act ive or  unt i l the a lert  i s acknowledged  (see a bove)  
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3 - Acknowledging a blackout alert  

An error  can  occur ,  usual ly a t  the star t  of a  

blackout ,  and trigger an alert on the “Status” 

parameter  of a  bla ckout .  The a ler t  wi l l  carry on  

un ti l  the blackout  star ts again  and the a lert  wi l l  

be automat ical l y a cknowledged i f the problem i s  

sol ved.  However ,  i f the problem st i l l  exists when  

the blackout  star t s again, the “Status” parameter 

will sta y st i l l  be in  aler t mode.  

I t  i s possibl e to manual ly acknowledge an  a lert  
by r igh t -cl icking the blackout  object  in  the  

PATROL console and selecting “KM Commands  

→ Acknowledge alert and reset.” Doing so 

resets the “Status” parameter and cancels the 

aler t.  A confi rmat ion  panel  is displayed:  cl ick on  

[Yes] t o acknowl edge the a ler t,  on  [No] t o 

cancel .   

Please  note that  the problem that  tr iggered the a ler t  may st i l l  exist  and the blackout  is l i kel y t o  

encoun ter  the same probl em the next  t ime it  i s scheduled to start .  wh ich  wil l  tr igger  an  another  a ler t .  

Clicking on the “Acknowledge alert and reset” menu when the “Status” parameter is not in alert mode 

displa ys a  message let t ing you know that  there is no a ler t  to acknowl edge:  
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4 - Temporarily suspend a blackout schedule  

Blackout  KM for  PAT ROL provides an  easy wa y 

to temporari ly suspend a  blackout  schedule.  I f ,  

for  example,  a  scheduled ser ver  backup i s  

except ional l y canceled,  i t  i s possi ble t o pause a  

blackout  so that  the moni tor ing is not  suspended 

dur ing the usual  backup hours.  You  can  then 

resume the blackout  schedule when  the usua l  

backup per iod is over .  

To pause a  blackout  schedule,  r igh t -cl ick the  

blackout  instance in  the PATROL Consol e and 
select “KM Commands → Pause” from the pop-

up menu. 

The blackout  icon  wil l  be grayed out  as in  the  

picture bel ow:  

 

The blackout  sta te wi l l  not  change un ti l  the  

PATROL Admin istr a tor  r esumes the moni tor ing 

by r ight -cl icking the instance again and select ing 

“KM Commands → Resume”.  

Important  

You should never  pause a  blackout  schedule i f  

the blackout is currently in action (“started!”). 

Doing so ma y resul t  in  the blackout  car rying ou t  

after  the scheduled st op t ime.  In  other  words,  the  

moni tor ing per formed by PAT ROL may not  wor k 
proper ly.  

If you chose t o pause a  blackout  schedule when 

the blackout  is cur ren tly in  act ion ,  the fol l owing 

message pops-up,  asking you to confi rm:  

 

Cl ick on  [Yes] to pause the blackout  schedule or  [No] to cancel .  

We st rongl y r ecommend that  you cancel  and manual ly st op the blackout  before suspending the blackout  

schedule.  
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5 - Manually start or stop a blackout  

Blackouts can  be  scheduled t o star t  on  a  

specifi ed date and t im e or  upon  another  

condi t ion,  but  they can  a lso be manuall y 

star ted or  stopped th rough a KM command.  

Manual  start  

Star ting a  blackout  is per formed  

independent ly of the blackout  schedule and 

has no impact  on  the r est  of the blackout  

schedule.  So,  you  can  manual ly star t  a  

blackout  a t  9 :00am, stop i t  a  coupl e o f  

hours la ter  and i t  wi l l  star t  again  a t  11:00 

pm as it  was scheduled to do.  

If a  blackout  is manual ly star ted,  i t s usual  

stopping condi t ion  st i l l  appl ies.  If a  

blackout  normal ly st ops a t  a  given  t ime ,  the 
manually star ted blackout  wi l l  a lso st op a t  

the usual t ime.  

Manual ly star ting a  blackout  i s done by 

r igh t -cl icking the blackout  instance in  the 

PATROL Console and selecting “KM 

Commands → Action → Start now.” 

Execut ing th is command while th e blackout  

is a l r eady star ted displays a  pop-up t o 

warns you that the blackout  is a l r eady in  

act ion :  

 

In  addi tion ,  the fol lowing message is displa yed i n  the PATROL System Output  Window:  

Blackout [INFORMATION]: Blackout "Blackout: <blackout name> (started!)" 

already in action. 

Manual  stop  

If a  blackout  is star ted,  i t  i s possibl e not  to have to wai t  for  i t s normal  stop condi t ion  and manuall y st op  

the blackout .  By sel ect ing th is opt ion ,  the blackout  wi l l  stop  r ight  awa y whether  i t s stop  condi t ions are  

met  or  not .  

The usual  blackout  star t ing condi t ion  wil l  st i l l  apply un less the blackout  is scheduled t o star t  upon  the 

presence,  or  absence,  of a  fi le,  process or  NT service.  In  th is case,  Blackout  KM for  PATROL wil l  wai t  
for  the moni tored item to change status twice  before star t ing again . Th is is done to make sure the 

blackout  does not  r estar t r igh t awa y when  it  i s manual ly stopped.  



 

Blackout  Knowledge Module® for  PATROL® version  1. 1 

User  Guide  

 

 

38 

Manual ly st opping a  blackout  is per formed by r ight -cl icking the blackout  instance in  the PATROL 

Console and selecting “KM Commands → Action → Stop now.” 

I f you  t r y t o manually st op a  blackout  that  i s not  star ted,  the fol l owing message is displa yed  in  the 

PATROL Syst em Output  Window:  

Blackout [INFORMATION]: Blackout <blackout name> already stopped. 

A message a lso pops-up:  
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6 - Displaying information relat ing to a blackout 

You can  displa y in format ion  rela t ing to a  blackout  by r igh t -cl icking the instance in  the PATROL 

Console and browsing to the “KM Commands → Show” menu.  

From there you can  select  to show ei ther  the blackout  set t ings or  the curren t ly blacked -out  objects .  

Clicking on “Settings” opens up a new window in the PATROL Consol e.  Left -cl ick  the new task to get  

the fol lowing blackout  in format ion :  

 PATROL ID  

 Name 

 List  of objects to blackout  

 Star t condi t ion  

 Stop condi t ion (s)  

 Blackout  t ype  

 

 

Clicking on “Show currently blacked-out objects” when  the blackout  is act ive displa ys the l ist  of  

blacked-out  objects:  
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7 - Exporting a blackout configuration to a file  

This option provides an easy way to save a PATROL Agent’s configuration in exporting it to another 

PATROL Agen t .  The configurat ion  is saved to a  fi le that  can then  be loaded on to a  di fferen t  PATROL 

Agen t  through  the PATROL in ter face.  Th is method offer s a  s imple wa y to:  

 copy a PATROL Agent’s configuration without going through the hassle of manually setting it up 

 make sure that  both  configurat ions are iden tical  

 

To expor t  a  configurat ion  to a  fi le,  r igh t -click the “Blackout 

Manager” icon in the PATROL Console and select  “KM Commands  

→ Export configuration to file…” 

 

 

 

 

 

 

 

 

 

 

The panel bel ow pops-up,  asking you for  in format ion :  

 

Enter  the path  and fi le name of the fi le that 

will contain the PATROL Agent’s 
configurat ion and cl ick the [OK] but t on . 

Aft er  a few seconds,  a message wil l  pop -up  

to confi rm that  the fi le has been  created and 

to displa y the configurat ion  fi le name.  

 

 

 



 

Blackout  Knowledge Module® for  PATROL® version  1. 1 

User  Guide  

 

 

41 

Note:  By defaul t ,  the configurat ion fi le is 

created in the “%PATROL_HOME%\config” 

director y and the fi le named 

“SEN_Blackout_configuration.cfg”. 

 

 

If the configurat ion  is pret ty large,  i t  i s possi bl e to spl i t  the configurat ion  in to several  fi les.  To do so,  

check the “Split configuration in multiple files if the number of lines is above” and enter a maximum 

number  of lines per configuration file (“1000” is the default number of lines). 

Ever y t ime the maximum number  of l ines is r eached,  Blackout  KM for  PATROL creates  a  configurat ion  

file named “<entered file name>~n.cfg”, with n being the curren t  fi le number .  
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8 - Enabling the Debug Mode 

By defaul t ,  Blackout  KM for  PATROL  sends on l y the most  cr i t ica l  in format ion,  warn ing and er ror  

messages to the System Output  Window of the PAT ROL Consol es.  Most  often ,  th is in format ion  is 

accurate enough  to ensure that Blackout  KM for  PATROL is proper l y working.  

If you  encoun ter  a  bug and wan t  to r epor t  that  bug to Sen try Soft ware,  you wil l  be  asked  to enable  the 

Debug Mode and provide the debug output  to the Sen try Soft ware suppor t  team.  

 

To enable the debug mode,  [r igh t -cl ick] the  

Blackout  Manager  icon  and select  “KM 

Commands → Options → Debug…” from the 

menu. 

Check the "Enable debug" box.  

 

By defaul t ,  Blackout  KM for  PATROL wil l  send i ts debug output  to the Syst em Output  Window of the  

PATROL Consoles.  

When  debugging the discover y process of the Blackout  KM at  the star t ing t ime of the PATROL Agen t , 
som e debug in formation  may be l ost  by the PATROL Consol e because i t  i s  not  yet  connected to the  

PATROL Agen t .  In  other  cases,  or  when  you want  to t r ace the act ivi t y of Blackout  KM for  PAT ROL 

dur ing a  few minutes,  some debug in formation  ma y be lost  by the PATROL Console because i ts buffer  is 

ful l .  

In  these ca ses,  i t  can  be useful  to send the debug output  of Bla ckout  KM for  PATROL to a  speci fied  

fi le.  

Note  

That  debug fi le is stored on  the computer  where the PATROL Agen t  is running 

Warning! 

Pa y at ten t ion  to the fi le size!  The debug output  of Blackout  KM for  PATROL ma y be ver y large after  

runn ing for  several  days.  
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Section IV - Additional 
information 
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1 - Backup, log and temporary folders 

The blackout  KM automatical ly creates and wr i tes  the necessar y in format ion  to the folder  cal led:  

“%PATROL_HOME/SEN_BO_LOG”. This folder is used to save thresholds before a “no threshold” blackout 
as wel l  as to wr i te log in formation  and temporary fi les.  

The “SEN_BO_LOG” director y con tains three sub- folder s:  

 /BACKUP:  this is the dir ector y th reshold backups  are written. Before starting a “no threshold” 

blackout, the Blackout KM writes a backup file (“.cfg”), readable by PAT ROL wpconfig or  

xpconfig,  that  con ta ins the r emoved t h resholds.  In  case a  problem occurs and thresholds are not  

put  back a t  the end of the blackout ,  i t  i s possi ble t o simpl y appl y th is threshold configurat ion 

fi le to the PATROL agen t  to set  them back.  The backup fi les are cal led:   

SEN_BO_<blackout  ID>_ba ckup _<star t ing t ime>_<star t ing date>.cfg  

 /LOG: con tains log in formation  wr i tten  by the blackout  KM. You ma y be asked to sen t  the fi les  

con tained in  th is folder  to the Sen try Soft ware suppor t  i f you open  a  case against  the blackout  
KM.  

 /TMP:  folder  con tain ing var ious temporary fi les used by the Blackout  KM.  

The Blackout  KM automatical l y cl ear s any fi le i n  the “/BACKUP” and “/LOG” folder s,  wh ich  fi lename 

start by “SEN_BO” and last modification date is over 3 week old. This is performed to avoid over 

fl ooding the disk with  obsolete  in format ion .  If you wi sh  to keep  any of these fi les,  you  should  ei ther  

move them to another folder  or  r ename them. 
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2 - Regular expressions  

A regular  expression  is a  str ing formatted with  a speci fic syn tax.  I t  i s in tended to select  some l ines in  a 

text ,  wh ich  wil l  match  the r egular  expression .  

Regular  expressions are commonl y used in  pat tern  matching,  and espec ia l l y on  UNIX systems with  the 

grep,  awk and sed commands.  

The fol l owing table descr ibes the r egular  expression  syn tax that  i s suppor ted in  Blackout  KM for  

PATROL.  

 

Cha ra ct er  M eani ng  

. (dot) Matc h an y s i ng l e c h ar ac t er  

E xamp l e:  

Err . .  w i l l  match  Er r0 1 ,  Er r0 2  or  E rrA B ,  e tc .  

[xyz] Matc h an y ch ar ac t er  i n  th e br ac kets  

E xamp l e:  

Err [ 1 23 ]  w i l l  match  Er r1 ,  Err 2  or  Er r3  

[E e] r r or  w i l l  matc h e i t h er  er r or  or  E rr or  

[^xyz] Matc h an y ch ar ac t er  n ot  i n  t h e b r ac kets  

E xamp l e:  

Err [ ^1 23 4 5]  wi l l  match  E rr 0 ,  Err 6 ,  E rr7 ,  e tc .  b ut  n ot  Er r1  

[a-z] Matc h an y ch ar ac t er  i n  th e r an g e in  t h e br ac kets  

E xamp l e:  

Err [ 0- 9]  w i l l  matc h Err 0 ,  Er r1 ,  e tc .  an d  Err 9  

Err [ A - Z] [ 0- 9]  w i l l  matc h Err A0 ,  ErrA 1 ,  E rrS 9 ,  E rrZ 0 ,  e t c .  b u t  n ot  Err 1A  

Err [ A - Z0 -9 ]  w i l l  matc h Err A0 ,  Err A1 ,  e tc .  an d  Err 1 A  

[^a-z] Matc h an y ch ar ac t er  n ot  i n  t h e r an g e in  t h e br ac kets  

E xamp l e:  

Ap p l ica t io n[ ^0 - 9]  wi l l  matc h A p p l ica t io nA ,  Ap p l ic at io n B ,  Ap p l ic at io n !  bu t  n ot  
Ap p l ica t io n 1  

* Matc h zer o or  mor e r ep et i t i ons  of  t h e pr ec ed in g  

E xamp l e:  

Err [ 0- 9A -F ]*  w i l l  matc h  Err ,  Err 0 ,  Er rA ,  E rr 11 ,  ErrB F 0 00 1 ,  e tc .  

Err or . * A pp l ic at io n ABC  w i l l  matc h a l l  l in es  th at  c on t a i n s  Err or  an d 
Ap p l ica t io nA BC  f u r t h er  ( Cr i t ic a l  E r r or  0x 00 0 29 5 F0  on  Ap p l ica t io nA BC )  

+ Matc h on e or  mor e r ep et i t i on s  of  t h e p r ec ed i n g  

E xamp l e:  

Err [ 0- 9A -F ]+  wi l l  matc h E rr 0 ,  Err A ,  Er r1 1 ,  E rrB F0 0 0 1 ,  e tc .  bu t  n ot  Err  
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^ Matc h t h e b eg i nn i ng  of  th e l in e  

E xamp l e:  

^Er r  w i l l  matc h  a l l  l i n es  t h at  b eg i n w i t h  Err  

$ Matc h t h e en d  of  th e l in e  

E xamp l e:  

[0- 9 ]+  co n nec t io ns $  w i l l  match  a l l  l i n es  t h at  en d w i t h  xxx  con n ec t io ns  wh er e 
xxx  is  an  i n t eg er  

\< Matc h t h e b eg i nn i ng  of  a  wor d  

E xamp l e:  

\<s et  w i l l  match  an y l in e t h at  c on t a i ns  a wor d t h at  b eg ins  wi th  se t .  I t  w i l l  n ot  
matc h a l i n e th at  on l y c on t a i ns  t h e wor d u nse t  

\> Matc h t h e en d  of  a  wor d  

E xamp l e:  

[A a] pp l ic at io n \>  w i l l  matc h a l l  l in es  th at  c on t a i n  th e w or d A p p l ic at io n  or  
ap p l ic at io n  b ut  n ot  Ap p l ic at io nA A  

\(expression\) D ef i n es  an e xp r ess i on  whic h h as  t o  b e pr oc ess ed  as  a  u n i t  r eg ar d i n g t h e 
mod i f i er  * ,  +  an d  \ |  

E xamp l e:  

\ (_ [ a-zA- Z0 -9 ] \ )+  wi l l  matc h on l y s eq u enc es  l ike _ p at r o l ,  _ pa t r o l_ ag e nt ,  
_p a t ro l_ co ns o le ,  e tc .  

exprA\|exprB Matc h e i th er  exp r A or  exp rB  

E xamp l e:  

\ ( f i r ew a l l \ ) \ | \ ( a nt iv ir us \ )  w i l l  matc h a l l  l i n es  t h at  c on t a i ns  e i th er  t h e wor d 
f ir ew a l l  or  t h e wor d a nt iv i rus  

\ A voi d  t h e mean i n g of  t h e f o l l ow i n g  ch ar ac t er  

E xamp l e:  

\ .  w i l l  match  t h e s i n g l e c h ar ac t er  d ot  ( . )  

C:\ \Pr o gr am F i les  wi l l  match  C : \P ro gr a m F i le s  
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3 - Configuration variables 

The fol lowing table r ecapi tula tes the general configurat ion  var iables used  by Blackout  KM for  

PATROL.  These var iables are st ored in  the PAT ROL Agen t  con figuration  and can  be managed through 

PATROL Configuration  Manager  (PCM),  WPCONFIG.EXE (Windows) or  xpconfig (UNIX/ Linux).  

Al l  configurat ion  variables are stored under  the “/SENTRY/ BLACKOUT1” folder  in the configurat ion  

t r ee.  By defaul t ,  none of them are set .  

Variable Description 

debugMode When set to ‘1’, enables the debug mode of Blackout KM for PATROL. 
Default: OFF 

debugFile Optional file name and path of the debug output when the debug mode is enabled. 

Default: No file output 

lsCommand Command used to get a directory file list on UNIX systems 

Default: ls -atp1 %{FOLDERPATH} 

dirCommand Command used to get a directory file list on Windows systems 
Default: dir /A:-D /B /O:-D /T:W %{FOLDERPATH} 2>nul 

vmsDirCommand Command used to get a directory file list on Windows systems 
Default: directory /columns=1 /notrailing /SELECT=(FILE=(NAME,NOVERSION)) /noheading 
%{FOLDERPATH} 

psCommand Command used to get the list of processes running 
Default: ps -A -o args 

processPollingInterval Polling interval, in seconds, at which the list of running processes is updated. This is most useful on UNIX 
systems for which there is no real-time process monitoring. 
Default: 60 

noRealTimeMonitoring Set it to ‘1’ to turn off all real-time monitoring in Blackout KM for PATROL and ‘1’ to enable it. 
Default: ON 

noRealTimeProcessMonitoring Set it to ‘1’ to turn off processes real-time monitoring in Blackout KM for PATROL and ‘1’ to enable it. 
Default: ON 

noRealTimeServiceMonitoring Set it to ‘1’ to turn off NT services real-time monitoring in Blackout KM for PATROL and ‘1’ to enable it. 

Default: ON 

noRealTimeFileMonitoring Set it to ‘1’ to turn off files real-time monitoring in Blackout KM for PATROL and ‘1’ to enable it. 
Default: ON 

timeToDeletion Number of seconds since the last modification of any file found under %PATROL_HOME/SEN_BO_LOG will 
be deleted. 

Default: 1814400 (21 days)  

noPrefix Set it to ‘1’ to disable the use of the “Blackout: “ prefix in blackout instance labels. 
Default: ON 
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