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Contacting BMC Software

You can access the BMC Software Web site at http://www.bmc.com/. From this Web site, you can
obtain information about the company, its products, corporate offices, special events, and career
opportunities.

United States and Canada Outside United States and
Canada
Address BMC Software, Inc. 2101 CityWest Telephone (01) 713 918 8800

Blvd. Houston TX 77042-2827

Fax (01) 713 918 8000

Telephone 713 918 8800 or
800 841 2031

Fax 713 918 8000

Copyright 2006 BMC Software, Inc. or licensors, as an unpublished work. All rights reserved.

BMC Software, the BMC Software logos, and all other BMC Software product or service names
are registered trademarks or trademarks of BMC Software, Inc.

IBM is a registered trademark of International Business Machines Corporation.
DB2 is a registered trademark of International Business Machines Corporation.

Oracle is a registered trademark, and the Oracle product names are registered trademarks or
trademarks of Oracle Corporation.

All other trademarks belong to their respective companies.

BMC Software considers information included in this documentation to be proprietary and
confidential. Your use of this information is subject to the terms and conditions of the
applicable End User License Agreement for the product and the proprietary and restricted rights
notices included in this documentation.

Restricted Rights Legend

U.S. Government Restricted Rights to Computer Software. UNPUBLISHED -- RIGHTS
RESERVED UNDER THE COPYRIGHT LAWS OF THE UNITED STATES. Use, duplication, or
disclosure of any data and computer software by the U.S. Government is subject to restrictions,
as applicable, set forth in FAR Section 52.227-14, DFARS 252.227-7013, DFARS 252.227-7014,
DFARS 252.227-7015, and DFARS 252.227-7025, as amended from time to time.
Contractor/Manufacturer is BMC Software, Inc.,

2101 CityWest Blvd., Houston, TX 77042-2827, USA. Any contract notices should be sent to this
address.
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Customer Support

You can obtain technical support by using the Support page on the BMC Software Web site or by
contacting Customer Support by telephone or e-mail. To expedite your inquiry, please see “ Be f or e
Contacting BMC Software."”

Support Web Site

You can obtain technical support from BMC Software 24 hours a day, 7 days a week at
http://www.bmec.com/support_home. From this Web site, you can

A read overviews about support services and programs that BMC Software offers

A find the most current information about BMC Software products

A search a database for problems similar to yours and possible solutions

A order or download p roduct documentation

A report a problem or ask a question

A subscribe to receive email notices when new product versions are released

A find worldwide BMC Software support center locations and contact information, including e -mail addresses, fax

numbers, and telephone numbers

Support by Telephone or E-mail

In the United States and Canada, if you need technical support and do not have access to the Web, call
800 537 1813. Outside the United States and Canada, please contact your local support center for
assistance. To find telephone and e-mail contact information for the BMC Software support center that
services your location, refer to the Contact Customer Support section of the Support page on the BMC
Software Web site at http://www.bmc.com/support_home.

Before Contacting BMC Software

Before you contact BMC Software, have the following information available so that Customer Support
can begin working on your problem immediately:

A product information
— product name
— product version (release number)

— license number and password (trial or permanent)

A operating system and environment information
— machine type
— operating system type, version, and service pack or other maintenance level such as PUT or PTF
— system hardware configuration
— serial numbers
— related software (database, application, and communication) including type, version, and service
pack or maintenance level
A sequence of events leading to the problem
A commands and options that you used
A messages received (and the time and date that you received them)

— product error messages

— messages from the operating system, such as file system full

— messages from related software
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Installation Guide

This document explains how to install and run BMC® Performance Manager Express for
Hardware for BMC® Portal.

As BMC Performance Manager Express for Hardware is a performance manager specifically
designed for the BMC Portal environment, it uses the Portald sweb-based interface and features
for installing, managing and monitoring your Information Technology (IT) infrastructure. The
full integration with BMC® Portal provides a single customizable entry point for data from
multiple sources and a single view that enables you to monitor the health and performance of
your infrastructure.

Once installed on one system in the Portal environment, you can add as many elements as you
wish and BMC Performance Manager Express for Hardware starts monitoring the hardware of all
the connected systems within your BMC Portal environment: status of the disks and the RAID
controllers, temperature of the system, speed of the fans, etc.
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Preparing to Install

This chapter describes the prerequisites and the procedures you must perform before you
install BMC® Performance Manager Express for Hardware on the BMC® Portal environment. The
installation procedure of BMC Performance Manager Express for Hardware for the Portal is very

simple. All you need to ensure is that pre-requisites detailed in this section are fulfilled prior
to installation.

Please read this section carefully to understand the procedures, in order to enable a successful
integration within your Portal environment.
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1 - Targeted computers

The computer where you first install BMC® Performance Manager Express for Hardware must
already have:

1. BMC® Portal version 2.3

2. At least one computer (can be the same as Portal) with the Remote Service Monitor
program (RSM).

Important: Owing to structural changes in BMC® Portal version 2.3, BPM Express for
Hardware 2. 3.00 is not compatible with any version of the Portal prior to 2. 3

For more details about installation of BMC Portal and BMC Performance Manager Portal, please
refer to the corresponding BMC Software® documentation. Once you install BMC Performance
Manager Express for Hardware, you can then add as many elements (computers, servers,
systems) as you require to your monitoring environment, irrespective of whether they
Windows-based, UNIX or Linux.
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2 - Package

Please contact BMC® Software in order to obtain BMC Performance Manager Express for
Hardware.

The only file required for the installation of BPM Express for Hardware is:
- BPM-Express-for-Hardware-2.3.00.par

The same PAR file is valid for installation on Windows and UNIX-based Portal servers.
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3 - Requirements for managed elements
The operating system must be one the following:
- HP-UX 10 or 11
- HP Tru64 UNIX 4.0 or greater
- IBM AIX 4.3, 5.1, 5.2 or 5.3
- Microsoft Windows NT 4.0 Service Pack 5 or greater, with the

5:“"\:SENTRY BMC® Performance Manager Express for Hardware version 2.3.00
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latest WMI (Windows

Management Instrumentation, WBEM) and WSH (Windows Scripting Host, VBScript)

components installed
- Microsoft Windows 2000 Service Pack 2 or greater
- Microsoft Windows XP (any Service Pack)
- Microsoft Windows Server 2003 (any Service Pack)
- RedHat Enterprise Linux 2.1 or greater
- Sun Solaris 2.6, 7, 8, 9 or 10
- SUSE/Novell Linux 8 or greater

Important : A specific hardware agent is often required on each managed
depending on its underlying components.

Platforms and Required Hardware Agents

Platform Required Hardware Agent

On DELL® PowerEdge® computers Dell OpenManage Server Administrator
Fujitsu-Siemens PRIMERGY Fujitsu-Siemens Serverview Agent

HP AlphaServer (Tru64 systems) HP Insight Management Agent

HP (Compag) ProLiant HP Insight Management Agent

HP Integrity and Itanium-based SuperDome HP Insight Management Agent

computers running Microsoft Windows or Linux

HP Integrity, HP 9000, HP 3000 and PA-RISC- None. Hardware Sentry uses internal HP-UX system
based SuperDome computers running HP-UX commands for in-band and out-of-band monitoring
(using the MP or GSP)

HP NetServer HP Instant TopTools
IBM xSeries, Netfinity IBM Director Agent
IBM RS/6000, pSeries and eServer p5 None

NEC Express5800 NEC ESMPRO
StorageTek LSeries Tape Libraries LSeries SNMP agent
Sun (SPARC-based systems) None

Sun (AMD Opteron x64-based systems) Ipmitool

10
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Depending on implemented hardware RAID controllers, the following additional
agents may be required as well:

Additional Hardware Agents

RAID controller

Required hardware agent

Adaptec DPT-based RAID controllers

Adaptec Storage Manager

Adaptec AAC-based RAID controllers

Adaptec Storage Manager Browser Edition

LSI Logic MegaRAID controllers

LS| Logic PowerConsole

LSI Logic/Mylex RAID controllers

Mylex GAM Server

hardware

11
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4 - Special note about shared RSMs

Due to its internal mechanism, BPM Express for Hardware does not allow you to monitor the
hardware of the same server twice from the same RSM. This can happen if you have the
following situations:

- You have a global RSM (not attached to a specific account)
- AND you have several accounts (in Portal terminology -, di fferent rfsroom fAuse

- AND you add the same element (server) with BPM Express for Hardware on 2 different
accounts and use the same shared RSMs.

Important: If you need to monitor the hardware of one server from two different
accounts, you will need to use two different RSMs

12
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5 - Migrating from previous versions of BPM Express for Hardware

5.1 - Migrating from BPM Express for Hardware version 2.2.00

Due to structural changes made in BMC Portal version 2.3, BMC Performance Manager Express
for Hardware version 2.3.00 is not compatible with any version of the Portal prior to v2.3.

All customers, whether existing or new, are first required to upgrade to Portal v2.3 and then
install BPM Express for Hardware v2.3. The installation is simple and rapid and bears no extra
cost.

5.2 - Migrating from BPM Express for Hardware version 2.0 or 2.1

BPM Express for Hardware by Sentry Software version 2.2.00 is/was a brand new product
developed from scratch, emulating the KM iHar dware Sentry KM (Blsor byPSeMtRyO L 0
Software). Being more versatile, and able to monitor diverse platforms, v2.2.00 completely
replaced the older versions one that bore the same name, but is/was a different product
altogether.

The architecture of v2.2.00 enables monitoring of not just Dell and HP ProlLiant servers
running Windows or Linux through SNMP; but also that of Sun, HP, IBM, Fujitsu-Siemens and
NEC servers running Windows, Linux, Solaris, AIX, HP-UX, and HP Tru64, through SNMP,
WBEM, IPMI, SSH and Telnet.

Customers who purchased v2.0.00 or v2.1.00 of BPM Express for Hardware and are covered by
a maintenance contract can migrate to the more versatile version 2.2.00 and upwards at no
additional cost.

However, there is no configuration to automatically migrate your monitored elements from the
2.0.00 or 2.1.00 version of BPM Express for Hardware to the version 2.2.00.

This migration is to be manually done just like a first-time installation which is simple and
rapid and involves no additional costs.

13
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Setting-up Appropriate Hardware
Agents

BMC® Performance Manager Express for Hardware needs a local hardware agent to first collect
information from the managed element, and only then can it start monitoring it.

Manufacturers provide their own hardware agents, typically available for free and often found

on the CD-ROM provided wi t h t he server/ computer or on the Uméessuf act
speci fied ot her wi se, t he manufacturer ds agent mu st be ins
order for BPM Express for Hardware to function properly.

ro
a l

This section gives details about the installation of appropriate hardware agents for each
platform before installation of BMC® Performance Manager Express for Hardware. Please follow
the given instructions carefully.

14
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1-On DELL® PowerEdge® computers

1.1 - Getting Dell OpenManage Server Administrator

On DELL PowerEdge computers, you must install the DELL OpenManage Server Administrator
on each managed element.

- Download DELL OpenManage Server Administrator for free on the DELL Web site
at: http://support.dell.com/support/downloads/index.aspx?c=us&cs=555&I=en&s=biz

- Select the appropriate PowerEdge server model and the targeted operating system

- In the [Systems Management] download category, choose fiDel | OpenManamge Ser v
Administrator (Managed Nodes) 0.

1.2 - Installing Dell OpenManage Server Administrator
During the installation, please ensure that:
- SNMP is enabled and configured on the system before the setup runs

- You have selected the Storage Manager component for installation

1.3 - Configuring BMC Performance Manager Express for Hardware for DELL
PowerEdge computers

Upon activation, BPM Express for Hardware detects it is monitoring a computer that runs a Dell
OpenManage Server Administrator. It is important to remember to enter the SNMP community
string, as this is not done automatically.

If successfully installed, the following connectors should be detected by BPM Express for
Hardware:

- Dell OpenManage Server Administrator
- Dell OpenManage Storage Manager (if you choose the Storage Manager component)
- WBEM on Windows (Network adapters) for Windows systems

- Linux - Network for Linux systems

15
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2 - On Fujitsu-Siemens® PRIMERGY® computers

2.1 - Getting the Fujitsu-Siemens ServerView® Agent

On Fujitsu-Siemens PRIMERGY computers, you must install the Fujitsu-Siemens Serverview
agent on each managed element.

- Download the Fujitsu-Siemens ServerView agent for free from the Fujitsu-Siemens Web
site: http://download.fujitsu-siemens.com/prim supportcd/start.html

- Click on ServerView Agents under ServerView Suite in the tree

- Selectt he appropriate package and version that match your

2.2 - Installing the Fujitsu-Siemens ServerView Agent
During installation, before the setup runs:
- Ensure that SNMP is enabled and configured on the system
- Install an additional agent depending on the RAID controller in the managed element:

o Adaptec Storage Manager or Adaptec Storage Manager Browser Edition for
Adaptec RAID controllers

o Mylex GAM Server for Mylex RAID controllers
o LSI GAM Server for LSI c1030-based RAID controllers

2.3 - Configuring BMC Performance Manager Express for Hardware on Fujitsu-
Siemens PRIMERGY computers

Upon activation, BPM Express for Hardware detects it is monitoring a computer that runs the
Fujitsu-Siemens Serverview agent.

| f successfully installed, t he foll owing connectors shoul d
Hardware:

- Fujitsu-Siemens Serverview
- Adaptec Storage Manager (DPT) if you have a DPT-based Adaptec RAID controller

- Adaptec Storage Manager Browser Edition (AAC) if you have an AAC-based Adaptec
RAID controller

- Adaptec IOManager if you have a Adaptec U320 HostRAID controller

- Linux Network cards for Linux systems

- LSI 1030-based GAM Server if you have a LSI Logic c1030-based RAID controller
- Mylex GAM Server if you have a Mylex RAID controller

- Promise FastTrack if you have a Promise FastTrack RAID controller

- WBEM on Windows (Network adapters) for Windows systems

16
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3 - Fujitsu-Siemens® Blade systems

3.1 - The Management Blade

The monitoring of Fujitsu-Siemens Blade systems can only be performed through the
Management Blade (a blade within the enclosure which is dedicated to the monitoring of the
whole system). This Management Blade needs to be connected to the network and have a valid
IP address. The element that you need to add in BMC Portal will be the Management Blade
itself (its hostname or its IP address).

3.2 - Configuring the Management Blade

To allow BMC Performance Manager Express for Hardware to monitor the Blade enclosure, you
must first:

1. Configure the Management Blade to operate on your network with a valid IP address
accessible from the RSM.

2. Enable the SNMP protocol on the Management Blade
3. Add t he RSM6s sltB thedidtroé she allowed SNMP clients

3.3 - Configuring BMC Performance Manager Express for Hardware to monitor a
Fujitsu-Siemens Blade system

Upon activation, BMC® Performance Manager Express for Hardware automatically detects that
it is monitoring a Fujitsu-Siemens Management Blade.

If successfully installed, the following connector should be detected by BPM Express for
Hardware:

- Fujitsu-Siemens Management Blade (FSC BX Blade Servers)

This connector will monitor the environment of the main enclosure as well as a global status of
each installed blade.

For more details about each blade, you will need to add each blade as an element into Portal.
BPM Express for Hardware will monitor each blade as a Fujitsu-Siemens Primergy server (see
previous topic: On Fujitsu-Siemens® PRIMERGY® computers).

17



BMC® Performance Manager Express for Hardware version 2.3.00

Installation Guide

4 - On HP® AlphaServer® computers

4.1 - The Insight Management® Agents

On HP AlphaServer and DIGITAL X86 computers running HP Tru64 UNIX (formerly known as
OSF1, or DIGITAL UNIX, or Compaq Tru64), BPM Express for Hardware requires the HP Insight
Management Agents to be installed.

The HP Insight Management Agents can be downloaded for free from the HP Website:
http://h30097.www3.hp.com/cma/

Depending on the platform, you may need to install or update some drivers (available on the
same download page).

4.2 - Installing the HP Insight Management Agents
During installation, please ensure that before the setup runs:
- SNMP is enabled and configured on the system

- The required drivers are properly installed

4.3 - Configuring BPMExpress for Hardware on HP AlphaServer computers

Upon startup, BPM Express for Hardware detects it is monitoring a computer that runs the HP
Insight Management Agents. You must remember to configure the SNMP community string as it
is not done automatically.

If successfully installed, the following connectors should be detected by BPM Express for
Hardware:

- HP Insight Management Agent - Drive Array

- HP Insight Management Agent - Fiber Array

- HP Insight Management Agent - Server

- HP Insight Management Agent - Server (Tru64)
- HP Insight Management Agent - SCSI Storage

18
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5 - 0n HP® (Compaq®) ProLiant® computers
paq p

5.1 - Getting the Insight Management® Agents

For HP (Compaq) ProLiant computers, BPM Express for Hardware requires the HP Insight
Management Agents to be installed. The HP Insight Management Agents are part of the
ProLiant Support Pack that you can download for free from the HP Web site:

For Windows NT 4.0: http://h18023.wwwl.hp.com/support/files/server/us/locate/2559.html
For Windows 2000: http://h18023.wwwil.hp.com/support/files/server/us/locate/1989.html

For Windows Server 2003:
http://h18023.www1il.hp.com/support/files/server/us/locate/3376.html

For RedHat Linux 8.0: http://h18023.wwwil.hp.com/support/files/server/us/locate/3439.html

For RedHat Enterprise Linux 2.1:
http://h18023.wwwl.hp.com/support/files/server/us/locate/3415.html

For RedHat Enterprise Linux 3.0:
http://h18023.www1l.hp.com/support/files/server/us/locate/7712.html

For SuSe Linux Enterprise Server 8:
http://h18023.wwwl.hp.com/support/files/server/us/locate/7183.html

For SuSe Linux Enterprise Server 9:
http://h18023.wwwl.hp.com/support/files/server/us/locate/8346.html

Depending on the platform, you may need to install or update some drivers (available on the
same download page).

5.2 - Installing the HP Insight Management Agents

The HP Insight Management Agents are included in the ProLiant Support Pack.
- During installation, please ensure that before the setup runs:
- SNMP is enabled and configured on the system

The required drivers and firmware are properly installed and up-to-date

5.3 - Configuring BPM Express for Hardware on HP ProLiant computers

Upon activation, BPM Express for Hardware detects it is monitoring a computer that runs the
HP Insight Management Agents. It is important to remember to enter the SNMP community
string as this is not done automatically.

If successfully installed, BPM Express for Hardware should detect the following connectors:
- HP Insight Management Agent - Drive Array
- HP Insight Management Agent - Fibre Array
- HP Insight Management Agent - IDE Storage
- HP Insight Management Agent - SCSI Storage on non-Windows systems
- HP Insight Management Agent - Server
- HP Insight Management Agent - Server (Tru64) on HP Tru64 UNIX systems
- WBEM on Windows (Network adapters) on Windows systems

- Linux Network cards on Linux systems

19
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6 - On HP® Integrity® and Itanium®-based SuperDome® computers
running Microsoft® Windows® or Linux

6.1 - The Insight Management® Agents

On HP® rx2600, rx4600, Integrity® and SuperDome® Itanium®-based computers running
Windows Server 2003 or Linux, BPM Express for Hardware requires the
HP Insight Management Agents to be installed.

The HP Insight Management Agents can be downloaded for free on the HP's Web site:
http://h20180.www?2.hp.com/apps/Nav?h pagetype=prodhomes&h lang=en&h cc=us&h produc
t=321933&h page=hpcom&cc=us&lang=en.

From the targeted server's product page, cl i ck on t he fiDown
and then choose your operating system.

Depending on the platform, you may need to install or update some drivers (available on the
same download page).

6.2 - Installing the HP Insight Management Agents
During installation, please ensure that the following criteria are met before setup runs:
- SNMP is enabled and configured on the system

-  The required drivers are properly installed

6.3 - Configuring BPM Express for Hardware on HP rx2600, rx4600, Integrity and
SuperDome Itanium based-computers

Upon activation, BPM Express for Hardware detects it is monitoring a computer that runs the
HP Insight Management Agents.

If successfully installed, the following connector should be detected by BPM Express for
Hardware:

- HP Insight Management Agent - Drive Array

- HP Insight Management Agent - Fiber Array

- HP Insight Management Agent - IDE Storage

- HP Insight Management Agent - SCSI Storage on non-Windows systems
- HP Insight Management Agent - Server

- WBEM on Windows (Network adapters) on Windows systems

- Linux Network cards on Linux systems

20
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7 - On HP Integrity®, HP® 9000, HP® 3000 and PA-RISC®-based
SuperDome® computers running HP-UX

7.1 - No agent needed

On HP Integrity®, HP® 9000, HP® 3000 and PA-RISC®-based SuperDome® computers running
HP-UX, BMC Performance Manager Express for Hardware does not require any agent to be
installed on the managed elements.

7.2 - In-band and out-of-band monitoring (using the MP or GSP)

BMC Performance Manager Express for Hardware uses two different ways to monitor the
hardware on the above mentioned computers:

- It uses internal HP-UX system commands to monitor the processors, internal disks and
network cards (in-band monitoring);

- It connects through TELNET to the HP Integrated Lights-Out Management Card (also
call ediMMmhagement Processor®uaorrdifiahiSPSer vi ce Processoro t
the temperature, the fans and power supplies (out-of-band monitoring).

Thus, in order to monitor all the hardware of a HP-UX system, you need to configure Hardware
Sentry to monitor both the local host and the out-of-band management card which must have
been set up to communicate on the TCP/IP network.

7.3 - Configuring the MP or GSP

The Management Processor (MP) or Guardian Service Processor (GSP) must first have been
configured to operate on the TCP/IP network. If this has not been done yet, you need to
connect to the MP or GSP through its serial port with a terminal program to set up its TCP/IP
stack.

Pl ease refer to your machineds installation guide to | earn m
settings and the commands that will configure the network on the MP or GSP.

7.4 - Configuring BPM Express for Hardware on HP-UX computers (in-band part)

On HP-UX, the disk monitoring requires root privileges so please enter root username and
password.

7.5 - Configuring BPM Express for Hardware on HP-UX elements (out-of-band part)

To monitor the temperature, fans & power supplies of an HP-UX machine, please ensure that

the HP-UX machine has the HP Integrated Lights-Out Management Card installed. Now you

need to connect to this card. To do this, al | y ou have to do
add any new element to your infrastructure. (see: Begin using BMC Performance Manager

Express for Hardware )

1. Configure tab > Element > Add an Element

2. Enter a label for the HP Integrated Lights-Out Management Card, for example <machine
name> - MP

3. Enter t helPaddredsé s> click Next

4. Select A" Ot her o pl atf or mop-doowm listh ehendselect the infrastructure group >
Next

5. Select Hardware application class > Next
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6. Enter connection credentials > click Next

7. You will see the Thresholds, Properties & Credentials page, click Finish and then on
Done

You have now added the HP Integrated Lights-Out Management Card to your infrastructure, an
icon will appear in your infrastructure and at the next discovery, BPM Express for Hardware
will start monitoring the temperature, fan and power supply of this machine, via this card.

Warnin g! Hardware Sentry connects to the MP/GSP card using the TELNET protocol. It then
authenticates using the credentials you provided in the wizard. It is strongly recommended
NOT to use the accounts defined by default in the MP/GSP card (AAdmin/ Admi no and
A@er/ Oper o) . Il nstead, cr eat ededcatedpte hdardwiare manctariogt nt with BPM
Express for Har dwar e. Such an account only requires fHnoperat o

To create this account:

-Connect to the MP/ GSP using an adminisimatboby decdawht ) (fiAdmi.:
-Switch to the ACommand Menuo i f needed, using the ACMO comm:
-Use the AUCO command to create a dedicated operator account
Note: The need for a dedicated account on the MP/GSP card is due to a limitation of the

management card which tends to mix-up commands resulting from several connections made
from the same account. When this happens, BPM Express for Hardware randomly gets
corrupted information and generates false alerts.

If successfully installed, the following connectors should be detected by BPM Express for
Hardware:

- HP-UX i Common
- HP-UX i Disks
- HP Integrated Lights-Out Management Card
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8 - On HP® Netserver® computers

8.1 - The HP® TopTools® Agent

On HP NetServer computers, BMC Performance Manager Express for Hardware requires the HP
Instant TopTools Agents to be installed.

The HP TopTools agent can be downloaded for free on the HP Web site at:

http://h20000.www2.hp.com/bizsupport/TechSupport/SoftwareDescription.jsp?locBasepartNum
=ns-10548-
2&lang=English+%28US%29&prodTypeld=18964&prodSeriesId=305704&locale=en US

Important: The HP Instant TopTools is not supported by this version of BPM Express
for Hardware. O nly the HP NetRaid SNMP sub -agent (which is a part of the TopTools
agent) will be supported and properly monitored.

8.2 - Installing the HP Toptools Agent
During installation, please ensure that the following criteria are met:
- SNMP is enabled and configured on the system before the setup runs

- You have selected both AServer Agentso and Al nstant TopT:

8.3 - Configuring BPM Express for Hardware for HP NetServer computers

Upon startup, BMC Performance Manager Express for Hardware automatically detects that it is
running on a computer that runs the HP Instant TopTools agent.

If successfully installed, the following connectors should be detected by BPM Express for
Hardware:

- HP TopTools Agent
- HP TopTools NetRaid SNMP Sub-agent

- WBEM on Windows (Network adapters) on Windows systems

Note : BPM Express for Hardware does not support HP TopTools on non-Windows platforms.

23


http://h20000.www2.hp.com/bizsupport/TechSupport/SoftwareDescription.jsp?locBasepartNum=ns-10548-2&lang=English+%28US%29&prodTypeId=18964&prodSeriesId=305704&locale=en_US
http://h20000.www2.hp.com/bizsupport/TechSupport/SoftwareDescription.jsp?locBasepartNum=ns-10548-2&lang=English+%28US%29&prodTypeId=18964&prodSeriesId=305704&locale=en_US
http://h20000.www2.hp.com/bizsupport/TechSupport/SoftwareDescription.jsp?locBasepartNum=ns-10548-2&lang=English+%28US%29&prodTypeId=18964&prodSeriesId=305704&locale=en_US
http://h20000.www2.hp.com/bizsupport/TechSupport/SoftwareDescription.jsp?locBasepartNum=ns-10548-2&lang=English+%28US%29&prodTypeId=18964&prodSeriesId=305704&locale=en_US
http://www.sentrysoftware.net/library/senhw/sen_hw_help.htm
http://www.sentrysoftware.net/library/senhw/sen_hw_help.htm
http://www.sentrysoftware.net/library/senhw/sen_hw_help.htm

BMC® Performance Manager Express for Hardware version 2.3.00

Installation Guide

9 - On IBM® xSeries® and Netfinity® computers

9.1 - The IBM® Director® Agent

BMC Performance Manager Express for Hardware requires the IBM Director agent to be
installed on IBM xSeries and Netfinity computers.

The IBM Director agent can be downloaded for free on the IBM Web site at the following
address:

http://www-307.ibm.com/pc/support/site.wss/document.do?Indocid=MIGR-63694

Important: You need to download and install the full IBM Director Agent package and
not just IBM Director Core Services.

Note: BPM Express for Hardware does not and will not support version 5.10 and 5.10 Update 1
of the Director Agent. Currently supported versions of the Director Agent are 3.11, 4.2x and
5.10 Update 3.

Starting version 5.10 Update 2, the ServeRAID Manager component needs to be downloaded
and installed as a separate package from the following location:
http://www-307.ibm.com/pc/support/site.wss/document.do?Indocid=MIGR-63802.

Important: On computers using IPMI technology you need to download and install the
OSA IPMI drivers as well as the IBM Mapping layer for OSA IPMI. See below:

IBM OSA IPMI driver for Windows:
http://www-1.ibm.com/support/docview.wss?rs=0&uid=psgiMIGR-62601&loc=en US

IBM OSA IPMI driver for Linux:
http://www-1.ibm.com/support/docview.wss?rs=0&uid=psgiMIGR-60756&loc=en US

IBM Mapping layer for OSA IPMI on Windows x86:
http://www-1.ibm.com/support/docview.wss?rs=0&uid=psgi1MIGR-56756&loc=en US

IBM Mapping layer for OSA IPMI on Windows x64:
http://www-1.ibm.com/support/docview.wss?rs=0&uid=psgiMIGR-61302&loc=en US

IBM Mapping layer for OSA IPMI on Linux:
http://www-1.ibm.com/support/docview.wss?rs=0&uid=psgiMIGR-57777&loc=en US
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9.2 - Installing the IBM Director agent
During installation, please ensure that the following criteria are fulfilled:

- For non-IPMI enabled server running Linux, the SMBus and LM78 drivers have been
compiled and installed before the IBM Director setup runs

- For Windows NT 4.0 systems, Windows Scripting Host (WSH) is properly installed

Note : Since the Director Agent is based on the WBEM technology, the SNMP layer is not
needed on IBM xSeries and Netfinity computers.

9.3 - Configuring BMC Performance Manager Express for Hardware on IBM xSeries
and Netfinity computers

As BPM Express for Hardware uses WBEM to gather information from the IBM Director Agent,
root privileges are required to access the WBEM layer on Linux systems.

Upon startup, BMC Performance Manager Express for Hardware will automatically detect that it
is running on a computer that runs the IBM Director agent.

As BPM Express for Hardware uses WBEM to gather information from the IBM Director Agent,
root privileges are required to access the WBEM layer.

If successfully installed, the following connectors should be detected by BPM Express for
Hardware:

- IBM Director Agent 5.x (Linux) for Linux systems
- IBM Director Agent 5.x (Windows) for Windows systems

- WBEM on Windows (Network adapters) for Windows systems
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10 - On IBM® BladeCenter® systems

10.1 - The Management Module

The monitoring of an IBM BladeCenter can only be performed through the Management Module
(a module within the enclosure dedicated to the monitoring of the whole system). This
Management Module needs to be connected to the network and have a valid IP address. The
element that you add in BMC Portal will be the Management Module itself (its hostname or its
IP address).

10.2 - Configuring the Management Module

To allow BMC Performance Manager Express for Hardware to monitor the BladeCenter
enclosure, you first need to:

- Configure the Management Module in order to operate on your network

Ensure that it has a valid IP address and is accessible from the RSM

Enable the SNMP protocol on the Management Blade
- Add the RSMo6s | P adistafdhse allowed BNMPIclients

10.3 - Configuring BMC Performance Manager Express for Hardware to monitor an
IBM BladeCenter

Upon activation, BMC® Performance Manager Express for Hardware automatically detects that
it is monitoring an IBM BladeCenter Management Module.

If successfully installed, the following connector should be detected by BPM Express for
Hardware:

- IBM BladeCenter Management Module

This connector will monitor the environment of the main enclosure as well as a global status of
each installed blade.

You will need to add each blade as an element into Portal and BPM Express for Hardware will
monitor each blade as an IBM xSeries server. For more details about each blade, see previous
topic: On IBM® xSeries® and Netfinity® computers.
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11 - On IBM® RS/6000®, pSeries® and eServer® p5 (AIX) computers

11.1 - No agent needed

On IBM RS/6000, pSeries and eServer p5 computers with the AIX operating system, BPM
Express for Hardware does not require the installation of any agent on the managed elements.
The SNMP layer is not required either.

11.2 - Configuring BMC Performance Manager Express for Hardware on IBM
RS/6000, pSeries and eServer p5 computers

Upon startup, BPM Express for Hardware will automatically detect that it is running on an IBM
AIX system. On IBM CHRP-based AIX systems (IBM pSeries and eServer p5 servers), the
environment monitoring requires root privileges, so please ensure you enter root credentials.

If successfully installed, the following connectors should be detected by BPM Express for
Hardware:

- IBM AIX i Common

- IBM AIX i Environment (if available)

- IBM AIX i CHRP Environment (on IBM pSeries and eServer p5 servers)
- IBM AIX i SCSI disks
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12 - On NEC® Express5800 computers

12.1 - Getting the NEC ESMPRO Agent

BMC Performance Manager Express for Hardware requires the NEC ESMPRO agent to be
installed on each NEC Express5800 computer.

The NEC ESMPRO agent can be downloaded for free from the NEC Web site at the following
address:

http://www.nec.co.jp/express/download/w2k/esmpro.html for Windows 2000

http://www.nec.co.jp/express/download/w2003/esmpro.html for Windows 2003

12.2 - Installing the NEC ESMPRO Agent
During installation, please ensure that the following criteria are met:
- SNMP is enabled and configured on the system before the setup runs

- Depending on the RAID controller embedded in the managed element, install an
additional agent:

o Adaptec Storage Manager or Adaptec Storage Manager Browser Edition for
Adaptec RAID controllers

o Mylex GAM Server for Mylex RAID controllers

12.3 - Configuring BMC Performance Manager Express for Hardware on NEC
Express5800 computers

Upon startup, BPM Express for Hardware automatically detects it is running on a computer that
runs a NEC ESMPRO agent.

If successfully installed, the following connectors should be detected by BPM Express for
Hardware:

- NEC ESMPRO agent
- Adaptec Storage Manager (DPT) if you have a DPT-based Adaptec RAID controller

- Adaptec Storage Manager Browser Edition (AAC) if you have an AAC-based Adaptec
RAID controller

- Mylex GAM Server if you have a Mylex RAID controller
- WBEM on Windows (Network adapters)

Note: BPM Express for Hardware does not support NEC Express5800 computers on Linux.
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13 - StorageTek LSeries Tape Libraries

13.1 - LSeries SNMP agent

The StorageTek LSeries Tape Library comes with an embedded management agent which is
SNMP-enabled. BMC Performance Manager Express for Hardware communicates with this SNMP
agent in order to gather hardware information about the tape library.

13.2 - Configuring the LSeries SNMP Agent

The StorageTek LSeries SNMP agent needs to be configured to allow SNMP communications
with BMC Performance Manager Express for Hardware. You also need to configure the SNMP
community string which is to be used during SNMP communications.

13.3 - Configuring BPM Express for Hardware to monitor a StorageTek LSeries
Tape Library

To communicate with t he St orageTek LSeries Tape Libray, you
just as you would add any new element to your infrastructure. (see: Begin using BMC
Performance Manager Express for Hardware )

1. Configure tab > Element > Add an Element

2. Enter a label for the StorageTek LSeries Tape Library, for example <machine name> - TL
3. Enter i t ®Psaddress > click Next
4

Select the Storage platform from the drop-down list > select the infrastructure group >

Next
5. Check the box for Hardware > Next
6. Enter the SNMP properties and credentials

7. You will see the Thresholds, Properties & Credentials page, click Finish and then on
Done

You have now added the StorageTek LSeries Tape Libray to your infrastructure, for which an
icon will appear in your infrastructure.

At the next discovery, BMC Performance Manager Express for Hardware will start monitoring
the temperature, fan, power supply, drives status and cartridge access ports status of this
machine, via this card.
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14 - On Sun® SPARC®-based computers

14.1 - No agent needed

BMC Performance Manager Express for Hardware does not require any agent to be installed on
Sun SPARC®-based computers with the Sun Solaris® operating system. The SNMP layer is not
required either.

14.2 - Configuring BMC Performance Manager Express for Hardware on Sun
SPARC® computers

Upon startup, BPM Express for Hardware will automatically detect that it is running on a Sun
computer under Sun Solaris

Under Sun Solaris, the network monitoring may require root privileges. This depends on the
version of Solaris and the driver of your network cards. On most recent releases of Solaris,
you do not need to give root privileges to BPM Express for Hardware.

If your server runs a Solaris 8 (or a previous version), you will probably need to enter root
privileges.

Under Solaris 8 and 9, the memory modules monitoring requires the installation of the cediag
package available from the Sun website. The cediag utility requires root privileges so you will
also need to provide the root account to BPM Express for Hardware. If successfully installed,
the following connectors should be "detected" by BPM Express for Hardware:

- Sun Solaris - Disks
- Sun Solaris - Environment

- Sun Solaris - Memory modules (if cediag is properly installed and security settings are
properly configured)

- Sun Solaris - Network (if security settings are properly configured)

Warning! Depending on the platform, BPM Express for Hardware may not show any
environmental information (temperatures, voltages, fans speed and power supplies status). A
few Sun Solaris-based computers do not expose their internal environmental sensors.

To know if BPM Express for Hardware will be able to monitor the environment of your Sun
server, execute the following command from the shell:

# [usr/platform/"uname T i*/sbin/prtdiag v
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15 - On AMD Opteron-based Sun® computers running Linux or Sun
Solaris®

15.1 - Getting ipmitool and Isiutil

As for its SPARC-based servers, Sun does not provide so-called hardware agents for its AMD
Opteron-based servers (Sun Fire v20z, v40z, etc.). However, a couple of third party utilities
will help in monitoring the hardware components of these servers.

Sun's AMD Opteron-based servers use the IPMI technology. BPM Express for Hardware is able
to work with the ipmitool utility in order to gather the environment information (temperatures,
fans and voltages).

Sun provides its own versions of the OpenIPMI driver for Linux and the ipmitool utility for
Linux and Solaris.

For servers including LSI c1030 disk controllers, BPM Express for Hardware needs the Isiutil
utility to monitor the disks. This utility is provided by LSI Logic on their web site:
http://www.lsilogic.com/support/sun/. The Isiutil must be installed in a directory of the PATH
environment variable.

15.2 - Configuring BMC Performance Manager Express for Hardware on Sun AMD
Opteron-based computers

If ipmitool and Isiutil are properly installed, BPM Express for Hardware will, upon its startup,
automatically detect that it is running on a Sun AMD-Opteron-based computer.

As ipmitool and lIsiutil require root privileges, you must have root privileges for the Isiutil and
ipmitool utilities.

If successfully installed, the following connectors should be detected by BPM Express for
Hardware:

- IPMI - In-band (IpmiTool)

- LSI Logic i LsiUtil

- Sun Solaris T Network (on Solaris servers)
- Linux i Network (on Linux servers)

- WBEM on Windows (Network adapters)
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16 - Special note about SNMP

Many manufacturer-provided hardware agents use the SNMP technology (DELL OpenManage, HP
Insight Management, Fujitsu-Siemens Serverview and for example). Since BPM Express for
Hardware gathers hardware information from these agents, you need to enable and properly
configure the SNMP layer on the managed servers if an SNMP-based agent is running on them.

16.1 - Configuring SNMP on Windows servers

The Windows SNMP service is not installed by default. If the server you want to monitor does
not have t he SNMP service installed, you wi || need

Wi ndows Componentso of the AAdd/ Remove Programso appl et

Adding the SNMP service does not require a system reboot. However, please note that you will
need to re-apply the latest Service Pack available for your version of Windows after the
installation of the SNMP Service.

By default, the SNMP service does not respond to SNMP requests coming from remote systems.
You need to configure the SNMP layer to let the RSM server communicate with your server
through the SNMP protocol.

1. In the Services administrative tool MMC applet, right-click on the SNMP Service >
Properties . Click on the Security tab.
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Figure 1: Configuring SNMP on Windows

2. Click on the first Add button and enter a community name that will allow access to the
SNMP agent (READ ONLY)

SNMP Service Configuration

Comenunity pights:

|READ ONLY =]
Community Name: ________J
[pubéd

Figure 2: SNMP Service Configuration

3. Click on the second Add button and enter the IP address (or hostname) of the RSM server
(let the Accept SNMP packets from these hosts option remain checked).

4. Click OK. The new settings take effect immediately.

Note: In the Portal, ensure that you enter the SNMP community string for the element:
Configure tab > Element > Hardware Application class > Properties & Credentials
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17 - Special note about IPMI

17.1-What 6slI?l PM

I P MI i s a new hardwar e i nstrumentation technol ogy devel oped
standardize the way the manufacturers provide hardware health information on their servers.

It i s i ntended t o repl ace t he manuf act ur gwas dised poereirifevec t echn
information like temperatures, voltages, fan speeds, etc.

17.2 - In-band and out-of-band monitoring

I PMI 6 s i mpl ementation consists o f a Baseboard Management Chi
as well as a protocol to communicate with this chi p . | PMI 6s specification all ows

with the BMC either through its dedicated LAN interface (out-of-band monitoring) or by using
internal system buses through a driver (in-band monitoring).

Currently, BPM Express for Hardware only provides support for in-band monitoring with IPMI
(i.e. BPM Express for Hardware uses locally installed utilities that communicate with the local
BMC).

17.3 - IPMI implementations

The in-band IPMI communication protocol is being implemented as a driver by various vendors
in different ways:

- Dell provides its own IPMI driver for Windows and Linux

- IBM provides the OSA implementation

- OpenIPMI is an open-source IPMI driver for Linux

- Sun provides a customized version of the OpenIPMI driver for Linux and Solaris 10
- HP provides its own IPMI driver for Windows, Linux and HP-UX

- Intel provides an IPMI driver for Windows 2000

- Microsoft provides an IPMI driver with Windows Server 2003 R2

Unfortunately, these different implementations are most often not compatible with each other
and each server manufacturer and OS vendor only supports one implementation.

If you plan to monitor the hardware of an IPMI-enabled server with BPM Express for Hardware,
you must carefully check which driver needs to be installed on this server model. Deciding
which IPMI driver to install depends on the manufacturer and model of the server as well as
the operating system and its version. Installing an inappropriate or outdated IPMI driver can
lead to severe problems, including server crashes.

17.4 - IPMl-enabled servers
Servers that are IPMI-enabled notably include:
- Dell Power Edge i 850, 2850,i6850, étt.)
- | BM xSeries 060 6s%346,ex366( at8.)
- HP Itanium-based servers (rx2600, rx4600, Integrity and SuperDome)

- Sun AMD Opteron-based servers (Sun Fire v20z, v40z, etc.)
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17.5 - Support for IPMI in BMC Performance Manager Express for Hardware

To monitor Dell, HP and IBM IPMI-enabled servers, BPM Express for Hardware still relies on
their corresponding hardware agents (Dell OpenManage, HP Insight Management and IBM
Director). These agents communicate with the BMC through their own IPMI driver. In these
cases, the IPMI technology is handled by the hardware agent and not by BPM Express for
Hardware itself.

For other IPMI-enabled servers running Linux or Solaris (including Sun AMD Opteron-based
servers), BPM Express for Hardware uses the ipmitool utility. Ipmitool is an Open Source
utility for Linux (and Solaris) that works with the OpenIPMI driver.

- Ipmitool is available at: http://ipmitool.sourceforge.net/

- The OpenlIPMI driver is available at: http://openipmi.sourceforge.net/

- As soon as BPM Express for Hardware detects ipmitool in the environment path
($PATH), it tries using it to gather hardware information.

Note: The ipmitool requires root privileges and hence BPM Express for Hardware requires root
privileges

Warning! In order to monitor Sun AMD Opteron-based servers (Sun Fire v20z, v40z, etc.),

BPM Express for Hardware uses ipmitool. However you must not use the standard version of

ipmitool and the OpenIPMI driver. Please use the customized version of ipmitool and the

OpenIPMI driver provided by Sun. Check Sunds support site to get the most
ipmitool and the OpenIPMI driver for your server model.
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18 - Special Note on WBEM
At times BPM Express for Hardware is unable to connect to WBEM. There could be two
reasons for this:

- A firewall blocks the WBEM protocol.

- The user does not have sufficient connection rights.

18.1 - Firewall is blocking the WBEM protocol

In such a case, you are required to reset the port for RPC/DCOM connections. WMI uses
RPC/DCOM, so enabling the DCPM across the firewall should allow it to work. When WMI
connects to a remote machine it uses port 135 for the initial negotiation, and then a port is
allocated for further connection. Stated below are two links that will help in setting a range of
ports for the RPC/DCOM connection. Once you have set a range for RPC/DCOM communication,
you can then configure the firewall to allow traffic through this range of ports.

- http://support.microsoft.com/default.aspx?scid=kb;en-us;154596

- http://msdn.microsoft.com/library/default.asp?url=/library/ens/dndcom/html/msdn dco
mfirewall.asp

18.2 - Insufficient connection rights

This means that the user credentials provided are insufficient to access WMI. This error occurs
when the connected user is not recognized or is restricted in some fashion by the remote
server (for example, the user might be locked out). The reasons may be the following:

- Accounts are in different domains
- Recent changes made to WMI security:

o Blank passwords, formerly permitted, are not allowed in Windows XP and
Windows Server 2003.

o The DCOM configuration access setting might have been changed.

o If the target computer is running Windows XP, the Force guest value under the
registry key HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa
might be set to force the Guest account off (value is zero).

Request your network administrator to accord sufficient rights to the user credentials.

35


http://support.microsoft.com/default.aspx?scid=kb;en-us;154596%20
http://msdn.microsoft.com/library/default.asp?url=/library/ens/dndcom/html/msdn_dcomfirewall.asp
http://msdn.microsoft.com/library/default.asp?url=/library/ens/dndcom/html/msdn_dcomfirewall.asp

BMC® Performance Manager Express for Hardware version 2.3.00

Installation Guide

Installation

This section takes you through the step-by-step procedure to install BMC® Performance
Manager Express for Hardware on the Portal component. As mentioned before, BPM Express for

Hardware is fully integrated with the Portal, and hence uses the same interface and features
for installing, managing and monitoring.
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1 - Getting BMC® Performance Manager Express for Hardware

To install BMC Performance Manager Express for Hardware on your Portal environment, you
need:

- BPM-Express-for-Hardware-2.3.00.par
You can get this installation file by contacting BMC® Software.
Prerequisites

1. BMC® Portal minimum version 2.3 with the module BMC Performance Manager Portal
minimum version 2.3

2. At least one Remote Service Monitor program (RSM). See BPM Portal Management and
Monitoring Guide for more details.

3. Ensure you have an account to logon to Portal and the super-administrator credentials
to do so.
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2 - Installing from a Solution CD

When you select Performance Managers from a Solution CD during a Portal installation, the
installation program copies the corresponding PAR files including the application classes that
they contain to a staging directory on the Portal server.

At Portal start-up, the BMC® Performance Manager Portal module (a pre-requisite for all
Performance Managers on Portal) scans the staging directory for those files and installs them
in the Portal database.

At the end of the installation, users can log on and immediately select BMC® Performance
Manager Express for Hardware by Sentry So.fIt waow iBstalled and ready to use.
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3 - Manual installation

1. Place the BPM-Express-for-Hardware-2.3.00.par in a known location on your file system.

Note: Before installing v2.3, please ensure that there is no trace of v2.2 of BPM Express for
Hardware on the Portal. Also, remove the par file from all RSMs used for monitoring with BPM
Express for Hardware v2.2. To remove the par file of the previous version from the RSM:

- Stop the RSM service > Go to %RSM_HOME%\RSM23\server\rsm\solutions

- Delete the file: NET_SENTRY-HardwareSentry-solution-2.2.00.par > Restart the RSM service

2. Log on to the BMC Portal with super-administrator credentials, and select the Portal tab.

3 BMC Portal - Logon - Microsoft Internet Explorer E
File Edit View Favorites Tools Help
Qreck - ) | [ @ D search Prraones € (2v iz 4 [JE S

Address | ] https://eco.internal.sentrysoftware. net/portal/login/login.do

BMC PORTAL

Bco Links

Logon

superadmin

d

Forget your password?

Figure 3:Logo n Super -admin

3. Under Tasks in the navigation pane, select Performance Managers to open Performance
Managers page > Click Import

Welcome superadmn Log Out Help

<bmescftvare
: : . ~
w;wvmlw aow_|
Global Propertes
Licensng Informaton These are the Performance Managers currently loadad in the Portal, Each Performance Manger = stored na
PAR file (Performance Manager Archive) and contans a set of application classes that can be used to
Mass Emad monitor lements. The only PARS that are avadable to end users for assignment 1o elements are ones which
are Published or In Use. Chck Add to create a new Performance Manager or Import to bring in one you have
Performance Manesgers ‘ defined na PAR fie.
Remote Service Manitors
SelectAl | Unselectal |
Hame ¥ Versonv Typev | Status v | Hements v
O 8MC PM Collector for Command Shell 23.00 Core Publshed 0
» | BMC PM Collector for HTTP/S 23,00 Core Publshed 0
| BMC PM Callector for JMX 2.3.00 Core Publiched 0O
& BMC PM Collector for Logs 2.3.00 Cere Publshed 0
[ S2MCPM Collector for PATROL 23.00 Core Publshed 0
— Configuration
O BMC PM Collector for Perfmon 2.3.00 Core Publshed 0
| BMC PM Collector for Regular 2.3.00 Core Published 0
2 Expressions
0 8MC PM Collector for rstatd 2.3.00 Core Published 0
O BMC PM Collector for SNMP 2.3.00 Core Published 0
v
<l >

Figure 4: Performance Managers
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4. Browse to open a file selection dialogue box, select the BPM-Express -for Hardware -
2.3.00.par file and click Upload

BMC PORTAL

| Accounts

Performance Managers - Import

==

Select a Performance Manager (PAR) file to import. The file will contain one or more Application Class definitions.

Global Properties
Licensing Information

Mass Email

Performance Managers

Remote Service Monitors Performance Manager Files to Import

The file may be on any system that can be accessed from your local clients filesystem.
[C:\BPM-Express-for-Hal  Browse . ]

Upload Cancel

Figure 5: Browse for PAR file & Upload

5. The Portal uploads the PAR file to the database, and BPM Express for Hardware now
appears in the list of Performance Managers as Published (under Type), which means it
is installed.

BMC PORTAL Welcome superadmin

Accounts Provider

:
E—— . e
Ucenging Informaten Name ¥ Versiony Typevy  Status v Elements v
Mass Emad []  BMCPM Colector for Command Shel 23.00 Core Publshed 0
Performance Managers 0O BMC PM Colector for MTTR/S 2.3.00 Core Publshed 0
R 36:vice s [ BMCPM Colector for MX 2300  Core  Publshed 0
0 BMC PM Colector for Logs 2.3.00 Core Publshed 0O
7 Eemcrm Colector for PATROL Configuration 2.3.00 Core Publshed 0
[ EMCPM Colector for Perfinon 2.3.00 Core Publshed 0
‘- E BMC PM Colector for Regular Expressions 2.2.00 Core Publshed 0
[  BMCPM Colector for ratatd 2.3.00 Core Publshed 0
0 BMC P Collector for SNWP 2.3.00 Core Publshed 0
[ BMCPM Colector for Wi 2.3.00 Core Publshed 0
O BMC PM Common Collecter for PATROL Agents 2.3.00 Core Publshed 0
|[] ™8MCPM Express for Hardmere by Sentry Softwere 2300 Soluton  Publehed 0
[ Semc P for Lightweight Protocols - DS 2.3.00 Core  Publshed 0
1 ®emc P for Ughtweght Protocols - Ping 2.3.00 Core In Use 34 >
< > 1< >

Figure 6: Installation Complete!
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4 - Licensing

BMC® Performance Manager Express for Hardware version 2.3.00

4.1 - Entering a license key

Installation Guide

There are two ways to enter a license key in order to use BPM Express for Hardware:

- Usingt he AAdd an el ementodo route

- Usingt he @ EI

ement Pr o(heiwl feadure im  BME Portal v2.3 )

Not e :Elefment Profileo is a new feature of BMC Portal v2.3. Please see relevant BMC Portal
documentation for more details about this feature.

The following instructions explain how to enter a license key using the Element profile route as
this enables you to grant license rights to all elements added to a said profile in just one

single step:

1. Log on to the Portal as a user. Go to the Configure

2. Click on Element Pr

Welcome nandita logOut  Help

tab > Tasks

Element Profiles - Add - Identification

=

Account Information

Blackout Periods

Change Password |
Dashboards

Element Profles s
Elements

Monitering OnjOff

Notfications

Object Groups

Personal Preferences

Remote Service Moriors

Shared Credentials

Tags

User Groups =

Identification

2rofle Nama: A‘A",'N 2000

Profle
Description:

P Add a profile based on an existing element
® Add a profile you define on the folloving pages

Element Platform: | Windows 2000 i]
AlX

HP A

Linux

et Eancet Network Frewal

MNetwork Load Balancer
Network Router
Network Switch

Open VMS

Qther

Solaris

Storage
Trub4 UNIX

Windows 2003
Windows XP_

Figure 7: Select Profile Name & Platform

navigation pane

ofile > Add a profile name (example: Windows 2000 / AIX / Windows

3. From the drop-down list select the element platform for which you wish to create a profile.

Click Next .
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4. The Availab le Application Classes page appears. Select Hardware > click Next

Welcome nandita

m" [ Element Profiles - Add - Application Classes 2

see | [ Bak ]| mext | canc
|
: Available Application Classes

o |

e !

Elackout Periods : Hardware

Password V| Hardware EPM Express for Hardware

Change | | ¥2,3,00 by Sentry Software

Oeshboards (agentdess manitoring of the

Element Profles hardwace)

Bements Hiscellancous

: myapplcation-Accessing Hustrates the usage of Tme

Monitoring On/Off v B TmeSource service. source service, v

< | > < | >
Figure 8: Sel ect AHar dwar eo

5. The Element Profile i Properties and Credentials page appears.

6. Enter the Connection Credentials or select your AShared credential so

BMC PORTAL Welcome nandita LogOut  Help

[ status | Reports [Tevents RS <bmesoftware

< Search Thresholds, Properties and Credentials  Credential Helper [ ~

’—‘ Seal Hardware
I Properties and Credentials ‘
T ade Name Value Description |

Collection Interval: How frequently in minutes collection is performed. ‘

About
- i ot Credentials:

& Connection login: ] ogin used to conne e element through telnet, ssh or 4 E

ot Iformation Connection log Login used to connect to the element through teinet, ssh or WBEM
Blackout Periods
Change Password Connection password: ‘ ‘ Password for Connection login.
Dashboards B
Element Profiles (o) Shared Credentials: v Shared Credential used for authentication.
Elements B
|
Monitoring On/Off Credentials:
Bk ® Execution login: Login used to execute commands on a non-windows platform using telnet or ssh. Specify only if you need to use a different login than the connection
Notifications
login above. Leave empty if you can use the same login for connection and execution.

Object Groups

Execution password: Password for Execution login.
Personal Preferences

Remote Service Monitors

(®) Shared Credentials: s Shared Credential used for authentication.
Shared Credentials
o Credentals:
User Groups B ® Root/Administrator [ " ‘ Login used to execute commands that require root{on Linux/UNIX systems) or administrative privileges (on Windows). Some platforms require that
Users login: | you spedify the root account that will be used only for commands requiring root privileges.
Roofjadmnistrator [ | Pessword for Root/Admiistrator ogi.
=] sentry

(@) Shared Credentials: [ Shared Credential used for authentication.

2] Dashboards
B 33 mnfrastructure

Hostname: The hostname or IP address of the remote machine.
=] @ sentry

s License type: Automatic Trial License |w | =  Choose the license type provided by your reseller,
eudide Expiration date: default (YYYY-MM-DD ex:2006-01-28). Enter the expiration date provided by your reseller (not required for perpetual license and automatic trial license).
Pin =
ﬁ 9 License key: default ‘ Enter the license key provided by your reseller {not required for automatic trial license).
8 @ kent
18 ping SNMP community: public Community string to be used to retrieve information from this element when sing the SNMP protocol. Optional if SNMP is not used.
mill ErrorCount auto-reset after: l 24 il Unit: hours. The monitoring of some devices is made by counting the number of encountered errors. The corresponding ErrorCount parameter will
ﬁ Ping trigger an alert as soon as one or more errors are detected. The ErrorCount parameter and its alerts are automatically reset and cleared after a
spedified amount of time to prevent a single error from continuously raising alerts.
= Q platon Debug mode: ’No | |= Yes enables the debug mode while No disables it. The debug output is stored in a file on the RSM server, The debug file is located at "%
53 ping RSM_HOME%%/RSM(xx)/SEN_HW /sen_hw_debug_hostname.log”.

Figure 9: Enter Connection Credentials
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7. Select your license type from the dropdown list :

Automatic Trial license (free trial for 30 days)

Term License (fixed term license with expiry date)

- Perpetual License (no expiry date)

Trial Extension (special extended license)

8. Enter the fields for expiration date, license key etc. as per your license type.

For a Term License, you must enter your Term License expiration date.

For a Perpetual License, leave the expiration date field blank.

9. Ente r your license key click on Finish

Welcome nandita Log Out Help

BMC PORTAL
Status | Reports < bmesoftware
About Changes have been saved,
Accountinformation | | Elament Profiles aliow you to define apphication dasses, paramaters, threshoids, credentials
Blackout Periods and other properties that can be apphed agoss multiple nfrastructure elemants.
i 4 | Avaitable Profiles
Dashboards
Element Profies Name ¥ | Description v | Elements v | Platform v | Last Changed v
Elements [ Wi a Windows Jan 12, 2007
2000 2000 6:19: 16 PM CET
Monitorng On/fOff - =
< > < >

Figure 10 : Success!

10.0Once you have added the license details for an element profile, all you need to do is add
the names of all the elements for that profile, and the license key will be validated for

them all.
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5 - Begin using BMC Performance Manager Express for Hardware

Express for Hardware that you have just

To begin using the BMC Performance Manager
installed:

1. Log on as a user > Configure tab > Elements > Add
3 BMC Portal - Configure - Elements - Microsoft Internet Explorer
File Edit View Favorites Tools Help
eEack > | \ﬂ @ ;j ;“ Search \:_W'\"(‘ Favorites @ t‘:' :_; = J ﬁ ﬁ

Address | @] hitps://eco.internal.sentrysoftware.net/portal/

account/accordion:task/tab:configure/taskgroup:elementsGrp/task:elements/viewr:default/sidebartab

Reports Events Configure
N | rements
‘ | Search | Add | Edit | Delete | Mass Delete ‘ Refresh PATROL Integration ‘
e b T i T e T T
You may delete up to 300 elements at 5 time.
About Mass Delete provides an edit box where you can type or paste the names of large numbers of elements you want to delete.
Account Information
Available Elements
Blackout Periods

Change Password

=] nandita

Dashboards
Elements (2 Dashboards
Monitaring On/Off (E mrastructure
Notifications
Obiject Groups
o P add | Edt | pelete |  Mascdete | Refresh PATROL Integration
Remote Service Monitors
Figure 11 : Add an Element
2. Select Infrastructure element > Next

BMC Portal - Co

File Edit Wiew Favorites Help

eBack - J |ﬂ @ h ;" Search \;:(

ure - Elements - Add - Type of Elemen

Tools

Favorites @ E‘:' =)

Microsoft Internet Explorer

A

= g3

BMC PORTAL

[“Status | Reports
\

Configure

Address g”lhttps eca.internal.sentrysoftware. net/portal/account/configure/element/elementList.do

Welcome

About

Account Information
Blackout Periods
Change Password

Dashboards

Elements
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Elements - Add - Type of Element

Type of Element to Add

(® Infrastructure Element - servers, network devices, applications, stc,

Mext Cancel

Figure 12 : Infrastructure Element
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3. Select the Remote Service Monitor > Next

4 BMC Portal - Configure - Element - Add Infrastructure Element - Select Remote Service Monitor - Microsoft Internet Exp
File Edit View Favorites Tools Help

eEack - \LJ |ﬂ @ ;j ;\J Search \:;i( Favorites @ E/:<' :},' — J i’:i 'ﬁ

Address | &] https://eco.internal.sentrysoftware.net/portal/account/configure/element/addElementSelectType.do

BMC PORTAL Welcome

Status Reports
|

Configure

Element - Add Infrastructure Element - Select Remote Service Monitor

Back Mext | Cancel ‘

" home v pescriton +_dements Honored

About

P T ® & e RSM on localhost 2 GLOBAL
Blackout Periods

Change Passiord Back | text | cancel |

Dashboards

Elements

Figure 13 : Select RSM

4. Identify the element. Enter the Element Name and Host Name.

Configure - Elements - Add Infrastructure Element - Identification - Microsoft Internet Explorer
File Edit View Favorites Tools Help

eBack < J \ﬂ @ h ;" Search \;1:( Favorites @ [/;<' :.\; =l _J ﬁ ﬁ
Address | &] https://eco.internal.sentrysoftware.net/drmop/addElement/addElementSelectAgentSave.do b

BMC PORTAL Welcome nandita

Reports Configure

Elements - Add Infrastructure Element - Identification

Back Next | Cancel
Identification
About
Account Information Element Name (label): ‘rnusseau
Blackout Periods
Change Password Element Ident'lty
Beiimis (&  HostName rousseau (Separate host names with a comma)
Elements
Monitoring On/Off
Notifications
Object Groups
Personal Preferences

Remote Service Monitors :

O P Address: ) ) )
]

[o) Multiple Elements with sequential P Addresses: First Elements I:l . I:l . l:l I:l

Users 4 Last Element: (First 3 fields same as above) .
] o] PATROL Integration: Integrate PATROL Agents
= nandita
El (2] pashboards Back | MNext ‘ Cancel ‘
nandita - My Dashboards
[ nfrastructure

User Groups

Figure 14 : Identify New Element

Installation Guide
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Platform > insert/select the Group Name > Next

Installation Guide

Note:
Profile
fill

appear automatically.

If this element belongs to a platform for which you have already created an "Element
", select "Configure using element profile". By doing this, you will not be required to
in these credentials on the Element properties and credentials page, as they will then

BMC PORTAL

Stistus Reports

Account Information
Blackout Periods
Change Password
Dashboards
Element Profies
Elements
Manitoring On/Off
Notfications
Object Groups
Persanal Prefarences
Remaote Service Monitors
Shared Credentials
Tags
User Groups
Users
£ B8 sentry
& (@ pashboards
& B3 Infrastucture
B B3 sentry

6. Select Hardware
Available

BMC PORTAL

[“status ‘7Reports

About

Account Information
Blackout Periods
Change Password
Dashboards
Elements

Monitoring On/Off
Notifications

Object Groups
Personal Preferences
Remote Service Monitors
Tags

User Groups

Users

(& pashboards
B [ infrastructure

46

Events

Welcome nandta  LogOut  Welp

<bmesofware

Configure

[ Events

Elements - Add Infrastructure Element - Select Group

Back | next | cancel

Element(s) Platform (Required for Remote Monitoring):

Al v
Configure using Element Profile
1 an dement profie is selected, the new element(s) wil se the applcation casses, parameters, thresholds, credentials and other properties of the element profile.
(%) Use Bement Frofie
An v/
Group Memberships for the Element(s)
An dlement must be placed in at least ane group. You can create a new group for the element(s), or you can select one or more of the existing groups.
[ create New Grouwp
Group Name:

Existing Groups:

8 @ nfasvucire
@ ¥ @ sentry

Figure 15 : Element Platform and Group

which BPM

Application Classes

is the display name for
. Click Next

Express for

LogOut  Helg

Welcome nandita

Configure

Elements - Add Infrastructure Element - Application Classes

e || const

Available Application Classes

| Application Class
Hardware
Hardware BPM Express for Hardware v2.2.00 by Sentry Software (agent-less monitoring of the hardware)
Log Files
[ RI-TextLogMonitor [1 &4 Instance of this application definition can be used to monitor remote log files.
Miscellaneous
[] RI-Alarmaftern times Demonstrates Alarm after n times
[ Data Types Test Application Instances of this application-definition can be used to test the default data types (validation, etc...)
[] Derived Parameters Test Derived Parameters Test
[]  Discovery Bug w.r.t. Grandchildren: Level Test case for the discovery bug where discovery objects are not passed properly through a static child sub-app to grandchild sub-apps.
1
[]  Display Transform Test Display Transform Test
[]  Hidden Parameters Test Hidden Parameters Test
[] RI-Testlong collection cycles Simluates long collection cydes
[  Long Colection Test Long Collection Test

Figure 16: Add fiHar dwar eo Appl Classt i on

Hardware,

from



7.

Enter the Element

BMC® Performance Manager Express for Hardware version 2.3.00

Properties

Installation Guide

and Credentials

Note:

If this element was configured

using the "Element Profiled , the properties a

credentials page will automatically display connection credentials accredited the profile.

nd

BMC PORTAL

‘-Status \ Reports \ Events

Configure

Welcome nandita = Log Out

Help

< bmesoftware

v Search

v Tasks

About

Account Information

Blackout Periods

Change Password

Dashboards

Element Profiles

Elements

Monitoring On/Off

Notifications

Object Groups

Personal Preferences

Remote Service Monitors

Shared Credentials

Tags

User Groups

Users

=] sentry

Dashboards

B B3 Infrastructure
=] @ sentry

4

|

Thresholds, Properties and Credentials

Hardware

Collection Interval:

Credentials:
(@ Connection login:

Connection password:
() Shared Credentials:

Credentials:
@ Execution login:

Execution password:
() Shared Credentials:

Credentials:
® Root/Administrator
login:

Root/Administrator

Properties and Credentials

(©  Shared Credentias:

Hostname:
License type:

| Expiration date:
License key:
SNMP community:

ErrorCount auto-reset after:

Debug mode:

\v Automatic Trial License |w | =
default

E—
Vpublic ‘
EN

No |w|=

Credential Helper

How frequently in minutes collection is performed.

Login used to connect to the element through telnet, ssh or WBEM,
Password for Connection login.

Shared Credential used for authentication.

Login used to execute commands on a non-windows platform using telnet or ssh, Spedfy only if you need to use a different login than the connection
login above. Leave empty if you can use the same login for connection and execution.

Password for Execution login.

Shared Credential used for authentication.

Login used to execute commands that require root{on Linux/UNIX systems) or administrative privileges (on Windows). Some platforms require that
you spedify the root account that will be used only for commands requiring root privileges.

Password for Root/Administrator login.

Shared Credential used for authentication.

The hostname or IP address of the remote machine.

Choose the license type provided by your reseller.

(YYYY-MM-DD ex:2006-01-28). Enter the expiration date provided by your reseller (not required for perpetual license and automatic trial license).
Enter the license key provided by your reseller {not required for automatic trial license).

‘Community string to be used to retrieve information from this element when using the SNMP protocol. Optional if SNMP is not used.

Unit: hours. The monitoring of some devices is made by counting the number of encountered errors. The corresponding ErrorCount parameter will

trigger an alert as soon as one or more errors are detected. The ErrorCount parameter and its alerts are automatically reset and cleared after a
specified amount of time to prevent a single error from continuously raising alerts.

Yes enables the debug mode while No disables it. The debug output is stored in a file on the RSM server, The debug file is located at "%
RSM_HOME%/RSM(xx)/SEN_HW /sen_hw_debug_hostname.log™.

Figure

17 : Enter Element Properties & Credentials
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Name Value Description

Collection interval 5 Unit: minutes. Frequency of collection performed.

Connection login Login used to connect to the element through Telnet, SSH or WBEM. Allowed formats for Windows accounts
are: username@domain; domain\username; username (for default domain)

Connection password Password for connection login

Shared credentials Specify whethertouseapre-d ef i ned | ogin and password for the coa

Execution login Login used to execute commands on a non-windows platform using Telnet or SSH. Specify only if you need
to use a login different than the Connection login above. Leave empty if you can use the same login for
connection and execution.

Execution password Password for execution login

Shared Credentials Specify whethertouseapre-def i ned | ogin and password for the co

Root/Administrator login Login used to execute commands that require root (on Linux/UNIX systems) or administrative privileges (on
Windows). Some platforms require that you specify the root account that will be used only for commands
requiring root privileges. Allowed formats for Windows accounts are: username@domain; domain\username;
username (for default domain)

Root password Password for root login

Shared credentials Specify whethertouseapre-d ef i ned | ogin and password for the coa

Hostname The hostname or IP address of the element to be monitored

License type Select the type of license provided by your reseller:
- Automatic Trial license is a 30-day free trial. Leave default in expiration date and license key fields
- Term License is fixed term license. Enter the expiration date & license key provided to you.
- Perpetual License is a permanent license. Leave the expiration date field blank, and enter the license key
- Trial Extension is special trial extension accorded to you. Enter the new expiration date and license key

Expiration date (YYYY-MM-DD ex:2006-01-28). Enter the expiration date provided by your reseller (not required for perpetual
license and automatic trial license).

License key Enter the license key provided by your reseller (not required for automatic trial license).

SNMP community Community string to be used to retrieve information from this element when using the SNMP protocol.
Optional if SNMP is not used.

ErrorCount auto-reset 24 Unit: hours. The monitoring of some devices is done by counting the number of encountered errors. The

after corresponding ErrorCount parameter will trigger an alert as soon as one or more errors are detected. The
ErrorCount parameter and its alerts are automatically reset and cleared after a specified amount of time to
prevent a single error from continuously raising alerts.

Debug mode No firesoenables the debug mode while iNoodisables it. The debug output is stored in a file on the RSM server.

The debug file is located at : %RSM_HOME%/RSM/SEN_HW/sen_hw_debug_hostname.log
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8. You arrive at the last step for adding new elements: the Thresholds page. The
thresholds are already set by BPM Express for Hardware. It is recommended that you
leave the default thresholds as they are. Click Finish

per and G
Se Hardware
- Thresholds
| Parameter

About Applcation Collecton Status  nfe O =fabe OtoNers ® =fase |25 Alarm or Viarming [w]
Account Information = & =]
5 License Informaton e 21 g =[] 52 =1 Alarm or Vierring (v
Change Password Machine Status Problem ® )1 e =P [ .02 E1 Alarm or Warming ]

Enclosure Default thresholds for new instances
Bement Profles Colection Informatcn ; B il = 0 L0 E1 Alarm or Warning |w]
Elements = L =
e RTINS b — =D - - = pom |
Monitaring On/Off Intrustion Status Intrusion detectad O =1 lager &% 1] 502 Es Alarm oe Warning | v |
Notifications Status \ | - B Y Larger &= M :2 j: 1 Alam or Warming :

Object Groups
thr =

B Pralerences cPuy Default thresholds for new instances s " =
Remote Service Monitc Colackon Esormation ! O =fa loger ®9 | B] | 242 E31 Alarm or Warning |3}
Shared Credentials CorectedErmorCount /3 [y wrord = [ L0 oo | B Alarm or Warmng |
Tags - e :
User Groups 1 Pradciuelre |Fadure Predcted O =1 lager ™ O .02 Es Al or W, v
Users Status ' M [ P | 212 ki Alsrm or Warring v‘

T RO Physical Disk Default tivesholds for new instances
& B9 sentry Attached to 7 O e = [ .12 [e1 Alarm or Warming [xe]
& (@ Dashbosrds . ]
a8 @ Tl Collection [nformation fl o 2h | Larger & 0 22 }: 1 Alarm or Warning [w]
ErrorCount ofe o s erorls) | W= O L[ ety f53 Al o Werring (]
PredctedFalre Foiure Predcted 0 :f1 rger =P [ 42 [F1 Alarm or Warning [v]
Seral Number F Bl.i P o 1 Ao or Waming [w]
— ' | B 2)a g = @ L2 E; Al or Warring [

Logical Disk Default thresholds for new instances
Attached to 1 O 21 Larger & 0O sz =51 Alarm or Warning L
Collection Information 1 O 2[1 Larger = 0 22 i: 1 Alorm or Warning [v]
ErrerCount nla Hiisf o) Lager = 0 2 i ;: 1 Alarm o Warring ?
St = ' Ie - -

< 2%

Figure 18 : Thresholds

9. You have successfully added a new element to your monitoring infrastructure. Click on
Finish > Done to save changes made.

Configure

Elements - Add Infrastructure Element - Progress Page

Add Element Progress Page

About

T Note:  The elements are being added.This may be & lengthy opration. If you do not want to walt, you can go on to other pages and this operation will complet in the background.
Blackout Periods

Change Password

Dashboards

Elements

Monitoring On/Off

Notifications Status 10f 1 element(s) have been saved successfully.
Object Groups Errors

Personal Preferences

Remote Service Monitors Dene

Figure 19: Element Progress Page
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10. Success!

BMC PORTAL

[“status | Reports |

Events

BMC® Performance Manager Express for Hardware version 2.3.00

Installation Guide

You can see the elements in your infrastructure.

Configure

Welcome nandita = LogOut  Helg

<bmesoftw

Elements

add | Edt | Delete |  MassDelete |

Refresh PATROL Integration

About
Account Information
Blackout Periods
Change Password
Dashboards

Elements
Monitoring On/Off
Notifications
Object Groups
Personal Preferences
Remote Service Monitors
Tags

User Groups

4
Users

B E8 nandita
Dashboards
B [ nfrastructure

Changes have been saved. |

1f an element belongs to more than one group and you want to remove it from a group, use the element Properties page to remove it from the group.

You may delete up to 300 elements at a time.

Mass Delete provides an edit box where you can type or paste the names of large numbers of elements you want to delete,

Available Elements

<] nandita
Dashboards
=] Infrastructure
B @ sentry
B [ & dgiderot
O & kant
O & rousseau

add | Edt | Deete |  massDeete | Refresh PATROL Integration

You can now
element will

show Hardware

Figure 20 : Success

return to the Status tab

under it 1

Express for Hardware.
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6 - Adding the BPM Express for Hardware to an existing element

1. Click on the Element to which you wish to add BPM for Hardware >Configure tab. The
Element Properties page will display.

Welcome nandita ~ Log Out

<bi

BMC PORTAL

| status Reports Events

Configure

Properties - kant

General Properties | gqt

Property Value

Element Name (label): kant

About Eement Platform: Windows 2000 ‘
Account Information Host Name or IP address:  kant |
Blackout Periods Monitoring Status: on |
Change Password Report Update Interval: 5 Minutes |
Dashboards Last Report Time: Sep 26, 2006 02:51PM CEST |
Elements
Moritoring On/Off Group Memberships = ggit
Object Groups. sentry |
Personal Preferences o i
e Remote Service Monitor | gqe
-
User Groups A status: F ‘
Users 3
| Name: e
[ e | [ —"
B B3 nandita Elements Monitored: 3 |
& @ Dashboards Type: GLOBAL |

B (@ mnfrastructure :
i Application Classes | adq Delete Edit

B dderot

Ping
B B ket Properties and Credegn@
Value | Description
18 Ping h p!
Collection 1 How frequently in minutes collection is performed.
8 B rousseau Interval
B 68 Hardware Hostname/IP  kant  The hostname or IP address of the machine to ping.
€84 Appication Collecton Status Lo
P Number of 1 “The number of times to send a ping request to the target host before giving up. For each request sent, the paramiet wil wait the
Machine Status Retries: number of seconds specified by the timeout before sending the next request.
Computer-Fujitsu-Siemens PRIMERGY 560 Tmeoutbefore 1 “The number of seconds to wait for a reply to a ping ding If the replies toa
e Retry: g reques, the therumberof ‘times the number of cluding the host is

Ping

Figure 21 : Element Properties

Note: | f t he |l ement was added wusing t hmee, thé bropeeties pdge abbovd e o f e a
wi || show Applicatioom CEhsmenst Profile XX X o and not t he
buttons. In such a case any modification or addition of classes needs to be done through the

AEl ement Profiled route.

e
f

2. Go to section Appli cation Class > Add .
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3. Element Properties > Available Application Classes > Select Hardware  >Next

Welcome nandita ~ Log Out  Hel

BMC PORTAL

[ Status | Reports | tvents

<bmes

- kant - Add Classes
Next Cancel
Select the application classes you want to add, then dlick Next.

About

S Available Application Classes

Blackout Periods Application Class Instances | Description

Change Pazsword Tinrdwaie

Dasonta Hardware BPM Express for Hardware v2.2.00 by Sentry Software (agent-less monitoring of the hardware) |

Elements.

Monitoring On/Off Lag Fles

Notifcations [C] RI-TextLog Monitor ‘ 1~ ‘ Instance of this application definition can be used to monitor remote log files.

Object Groups Miscellancous

Personal Preferences [] RI-Alarm after n times Demonstrates Alarm after n times |

Ramote Service Monitors [C]  Data Types Test Application Instances of this application-definition can be used to test the default data types (validation, etc...)

Tags |

i oot [7] Derived Parameters Test Derived Parameters Test |

Users b []  Discovery Bug w.r.t. Grandchildren: Test case for the dlscnverv bug where discovery objects are not passed properly through a static child sub-

Level 1 app to grandchild sub-app:
o T ol Traform Test \
© B# nandits

PR [] Hidden Parameters Test Hidden Parameters Test

1 @ Infrastructure [7] RI-Testlong collection cycles Simluates long collection cycles |

& (@ sentry []  Long Collection Test Long Collection Test
= S Soecck [] Rating Parameter Test Rating Parameter Test |
L et [[] TestShared Libraries Used to verify access to shared libraries. Specifically tests accesing the Ping library.
[C] WMI Test Application - Simple. WMI Test Application - Simple |
[C] WMIDiscovery-Test Application Test application for the WMI paramiet.
B4 Application Collection Status ey |
B Machine Status []  Domein Neme Server Instances of this application-definition can be used o monitor the availability of a Domain Name System
E d8 Computer-Fujitsu-Siemens PRIMERGY 560 (ONS).
1 FEh Paractad Fannactare 1 HTTP Test Application - Simple i HTTP Test Application - Simple 1
Figure 22: Sel ect AHar dwar eo
4. You now arrive at the Element Properties & Credentials page > in sert Credentials
Thresholds, Properties and Credentials =~ Credental Helper
Hardware
Propertes and Credentals
Name Descnphion
Colecton Interval: How frequently in mnutes collection s performed.
Credentials:
O Connection logn: Login used to connect to the element through telnet, ssh or WBEM.
Connection o Password for Connecton login.
password:
(3) Shered Credentals: nendita's W’Q Shared Credantal used for authentication.
Credentials:
() Executon logn: Login used to execute commands on & non-windows platform Lsing teinet or ssh, Specfy only if you nead to use a dfferent logn
than the connection logn above. Leave empty f you can use the same login for connection and execution.
Execution password: Password for Execution logn
@ Shared Credentals: randta’s logn i] Shared Credental used for authentication.
Credentials:

@ Root/Adminstrator Login used to execute commands that require root{on LinuxAUNIX ) or adm privieges {on Windows), Some
login: platforms require that you spacify the root account that wil be used only for commands requiring root privileges,
Root/Admnstrator Pagsword for Root/Adminstrator logn.
passward: -

(O Shered Credentials: Shared Credental used for authentication.

Hostname: = The hastname or IP address of the remote machine.
License type: Choose the lcenss type provded by your ressler,
Expiration date: Perpetual License (rrYY-MM-DD ex:2006-01-28). Enter the expration date provided by your reseller (not required for perpetusl kcense and
Term Licerse Automatc trial kcense),
Ucense key: {7l Extension Enter the lcense key provided by your reseler (not required for automatc trial icensa).
SNMP community: publc Community string to be used to retrieve information from this element when using the SNMP protocol. Optional f SNMP is not used,
ErrorCount autoreset after; 24 LUinit: hours, The monitaring of some devices is made by counting the rumber of d errors, The % ErrorCount

parameter will trigger an Mlert as £00n &8 one or mOre &rrors are detacted, mmwmuma\aun
sutomatically reset and deared after & spacified amount of time to prevent a single error from continuously raising slerts.

Debug mode: No 9. Yes enables the debug mode while No dsables it. The debug output is stored in a fle on the RSM server, The debug fle s located
At "SLRSM_HOME 55 /RSM(xx)/SEN_HW fsen_hw_debug_hostnama,log”

Figure 23 : Enter Credentials
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5. Follow the same procedure as for when you add a new element to your infrastructure:

Thresholds

page > Click Next

You

Changes have been saved.o

BMC PORTAL

[ status | Reports | Events [OSLUNITY

arr

vV e

at

t he

Welcome nandita

Pr oper Suceess! page

Log Out

About
Account Information
Blackout Periods
Change Passiord
Dashboards

Elements

Monitoring On/Off
Notifications

Object Groups

Personal Preferences
Remote Service Monitors
Tags

User Groups !
Users g

J
B 8 nandita
Dashboards
B (@ nfrastructure
B @ sentry
B diderot
B B kant
13 Hardware
Ping
B B rousseau
B 18 Hardware
€8 Appiication Collection Status
€8] Machine Status
B f8) Computer-Fujitsu-Siemens PRIMERGY 560
£ Detected Connectors

Properties - kant

Figure 24:

Success
Changes have been saved.
General Properties
| Element Name (iabel): kant |
‘ Element Platform: Windows 2000 |
| HostName or IP address: ~ kant
Monitoring Status: on |

ReportUpdate Interval: 5 Minutes

Last Report Time: Sep 26, 2006 03:01PM CEST !

Group Memberships Edit

| sentry

Remote Service Monitor Edit

Property Value

<

S —
|

| status: 3 |
(= = |
Description: RSM on localhost |
Hements Monitored: | 3 \
‘ Type: GLOBAL |
Application Classes | add Delete Eit
Hardware
Properties and Credentials
Name | value | Description
Collection Interval: 5 How frequently in minutes collection is performed.
Hostname: kant  The hostname o IP address of the remote machine.
Connection login: patrol  Login used to connect to the element through telnet, ssh or WBEM.
Connection ======  Password for Connection login.
password:
Execution login:
Success T iHarwlar eo added

o] E x i

Login used to execute commands on a non-indows platform using telnet or ssh. Specify only if you need to use a different
poicelprasaiiatpaisnk oty s arai b oyl iy il S A et

sting El ement

6. The page shows that BMC Performance Manager Express for Hardware has been assigned to
this element. You can now return to the Status

tab and view your infrastructure.
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Un-Installing BPM Express for
Hardware

This section describes the procedure to remove or permanently delete BMC Performance
Manager Express for Hardware from your Portal environment.

You cannot delete BMC Performance Manager Express for Hardware

if any of its application
classes are currently monitoring infrastructure elements.
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Just as for installation, to uninstall or remove BPM Express for Hardware from your Portal
environment, you need to use the super-administrator credentials, and go through the same
pages with different actions this time.

1.

elements, and if necessary, contact all

Hardware from all elements.

Properties > Application Class > Click Delete

BMC PORTAL

Welcome nandita Log Out Help

[ Status | Reports <bmesoftware
= vy >
B @ Dasbosrds Application Classes  add |  Deete | Edit
B Infrastructure
@ o Hardware
B 6 sty Propertias and Cr
B Q eco Name
B g Se s ‘ Collection [nterval: 5 How frequently in minutes collaction & performad
B 5 Ping Credentals:
Connection login: Login used 1o connect to the element through teinet, ssh or WSEM,
@B Q euchde
B @ kant Connecbon Password for Connecton login.
B w b password:

3.

BM

> <]

Figure 25: Delete Application Class from Element

Next .

C PORTAL

Status Reports Events Configure

You arrive at the Available Application Classes for Removal

Users o Properties - kant - Delete Application Classes
v Properties

B BB nandita

(0 Dashboards
=] @ Infrastructure

Select the application dass(es) to delete, then dick Next'.

B @3 sentry Available Application Class(es) for Removal
diderot e
T [ potcton s
=} ﬁ Hardware Hardware ‘
€8 Application Collection Status [] Ping
B Machine Status =
= @ Computer-Dell PowerEdge 16005C Next Cancel

€8 Collection Information

Figure 26: Del et e fAHar dwarebo

page. Select Hardware

Ensure that BMC Performance Manager Express is no longer monitoring any infrastructure
users and have them remove BPM Express for

To remove an application class from an element: Click on the Element > element

>
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Confirm deletion of the Hardware application class by clicking Delete.

4,
BMC PORTAL Welcome nandita Log Out Help
Status ~ Reports <bmesoftware
Properties - eco - Delete Application Class(es) 2
y Confirmation

EEl -

About Ciick ‘Delete’ to confirm deletion of the following applcation dass{es):
4
Account Information
Backout Perods Application Class(es) to Delete,
Change Password
Dashboards Application Class
Bement Profies v Hardware -
<) > < | >

Figure 27 : Confirm Deletion

5. The iSuccess! Changes have been saved" page wil/l
Hardware application class from this element. The same deletion procedure is possible

using the Element Profile route.

appear .

Note: To completely remove BPM Express for Hardware from the Portal, you are required to
remove the class from each element /element profile.

Log out as user and then the remaining procedure to completely remove BPM Express for
Hardware is to be done using Portal super-administrator credentials.

7. Log in as super-admin and under Tasks in the navigation pane;
Managers to open the Performance Managers page.

select Performance
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8. In the Elements column, ensure that the Performance Managers that you wish to delete
i.e.: BMC Performance Manager Express for Hardware does not have any elements
assigned to it.

BMC PORTA Welcome superadmn Log Out Help
<bmesoftware
~
Global Propertes st 08 ilossiesh
Ucensing Information Rame ¥ | Version v | Type v | Status v | Elements v
Mass Emad O BMC PM Colector for Command Shel 2.3.00 Core Publshed 0
Performance Managers E‘: BMC PM Colector for MTTR/S 2.3.00 Core Publshed Q
Fomie Se:vice Hcrst [0 BMCPM Colector for MX 23.00 Core Publshed 0
0 BMC PM Colector for Logs 2.3.00 Core Publshed o
‘ [0 EeMcPM Colector for PATROL Configuration 2.3.00 Core Publshed 0
! [ BMC PM Collector for Perfmon 2.3.00 Core Publshed o
h E BMC PM Colector for Regular Expressions 2.3.00 Core Publshed 0
[ BMCPM Colector for rstatd 2.3.00 Core Publshed 0
[C]  BCPM Colector for NP 2.3.00 Core Publshed 0
3 BMC PM Collector for Wil 2.3.00 Core Publshed Q
(i BMC PM Common Collector for PATROL Agents 2.3.00 Coce Publshed 1]
[E—L—‘!mq:mzwfuma-.webvsmu—ysomae 2.3.00 Souton Publehed 0 |
[ Semc P for Lightweight Protocols - DS 2.3.00 Core Publshed 0
[0 Pemc PM for Ughtweght Protocols - Ping 2.3.00 Core InUse 34 ==
< > < >
Figure 28 : Performance Managers List
9. Select BMC PM Express for Hardware by Sentry Software and click on Delete
BMC PORTAL Welcome superadmin ~ LogOut  Help
Accounts | Provider <bmesoftware
oL . s
Global Properties Rame ¥V Versionv  Typev  Status v | Hements v
e o []  BMCPM Collector for Commend Shel 2.3.00 Coe  Pubished 0
Mass Emal [ BMCPM Collector for HTTP/S 2300 Core  Pubished 0
performance Mansgers []  BMCPM Colisctor for JMX 2.3.00 Core  Rubished 0
Remote Service Monitors.
[ BMCPMColiector for Logs 2.3.00 Core  Pubished
[ ©8MCPM Caliector for PATROL Configuration 23,00 Coe  Pbhed 0
[  BMCPM Collector for Perfmca 230 Coe  Pubished 0
0O BMC PM Collector for Regular Expressions 2.3.00 Core Pubished 0
[]  BMCPM Coliector for rstatd 2.3.00 Core  Pubshed 0
; []  BMCPM Coliector for SNVP 2.3.00 Coe Pubished 0
[  BMCPM Collector for WMl 2.2.00 Coe  Rbkhed 0
[ BMCPMCommon Colector for PATROL Agents 2.3.00 Coe  Pubished O
[ 28MCPM Express for Mardware by Sentry Software  2.3.00 Solion  Pubished 0
[ Eamcrm for Lightweight Protocols - DNS 2.3.00 Coe  Pubished 0
1 Pamc P for Lghtweight Protocals - Png 23.00 Core InUse 34
[ 8McPy for Lightweight Protocols - Port Moritor 230 Core Pblshed 0
[ ©oMcPm for 4P Traps 2300 Core  Pubished 0
[ Echeding 1.0.00 Soltion FPublshed O
_pa | e | odew | weor | evet | mewn | -
< 2llel >

Figure 29 : Select PM for Deletion
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10.0n the next Performance Managers -Delete page, click Delete to confirm.

11.The Performance Manager page shows a successful removal of BPM Express for Hardware.
BMC PORTAL

| Accounts

Performance Managers
ool Estiper dies Add Edit | Delete | Import | Export | publish |
Licensing Information
Rl | success |
Performance Managers | selected Performance Manager(s) deleted successfully.
Remote Service Monitors
These are the Performance Managers currently loaded in the Portal. Each Performance Manger is stored in a PAR fi
monitor elements. The only PARs that are available to end users for assignment to elements are ones which are Pul
Select Al Unselect Al
| Mame Status v | E ts]
[ = BMC PM Collector for Command Shell 2.1.00 Core Published O
| l:l BMC PM Collector for HTTP/S 2.1.00 Core Published o
i l:l BMC PM Collector for JMX 2.1.00 Core Published o
| &= BMC PM Collector for Logs 2.1.00 Core Published  ©
[ EI BMC PM Collector for PATROL Configuration 2.1.00 Core Published o
- | l:l BMC PM Collector for Perfmon 2.1.00 Core Published o
J ‘ O BMC PM Collector for Regular Expressions 2.1.00 Core Published  ©
| = BMC PM Collector for rstatd 2.1.00 Core Published ©
[ l:l BMC PM Collector for SNMP 2.1.00 Core Published o
| & BMC PM Collector for WMI 2.1.00 Core Published O
i O BMC PM Common Collector for PATROL Agents  2.1.00 Core Published O
| = BMC PM for Lightweight Protocols - DNS 2.1.00 Core Published 0O
[ & BMC PM for Lightweight Protocols - Ping 2.1.00 Core In Use 21
| O BMC PM for Lightweight Protocols - Port Monitor  2.1.00 Core Published o
i l:l B gMmc PM for SNMP Traps 2.1.00 Core In Use 1
| = BPM Test1 1.0.00 Custom  InUse 1
[ (] Reference Implementation 2.1.00 Solution  In Use 1
add | Edit Delete Import Export Publish

Figure 30 : Successful Deletion

Note: For a complete un-installation, it is recommended to remove all traces of the
performance manager from the Portal - please ensure that the par file is deleted from each
RSM used by BPM Express for Hardware. To do so:

- Stop the RSM service

- Go to %RSM_HOME%\RSM23\server\rsm\solutions

- Delete the file: NET_SENTRY-HardwareSentry-solution-2.3.00.par

- Restart the RSM service
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