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Customer Support

You can obtain technical support by using the Support page orStrery Software \&b site or by contacting Customer
Support by telephone or-mail. To expedite your inquiry, please see theisacti . ST 2 NB  Behtyy{i 2 D i fgiyeRB ¢
below.

Support Web Site
You can obtain technical support fromSentry Software 24 hours a day, 7 days a week at
http://www.sentrysoftware.net/support.asp From this Web site, you can

e register a case online

e report a problem or ask a question

e read overviews about support services and programs 8wttrySoftware offers

* find the most current information abousentrySoftware products

e downloadtrial versions of products

e downloadproduct documentation

e consultthe OnlineTechnicalLibrary that provides detailed product documentation
Support by Telephone or-Eail

To find telephone and-enail contact information for th&Sentry Softwaresupport centerplease refer to the ContactUssection
of the Support page on th&entrySoftware Web sitetehttp://www.sentrysoftware.net/support.asp

Before ContactingsentrySoftware
Before you contacSentry Softwargplease ensure yohavethe following information available so that Customer Support can
begin working on your problem immediately:

Productinformation

e product name

e product version (release number)

e license number angassword (trial or permanent)

Operating system and environment information

e machine type

e operating system type, version, and service pack or other maintenance level such as PUT or PTF
e system hardware configuration

e serial numbers

e related software (databasegpplication, and communication) including type, version, and service pack or maintenance
level

Sequence of events leading to the problem

Commands and options that you used

Messages received (and the time and date that you received them)
e  product errormessages

e messages from the operating system, suclilasystem full

e messages from related software


http://www.sentrysoftware.net/support.asp
http://www.sentrysoftware.net/support.asp
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Overview

BMQC® Performance Manager Express Monitoring Studio fis
agentless Performance Manager for the BMIC Portal
environment.It enables you to setup the monitoringvithout any
coding of varied applicatiors, devices, IT componerg and non

standard technologiesThe solutionenables you toconsolidate
diverse monitoring needs within the Portal framework with
single solution instead of juggling with separate tools a
consolesThe monitoringtools availablewith this versionenable:

1. Command lineexecution andanaly$s on Windows and
Unix/Linux

2. Database query analigson Oracle Datasheet e8ver,
Microsoft SQL Server YW8QL Server

3. Java MBeanpolling on JBoss, JOnAS, WebSphe
WeblLogic and other Standard or Standalone JM&va
enabledapplication servers

4. LOG file monitoring and parsing
5. SNMPpolling

6. WBEMquery requestgWindows: WMI, CIM over RPC
UNIX/Linux CIM over HTTP)

7. Web request analysi¢Simple HTTP GET Rost Forms
HTTP POST)

8. Advanced sing searcheson the instances of ever
monitoring tool listed above.

9. Advancednumeric value extractionson the instances of
every monitoring tool listed above.

This documentdetails the procedure
to use BMC Performance Manager
Monitoring Studio Express.

Being a Performance Manager
specifically designed foBMC Prtal,
BMC Performance Manager Express
Monitoring Studiodzd S& G KS
web-based interface and features for
installing, managing and monitoring
your infrastructure.

This user guide explains how to use
each of the monitoring tools: 17 main
application classegorresponding to
the 17 monitoring tools, plus two

GadzadlX A Ol GAzy  Of I
String searchand Numeric Value
extraction tools that are integrated
within each monitoring tool.

For convenience, BMC Performance
Manager Monitoring Studio Express is
referred to as Monitoring Studio
Express within the product
documentation.

Please refer to thdnstallation Guide
for details on the installation
procedure.
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1. Supported Platforms

BMC Performance Manager Expréésnitoring Studio does not support a specific set of platforms per
se for the managed elements. The product provides a set of tools that allows the user to interrogate and
retrieve information from a managed element through a set of protocols. These mist@re in turn
supported by an opeended range of systems, hardware devices and software components.

The protocols used by BMC Performance Manager Exptesgoring Studianclude:
HTTP and HTTPS

JDBC (Java API for database connections)

JMX (JBoss, JOBABM WebSphere, BEA WebLogic, Sun)

SNMP version 1

SSH version 1, 2

Telnet

A WBEM ( CIM over HTTP) anl (WBEM througfiRPC on Windows)

The table below recapitulates the managed elements that can be monitored through each protocol and
the potential prerequisites on the managed element.

>\ >\ >\ >~ >~ >~

‘ Protocol Managed elements |
HTTPHTTPS Any Web site and application or device attached to the network providing atvdseéd interface
JDBC Microsoft SQL Server 7, 2000 and 2005

Oracle Database Server 8, 9i and 10g
MySQL Server

JMX Any system running a JM¥abled Java application. This includes standalone Java applications as w
applications running in the following Java application servers:
JBoss 3.2.%, 4.X
JONAS 4.x
IBM WebSphere 5.x and 6.x
BEA WebLogic8and 9.x

SNMP Any system or device attached to the network supporting the SNMP protocol version 1 (server, stor
device, network router, printer, etc.)
SSH Any UNIXike system with the sshd daemon running
SSH is used to execute commands UNAX/Linux shell.
Telnet Any UNIXike system with the telnetd daemon running
Telnet is used to execute commands in a UNIX/Linux shell.
WBEM Any system or device attached to the network supporting the WBEM over HTTP protocol.
WMI Windows NT4 systeni{sequires the installation of the WMI layer)
Windows 2000 systems (requires the installation of the WMI layer)
Windows XP

Windows Server 2003
Windows Vista
Windows Server 2008

£2Z9\ SENTRY
\,‘:7{ SOFT
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2. The Basics

BMC Performance Manager Express Monitoring Studio is an -teggRerformance Managefor the
BMC Portal environmentThis Performance Manager is a like a tsel. It offers severamonitoring
tools through a single solutiarinstall the solution like any other Performance Manager (refer to the
Installation Guide)

Onceinstalled, seventeen separate application classes with the pf&findio" are listed under the

solution name:BMC PM Express Monitoring Studio by Sentry Softwafihese application classes
O2NNBalLRyR (2 GKS aAS@SyidSSy aioting yodls for giyhd seardidsy 3 (0 2 3
and numeric value extractions are integrated within each of the main application classes

Application class/Monitoring tool Description
Studio- JMX PollingJBoss) Retrieve the values of MBean objects in j@veabled application
servers.

Studio- IMX PollingJOnAS)

Studio- IMX PollingWebLogic)

Studio- IMX PollingWebSphere)

Studio- JMX PollingStandad or StandalondMXApplications)

Studio- LOG File Monitoring and Analysis (Windows) Monitor and parse LOG files on Windows/UNIX/Linux.
Studio- LOG Fildonitoring and Analysis (UNIX/Linux)

Studio- Remote Command Execution and Analysis (Window Execute remotely and analyze the output of a comohéine on
Studio- Remote Command Execution and Analysis (UNIX/Li Windows/UNIX/Linux.

Studio- SNMP Polling Retrieve values of single OIDs and SNMP tables.

Studio- SQL Query (Microsoft SQL Server) Execute and analyze the result®®L queries.

Studio- SQL Query (MySQL Server)

Studio- SQL Query (Oracle Database Server)

Studio- WBEM Request (CIM over HTTP) Retrieve and analyze the result of a WBEM query

Studio- WBEM Request (Windows WMI, CIM over RPC)

Studio- Web Request (Simple, HTTP GET) Send HTTP(S) neests and analyze the Web server responses.
Studio- Web Request (Post a form, HTTP POST)

LOG File Numeric Value Extraction (integrated within the LC Extract numeric values from LOG files
File class)

LOG File String Search (integrated within the LOG File class Run string searches on LOG files.

Numeric Value Extraction (integrated within each class) Extract numeric values from the retuoutput of monitored
instances of all application classes.

String Search (integrated within each class) Run string searches on the retuoutput of monitored insancesof
all application classes.



BMC Performance Manager Express Monitoring Studio v2.5

SENTRY SOFT

How it works 8 E T nutdhell
Once installed in your Portal environment

1. Add therequiredmonitoring tool/application class to aelementor elementprofile
2. Enter theinformationrequired for monitoring:

A Descriptive labet name displayed for the application class

A Collection intervat frequencyof collection i.e. monitoring/polling
A Connection and user credentials

A Input propertiesspecific to each monitoring tool/application class

3. Either ad a ¢ring search and/or amumeric value extraction or, create additionainstances for
the same class and object;, go the next step.

You can adény number of instances and any number of string searches or nuwadtie extractions
for each instance of an application class.

4. Setalert thresholds (Alarm or Warning or No Alerts) on each parameter of the rewhted
monitoring instance/s.

The newlycreated instances now appear in the left pane of the Portal windod at the next polling
the monitoring begins

Common settings

A Portal level
A Monitoring StudicExpressevel

Portal level

BMC Performance Manager Express Monitoring Stdamiagertess solution designed specifically for
BMC Portal. Therefore, it usesharesand dfers all the proceduresfeaturesand functionalitiesoffered
in the Portal, like for examplElement Profile, Shared credentiafsdding/Editing/Deleting classesc.

Monitoring Studio Expresslevel

As describedbovein How it works< A ynutshell to use a monitoring tool, you need to enteertain
information:

A Instance label

A Collection interval

A User credentials

A Connection credentials

A Input properties specifito the application class/monitored object.

These can be termed &ommonSettings at the Monitoring Studio Express levsince, mce entered;
they permitthe creation of innumerable monitoring instances for tb@me object

{2\ SENTRY
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Monitoring Tools

This section explains how to use each monitoring iamla separate application class withime BMC
Performance Manager Express Monitoring Stusaution. Each monitoring tool/applicatiorclassis

described in the following structure:
Introduction to the monitoring tool/application class
A What you can do wit this tool
A How it works (summary)
A Parameters
Settingup an instanceof the application class
A Stepby-step instructions

A Links to the string search and numeric value extraction sestiamd to other relevant

information.

Editing/Deleting the instance

Example of the application class/monitoring tool instance

BMC Performance Manager Express Monitoring Studio is a Performance Manager specifically designed for BMC Portal;
consequently, it uses the same common features and procedures of ®BMEortd.

This document assumes that the user knows how to use the Portal and therefore explains procedures only related to BMC
Performance Manager Express Monitoring Studio, and not on how to add Elements, Element Profiles etc.
Please refer tthe BMC Portatlocumentationfor details onhow to use the Portal.

For convenience, BMC Performance Manager Express Monitoring Studio is Malkétdring Studio
Expresswithin the product documentation.

~ 10~
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Setting up, Editing or D eleting a Monitoring Studio Express Instance

This chapter describes the outline procedure to-spf edit or delete an instance of any application class
within the Monitoring Studio Express solution.

The instructions given below are indicative in nature and apply to all the tBbémse seepecific
chapters on the different tools for information specific to each class (credentialseprasites etc).

Once BMC Performance Manager Express Monitd@ingio isinstalled in your Portal environmenthe
monitoring tools appear as separaa@plication classewith the prefixStudio. To use a monitoring tool

1. Addthe application class to an element or element profilem Available Application Classes

2. The Monitoring Studio Express applicatidassesare listed unde Miscellaneousand bear the
prefix: Studia Select the application clagsbnitoringtool.

3. Enter the information required for monitoring:
+ Descriptive labelName displayed for the application class

+ Collection intervalFrequency of collection .i.e. monitoring/polling
+ Conrection and user credential&nter the connection and user credentials

4. Enter input properties specific to each application ciastance

5. Either add astring search and/or aaumericvalue extraction or create additional instances for
the same class and @tt, or, go the next step. You can add any number of instances and any
number of string searches or nuric value extractionfor each instance of an application class.

6. Set or modify alert thresholds (Alarm/Warning/No Alerts) on the parameters of thelypew
created monitoring instance(s).

The newlycreated instancés) now appear in the left pane of the Portal window.

Editing or deleting an instance

To edit or delete an instance, go through the regular procedure followed for all Performance Managers
on thePortal environment:

Editing an instance

1. Click on the application clagsstancein the Configuretab, and on theThresholds, Properties
and Credentialpage clickedit

2. Edit the properties and credentials, thresholds and alert conditions for the applicatass
instance and its dependent class@dter modification, click osave

{2\ SENTRY
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Deleting an instance
The deletion procedure depends on the number of instances you have unglapghication class:

A Delete the entire application clast there is jusione instance of the application class if you
wish to delete all instances under the application class

A Delete a specific instanct there are more than one instances of the class.
Deleting the entire application class from the element

If you havgust one instance of this class, or want to delete all instances of the class, you need to delete
the whole class:

1. Click on theHementin the Configuretab >Application Classes Delete

2. Selectapplication class> Next

3. Gonfirm deletionby clickng Delete
A message indicates successful deletion of3haliog "x" application class and its dependent class(es).
Deleting a specific instance of an application class

To delete a specific instance of an application class when you have more than one instances under one
application clasmstance:

1. In theConfiguretab, click on thenstanceyou wish to delete, and on th€hresholds, Properties
and Credentialpage, cliclDelete

2. Confirm the deletion by clicking DK
A message indicates successful deletion of the specific instance

Note
Adding, editing or deleting application classes and instances are based on the Portal features. All performance managers

fully integratedwith BMC Portal are built to use the same featdpescedures

~ 12 ~
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1. Command Line Execution and Analysis

The Studio ¢ RemoteCommandExecution andAnalysistool enables you to remotely execute, run, and
verify commands and scripts. You can then run string $earorperform numeric value extractions on
the monitored commands/scripts.

What you can do with this tool

The aim of this tool is to remotely execute a command line and parse its output. You may have an in
house script or command that you need to run aathlyze at regular intervals in order to monitor an
application. You can configure Monitoring Studio Express to:

A Remotely execute a command line and parse the output of this command

A Execute on remote elements a script or command line utility stored orR& (the script or
command line utility needed by the command line is transferred to the elements prior to its
execution)

A Verify the status of the execution
A Finetune the monitoring by searching for strings or numerical values

How it works (summary)

OnWindows systems, BMC Performance Manager Expesstoring Studiouses the WMI protocol by
default, while on UNIX/Linux systems you have the choice to select between using Telnet or SSH
protocols.

The basic steps to remotely execute a command are:

Add the remote command execution application class to an element/element profile
Enter theconnectioncredentials

Enter the command to be executed

Set/modify alert thresholds

The remote command execution instance is created and the monitoring begins.

S I

Command execution
tKAa aSOlAz2zy RSaONRKOGSa whehybuddd achddndnd exéubtnktdngeR (1 K S
Behind the scenes on Windows
On the creation of an instance:
1. Monitoring Studio Expressonnects to the remote element via WMI and creates a procesgjus

the Win32_Process class on the remote element to execute the command.

2. The output is saved temporarily in a file 86SystemRoot¥%sen_msand a fare is created on
this folder.

3. Monitoring Studio Express then copies the content of the output file and stbr@n the RSM at:
%RSM_HOMB%RSMxXservehrsm\tmp\deploy\ andthe temporary output file undesen_ns
on the remote element igeleted.
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4. Monitoring Studio Express reads the output of the command from the file stored ofiR8
under%RSM_HOMERSMxXservehrsm\tmp\deploy and displays it in th&®eturnOutputon
the Portal.

5. As soon as theReturn Output parameter displays the content in the Portal interface, the
temporary output file is deleted from the RSM.

All the above steps take jua few seconds.

Behind the scenes on UNIX/Linux

Monitoring Studio Expressonnects to the remote element using the Telnet or SSH protocols and the
execution of a command on a UNIX/Linux platform is a straightforward procedure that warrants no
additional 'behind the scenes" information.

To execute on remote managed elements a script or command line utility stored on the RSM

This section describes the prerequisites for executing on remote elements, a command or script utility
that is stored onthe RSM, atdK Sy A G 3IAOBS&a + ONAST @GASs 2F HKI

1. Ensure the presence of a folder calledn_mson the RSM aBoRSM_HOMEMRSMXxX; or
create one. If a command has already been executed via the same RSM, then the folder will be
present. (as expined in the section above)

2. Before adding the command line instance: Copy the script or com#inaditility needed by
the command line to thsen_msdfolder.

3. During instance creation, enter the correct format for this command line execution:
%{FromRSM:ename}argumentl argument?2 etc.

Behind the scenes on Windows:

1. On creation of the new command line instance with the synftai-romRSM:filename}
Monitoring Studio Express looks for this fleREM_HOMEWRSMxXsen_ms

2. Using WMI, the connection is establisheith the remote element and a folder callsgn_msis
created (if not already present) &SystemRoot%

3. Next, the "external files" are copied from the RSM and stored on the remote element under:
%SystemRoot¥%sen_msand a share is created on this folder.

4. The command is executed on the remote element, and the output is copied to the RSM and
then displayed in th&®eturnOutputparameteras explained in the section above.

Behind the scenes on UNIX/Linux

1. On creation of the new command line instance with the tayn%{FromRSM:filename}
Monitoring Studio Express looks for the script fileRBM_HOMEYRSMxXsen_ms The script
file needs to be a text file as the transfer of binary files is not supported.

2. Using Telnet or SSH, the connection is established and ¢hediiitent is copied to the remote
machine at/tmp/sen_ms_RSMHostname_RemoteHosthame_filename

3. The command is executed and the output is displayed in Rle¢urn Output parameter as
explained in the section above.

~ 14 ~
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Parameters
Parameter Type Description Alert Conditions
INEI(E
Execution Status | Text | [ Execution status Alarm or Warning
Sep 4, 2007 10:53:03 PM CEST Alarm
Currently | History | Bydefault Alarmis
B Execution Status oK = enabled for the regular

SELINBaarzZy
Parameter that gives the execution status of the command lin
script.
GhYé AYRAOFGSaAa adz00SaafdA O
GClAftSRéE AYyRAOFGSa SESOdziAz2
stated.
Execution Time

Execution Time Numeric Alarm or Warning

Sep 4, 2007 10:55:41 PM CEST

Alarm
| Status and Parameter | Currently | History No default thresholdsr
8 Execution Time 18.266 Seconds A alerts set

Parameter shows the time taken to execute the command/scri

Unit: Seconds
Return output

Sep 4, 2007 10:56:38 PM CEST

Return Output Text Alarm or Warning

Alarm
status and Parameter comety " stoy |
Active Connections No default thresholdsr
Proto Local Address Foreign Address State
Q Return output TCP ec...» 2] alerts set

Successful execution of the command displays the ou
returned on execution of the command/script.

ab2 RIEGLE ¢ RAALX @SR AYyRAOL
causes will be stated.

Thresholdsan be set and modified for all parameters.

:*‘- & \SENTRY
- SOFT
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Setting up acommand execution instance
To createan instance of theCommand Linénalysistool,

1. Go to theConfiguretab, click on the &mentelement profileon which you wish to use the tool.

2. Scrollto the Application Classection click onAdd.

‘ Status Reports Events
~
— | Application Classes [ a33 Delete

Application
Ping

‘Configure

Remote Service Monitors
Shared Credentials
Tags

User Groups

Ussrs Tags | Assign Unassign

~ Properties ‘
| Tag A | Creator &
B i reator
Y] Nothing faund to display.

B BF sentry
Blackout Periods _ Add Edit Delete

Dashboards
B @ mnfrastucture These blackout periods affect all participating elements in the

B (3 sentry lzb pane.

& | | affectedobjects 4 | Type + | Date |
Hogwarts = Hothing found to display.
£ | = = ‘

Figurel: Add application clasgmonitoring tool)

3. SelectMiscellaneoudrom the drop down category list.

A~

= | Properties - eco - Add Application Classes

Remate Service Monitars

Shared Credentials
Next Cancel
~
C=rEnee Select the application classes you want to add, then dick Next.
Users
~ Properties Select Category | Miscelaneous %
Miscellaneous

A= 4

B E3

sentry ]

Available Applicat| [etwaorking

Application [ IIGIE
SHMP Listener

Figure2: SelectMiscellaneousas category

4. The Available Application Classewill display all application classes/monitoring tools in this
category. The Monitoring StudiBxpressapplication classes/monitoringpols appear with the

prefix Studio.

Sebect Category | Mscelneous ¥

Available Appleation Clisses

[] St - 30 Polng {Boss) 1w Feineve Te valie of MEean objects Fom the JBoss Aophoation Server.

[ Feesbe - 3o Poling (J0nag) 1w Rttrierve T vt of Miean sbiects Som the JOnad Aoplcaton Server.

'._J Stude - I Poling (Standard or Stendalone M Applcaton] - Feetrieve e vaiie of MEean shiects Fom a Stardend M Anpboation,

[ Seste - BPoling (ibebioge] » Potrigrve S ik oF MBiean objects Tom b Weblsgs Agplapton Sanver,

D Snudha - I Palng (ebSphere) P R g T oaios of MER S e Soew b L enfohers AnnlIs e Sere

] Sl - LOG Ml Moritoring and Anslyes [Windows] e Moriter S presence, sioe, grow and pecunity of & log S and pies pane She conbend of the g Se,
S « Riraats o Exbmitnd Sl AnBES [Wiiind) - EnBoute remanety Sl BrEyTE Bak SuBiLT oF B St v 3 B Wi Bt
[] Sexde-58Foling - Poll an 5H agert (pmple varabies. o tabies) and analyTe T veles,

[ Sewche = 5QU Quary Mhcreeft 301 Server] - Expcute ord anaivon the resut of & S0U query on b Merosoft 50U database server.
[ 3hude - 500 Query MySQL Server) w Eweouie and analyze the resut of & SQL guery on & My5QL datsbese server.

[ Feehe - 500 Qo (rache Databode Sorvir] - Ewecuie oo anlyoe the resdt of 8 200 guery o0 b Qradie detabeds beroer,

r_] Stude - WEEM Request (Windows WML, CIM over RPC) - Feetrieve and snafyze e result of & WM guery o0 b Windows server,

[ Seste - Wb Racunst (Post b form, HTTP PUFET) - Pt an HTTPLE] regueit and aralyde ol reidoris oF e Web gerver

D Studhs - Web Request (Sesgle, HTTR GET) P Gt g WTTPE] recusst and analyae e response of the Web server,

Figure3: SelectStudio¢ RemoteCommandExecution and Aalysisfrom the list
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Note
You can creatap to 10instances at this stage; or create just one now and @ttdérs at any time lateiif required.

5. Enter the information requiredor monitoring.

Information required for monitori  ng

Name On Windows On UNIX/Linux
Descriptive Label Label describing the application class/monitoring tool

Collection Interval Frequency of collection (monitoring/polling). Unit: Minutes. Default: 5 minutes

Credentials
Connect As Login used to connect to the remote Login used to connect to the remote element through
elementthrough WMI Telnet orSSH
Password Password associated with the login above Password associated with the login above
Credentials Shared credentials used for authenticatior Shared credentials used for authentication
Execute A Not applicable Login used to execute the commartdise only if a login
other than the "Connect As" login is needé€gnce
connected, the "su" command will be used to
impersonate as té specified user and execute the
command.
Password Password associated with the login above.
Credentials Shared credentials used for authentication
Hostname Hostname or IP address of the remote element. Appears by default.
Remote Access Not applicable(Automaticallyconnects using Telnet or SSHselect the method to connect to the
Method WMI) remote element.
DebugMode Yesenables the debug mode, whildo disables it. The debug output produced is stored on the RSN

server in a file located at:
%RSM_HOME%/RSM(xX)/SEN_MS/sen_ms_debug_osCommand_hostN#rneilaglvisable to
leave the debug mode enabled for too long as the debug file may grow indefinitely.
6. After entering theinformation n required for monitoringclickNext. You arrive at théroperties
and Credentialpage asking for thinput Propertiesof the new command execution instance.

Ensurethe presence of a folder called sen_ms on the RSM at %RSM_HBSBEXx, or create one. If a command has
already been executed via the same RSM, then the folder will already existgs@eBefore adding the command line
instance copy the script or commanltihe utility needed by the commaniine to the sen_ms folder on the RSI8ee
section:To execute on remote managed elements a script or command line utility stored on the RSM

7. Enterthe input propertiesfor the command lindo be executed

:;;-u"xg SENTRY
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Input properties for the instance

Input properties
Properties and Credentials

I — — ————————
Descriptive Label: l:l The lzbel that will be displayed to describe this application dass,

Command To Be Executed: I:I . Toexscute a script stored on the RSM - use the specific FromRSM: ™ macro. The script file will be transferred to the managed element prior to the
execution of the command line. Refer to the online help or User Guide for details on macro and this feature.

Timeout After: 180 Unit: Seconds. Maximum execution time before timeout occurs. Setting to "0" will disable the timeout.

Figure4: Enter theproperties for the command execution instance

+ DescriptiveLabel Enter a label to describe this new command execution instance.

+ Command to be executedEnterthe command to be executed on the managed element.
To execute a script stored on the RSte the%{FromRSM:filenamejacro. The script file
will be transferred to the managed element prior to the execution of the commaned $iee
details in the sectionTo execute on remote managed elements a script or command line
utility stored on the RSM

+ Timeoutafter: Enter the maximum execution time before timeout occurs. "0" disables the
timeout. Unit: Seconds.

8. Enter the properties andlick Next to arrive at the thresholdssetting page Or, add aString
Searclor aNumericValue Extractionfor this command line instance. These can also be set later.

String searchand Numeric Value extractioare integratedwithin every tool of the BMC Performance Manager Express
Monitoring Studio solution. Pleasee thespecific corresponding sections for more details.

9. dickNext. This page allows you to adhother instance for the same element or edit or delete
the newlycreated command instancé.the information is correct, goroto the next step.

If instances of a string search or numeric value extraction or both had been added, this ifatisplay theinformation
for all the instances added.

10. ClickNext. Yau arrive at theThresholds Properties and Credentialpage.Set alert thresholds
for the command executed.

Thresholds, Properties and Credentials

Studio - Remote Command Execution and Analysis (Windows): Command Execution

Th|»=sho|ds
e Wamimg ———— | | Alert After
e —— O —— e — L —
Application Collection Status — nfa O =fake O Noplerts | @ | = false 1 Alarm or Warning |¥
Netstat
Execution Time nfa O ESeconds Larger = O _Seconds 1 Alarm or Warning |V

Figure5: Sefmodify thresholdsfor the commandexecutioninstance
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By default, theExecution Statuparameter is enabled to raise alarmif the execution fails.
You can modify this setting if it does not suit your requirements.

Note
Thresholds can be set or modified at any time by clicking on the element jg@enfd LIJLIX A OF GA2y Oflaa yI-
Thresholds, Properties and Credentials.

11. Click orFinish Changes have been Savadssage pops up, and an icon appears in the left pane
of the window displaying the newdgreated command line instanc&he new classppearsalso
under Application chssedor that element

12. You have successfully created an instance of the StgdRemote CommandExecution and
Analysis tol.

Command Execution suto Refresh: @ on O off =F

@ Studio - Remote Command Execution and Analysis (Windows): Command Execution : 4 parameters 2 4

Expand Al | Collapse Al | Flter: &3 M [ Dec 21, 2007 3:17:39 PM CET

Swwsadvoromerer — Jomewy ey
[ Application Collection Status true A
v 08 netstat
m Execution Status Ok A
Q Execution Time 0.546875 Seconds [

Active Connections
Proto Local Address Foreign Address State
€8 Return Output TCPN...» 2l

Figure6: Status tab view ofhe newly addedcommand executiorinstance

Additional instances can be added undie tparent class, or separately on the same element.

Editing or deleting an instance

To edit or delete the instance, follow the regular procedure as for all Performance Managers on the
Portal, or see-diting ordeleting an instance

Example of a Command Execution

Aim

In this example, we monitor the processors on an IBM AIX séryernalyzing the output of an AIX

system command: Isdev.

Procedure

l'RR I yS6 awSY20S /2YYlIyR 9ESQdziA2y YR !ylLftearasé
A Enter credentials to connect to the AIX server
A b2 NB2G ONBRSyi(Alfa INBE ySSRSR of St @S i
Al K224S 4¢StySié | a(SSHEsS0t Brabfed B @efaulgoy AIX Sriveisp R

S22\ SENTRY
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Add a new command to be executed with these credentials:

A Enter the command to be executed: Isd€+c processorF 'class;name;status'

A Add a new String Search:

A[FILoStY a! @rAatroftS t NEPOSaaz2Nkué

A CRITERION 1: LiNedza & O2y Gl Ay a! @FAfl ot Sé¢ Ay GKS 0O2f dzY)

semicolon
Add anew String Search:
A[FHoStY a{G2LIISR t NPOSaaz2Nku¢
A /wL¢OwLhb MY [AYS Ydzald O2yialAy a{(02LIISRE Ay 0
semicolon

Result
A ¢ KS &/ @&amgtérson thvailable processors string search instarstfeow the number of
processors in the server.

A ¢KS &/ 2dzy (¢ LIStNdped rocBsNdis sting sedréhInstarsieow the number of
A02LIISR LINPOS&a2NED® !y | f[SNEi¢é ORIIMIRY $BES NUSHiHzZLA 2
sS00Nn as a processor is stopped.

Hardware Monitoring Commands autoRefresh: @ on O o =

Expand Al | Colapseal | Fite: @3/ Dec 18, 2007 3:47:43 PM CET

Status and Parameter Currenthy | History

| Application Collection Status true P

'
* (&4 Processor Status Command

8 Execution Status oK A
8 Execution Time 0.11 Seconds |
processor;procd; Available
8 peturn Output processor;procZ; Available 2
o Available Processors
€2 count (HE) p B
€8 count (L8) 2 |
@l Maching Lines e ae B
- Stopped Processors
3 count He) 0 s
€8 count (LB) 0 =
Matching Lines Mo Data 7

Figure7: Monitoring processors through a command executiorstance
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2. Database Query Analysis

The Studio ¢ SQLQuery tool enables you tcexecute SQL queriesn diverse database serversich
monitor their return output withinthe BMC Portaénvironment.

What you can do with this tool

Monitoring Studio Express enables yourtm andanalyzeSQL queriewvithin your Portal environment
onthe following database seers

A Microsoft SQIserver 7, 2000 and 2005
A MySQL serversy
A Oracle database servers 8, 9i and 10g

Once setup, you can then findune your monitoring by performing string searches and numeric value
extractions on the return output of the SQL queries.

Basially, if an application you wish to monitor uses a database server, you can test this database by
sending applicative queries to the database server, or by testing the content of some critical application
tables. Once you have specified your SQL querysgatch for strings in the result set and build graphs
using the numerical values returned. Queries can be set up to perform complex tasks with just the click
of a button, and they can be saved for future use.

Background information

BMC Performance Managéixpress Monitoring Studio runs, analyzes and monitors SQL queries on
database servergsingthe JDBQrotocol.

A SQL A short form of Structured Query Language, iscamputer languagedesigned for the
retrieval and management oflata in relational database management systems, database
schema creation and modification, and database object access control management

A Queries The most common operation in SQL databases is the query, which is perfanostd
often with the declarativeSELECReyword. SELECT retrieves data from a specifibte, or
multiple related tables, in a database. SQL queries allow the user to specify a description of the
desired result set, but it is left to the devices of the database management system (DBMS) to
plan, optimize and perform the physical operations necessary to produce that result set in as
efficient a manner as possible.

A Keywords The keyworddike SELEC®t keyword clauses like ORDER BY, FROM, GROUP BY etc.
used forSQL queries are numerous and can vary depending on the database server they are run
on.

A JDBCShort for Java Database Connectivitg vaAPIthat enables Javprogramsto execute
SQLstatements JDBGllows Java programs to interact with any S@Qmpliantdatabase Since
nearly all relational database management systems (DBMSs) support SQL, and kesause
itself runs on mosplatforms JDBC makes it possible to write a single database application that
can run on different platforms and interact with differeDBMSsJDE is similar t®©DBCbut is
designed specifically for Java programs, whereas ODBC is larigdagendent. JDBC was
developed bylavaSofta subsidiary of Sun Microsystems.
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How it works (summary)
The 3 basic steps to run Database queries are:

1. Identify the host, specify the type of database senad enterconnection credetials.
2. Specify the SQL query to be executed and set thresholds with alert conditions

Monitoring Studio Express runs the query and displays its response under the pard&teéaien
Output

Finetune the monitoring by running string searches or performmgneric value extractions on the
return output of the monitored instance.

Parameters

¥ Connection Status

Connection Status Text Alarm or Warning
Sep 4, 2007 11:17:58 PM CEST Alarm
| Status and Parameter | Currently | History | Bydefault Alarmis
8 Conrection Status 0K 2] enabled for the regular
_ SELINBaaAzy
Parameter that reflects the connection status to tl
database.
ahYé AYRA OlcinBestiordtalitie Ofabaser dzt
GCFHAftSRéE AYRAOIFIGSaAa O2yySOf
be stated.
Execution Time Numeric 7 Execution Time Alarm or Warning
Sep 4, 2007 11:21:18 PM CEST Alarm
M No default thresholdsr
8 Execution Time 0,015 Seconds B alerts set
Parameter shows the time taken &xecute the query.
Unit: Seconds
Query Status Text 7 query i Alarm or Warning
Sep 4, 2007 11:22:11 PM CEST Alarm
| Status and Parameter | Currently _ History Bydefault Alarmis
2 Query Status oK 2] enabled for the regular

SELINBaaArzY
Parameter that displays the status of the database qu
execution.
GhYé AYRAOFGSa &dz00SaatTd

& C I Airidi€akes failure. The possible causes will be state:
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7 Return output .
Return Output Text Alarm or Warning
Sep 4, 2007 11:23:06 PM CEST

St nd rometer_arenty ]

Q Return output pésgaerZZmGwakhltgDa0fsmeae3e00;eco_RSM;GLOBAL; 2,5.00; 172, 16,8, 243;e..

Alarm

No default thresholdsr
alerts set

Successful execution of the database query displays
output returned on query executiorThe result is formatted
as follows:

- One line per record of the result set
- Semicolorseparated columns

db2 RIGFIéE RAGLXFESR AYRAC
causes are stated.

Thresholds can bget and modified on all parameters.

Setting up an SQLguery instance
To createan instance of thé&tudio- Database Quengnalysis tool,

1. Go to theConfiguretab, click on theelementon which you wish to use the tool.
2. Scroll to theApplication Classecton, click orAdd.

|‘ Status Reports Events Configure

~
Remote Service Monitors b Application Classes | add Delete
Shared Credentials R
Application
Tags .
Ping
User Groups
Users Tags Assign | Uniassign ‘
=
= Tag & | Creator &
@4 | nothing found to dspl,
othing found to display.
= sentry
@ Dashboarcs Blackout Periods | Add | Edit | Deletz ‘
=} Ii Infrastructure These blackout periods affect al participating elements in the
= sentry lab pane.
|4 | Affected Objects & | Type + | Date 4 |
s 3 Mothing found to display.
< | > < |

Figure8: Add application clasgmonitoring tool)

3. SelectMiscellaneoudrom the drop down category list.

='| Properties - eco - Add Application Classes

Remote Service Monitors

Shared Credentials
Tags

LEETEELEE Select the application classes you want to add, then dick Next.

Miscelaneous v

Miscelaneous
Available Applicatinetworking

Y Y Port Monitors
SHMP Listener

Users

&2 A 4

= senfry -[

e

Figure9: SelectMiscellaneousas category
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4. The Available Application Classesill display all the application classes in this category. The
Monitoring Studio Express application classes/monitotoads appear with the prefistudio.

Select Category | Miscelaneous v

Available Application Classes

—

O
O

O

OJO0O0O0OoOoOooOooOooao

Studio -

Studio

Studio -

Studio

Studio -

Studio

Studio -

Studio

Studio -

Studio

Studio -

Studio

Studio -

Studio

JMx Polling (JBoss)

- JM¥ Polling (JOnAS)
JM¥ Polling (Standard or Standalone JMX Application)

- IMX Polling {(Weblogic)

JM¥ Polling (WebSphere)

- LOG File Monitoring and Analysis (Windows)
Remote Command Execution and Analysis {Windows)

- SNMP Polling

SQL Query (Microsoft SQL Server)

- SQL Query (MySQL Server)

SQL Query (Orade Database Server)

- WBEM Reguest (Windows WML, CIM over RPC)

Web Request (Post a form, HTTP POST)

- Web Request {(Sinple, HTTP GET)

Retrieve the value of MBean objects from te JBoss Application Server,

Retrieve the value ot MBean objects from the JOnAS Application Se~ver.

Retrieve the value of MBean objects from & Standard JMX Application.

Retrieve the value of MBean objects from & Weblogic Application Server,

Retrieve the value of MBean objects from z WebSphere Application Server,

Monitor the presence, size, growth and seaurity of a log file and alse parse the content of the log file,
Execute remotely and analyze the output of a command line on a Windows system,
Paoll an SNMP agent (simple variables or tables) and analyze the values.

Execute and analyze the result of a SQL query on a Microsoft SQL catabase server.
Execute and analyze the result of a SQL query on a MySQL database server,
Execute and analyze the result of a SQL query on a Oracle databass server.
Retrieve and analyze the result of a WMI guery on a Windows server,

Post an HTTP{S) request and analyze the response of the Web server,

Get an HTTP{S) request and analyze the response of the Web server.

Figurel0: SelectStudio¢ SQL Query (Datmse type)from the application clasdist

5. Selet Studio¢ SQLQuery (Database typepand select the number of database query instances

you wish to create on this elementNext

Note

You can createneor up toten instances at this stage; or create juste now and add others at any time later

Enter the information required for setting up this database query instance andAalidk

The information required for monitoring varies as per the type of database server you wish to query.
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the different types of database servers

Oracle Database Server

Name _ Description

Descriptive Label

Label describing the application class/monitoring tool

Collection Interval

Frequency of collection (monitoring/polling). Urlitinutes. Default: 5 minutes

User Credentials

Connect As Login used to connect to the database server
Password Password associated with the above login.
Credentials Shared credentials used for authentication
Hostname Hostname or IP address of the rema@tiement. Appears by default.

Port number

The port number on which the Oracle database server is running

Oracle SID or Database name Enter the SID of the Oracle database server.

Timeout After

Enter a maximum execution time. Unit: Seconds

DebugMode

Yesenables the debug mode, whidodisables it. The debug output produced is stored on t
RSM server in a file located at:
%RSM_HOME%/RSM(xxX)/SEN_MS/sen_ms_debug_dbQuery_hostName.log.

Do not leave the debug mode enabled for too long as the debug filegneay indefinitely.

Microsoft SQL Server

NE[ _Description

Descriptive Label

Label describing the application class/monitoring tool

Collection Interval

Frequency of collection (monitoring/polling). Unit: Minutes. Default: 5 minutes

User Credentials

Connect As Login used to connect to the database server

Password Password associated with the above login.

Credentials Shared credentials used for authentication
Hostname Hostname or IP address of the remote element. Appears by default.
Port Number Theport number on which the kérosoft SQL server is running
DatabaseName Enter the database name of theidfosoft 8L server.

Instance Name

Enter the instance name of theitbtosoft SQL Servebefault valuedDefault”.

Authentication Mode

Specify whetheyou want to connect using Windows or SQL server credentials.

Timeout After

Enter a maximum execution time. Unit: Seconds

Debug Mode

Yesenables the debug mode, whilo disables it. The debug output produced is stored on tB&R
server in a file locatedt:%RSM_HOME%/RSM(xx)/SEN_MS/sen_ms_debug_dbQuery_hostNa
Do not leave the debug mode enabled for too long as the debug file may grow indefinitely.
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MySQL server

Name Description

Descriptive Label Label describing the application class/monitoringl

Collection Interval Frequency of collection (monitoring/polling). Unit: Minutes. Default: 5 minutes

User Credentials

Connect As Login used to connect to the database server
Password Password associated with the above login.
Credentials Sharedcredentials used for authentication
Hostname Hostname or IP address of the remote element. Appears by default.
Port Number The port number on which the MySQL server is running
DatabaseName Enter the database name of the MySQL server.
Timeout After Enter a maximum execution time. Unit: Seconds
Debug Mode Yesenables the debug mode, whilo disables it. The debug output produced is stored on the RS

server in a file located at:
%RSM_HOME%/RSM(xxX)/SEN_MS/sen_ms_debug_dbQuery_hostName.log.
Do not lave the debug mode enabled for too long as the debug file may grow indefinitely.

6. After the entering the information required for monitoring for the database server, &ubd,
and you arrive at thénput properties page for the SQL query.

Input properties for the SQL query instance

Input properties
Properties and Credentials

Descriptive Label: | . The label that will be displayed to describe this application dass.

SQL Query: | | « SOL guery to be executed.

Figurell: Enter input propertiesfor the SQL query instance

+ Descriptive LabelEnter a &belto describing the nevBQL query instance
+ SQLQuery: Enter the SQL query to be executed

ClickNext to arrive at the thresholds setting page, oadd aString Searclor a NumericValue
Extractionfor this command line instance. These can also be set later.

String searchand Numeric Value extractioare integrated within every tool of the BMC Performance Manager Express
Monitoring Studio solution. Please see the specific corresponding sections for more details on the same.

7. On clickingNext, the page that appearsallows you to add another instance fdhe same
element or, edit or delete the newlcreated instances. If the information is correct, go on to the
next step.
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Note
If instances of a string search or numeric valugastion or both had been addetthis page would display the information
for allthe instances added.

8. ClickNext Yau arrive at theThresholds Properties and Credentialpage. Set alert thresholds
for the SQL query executed.

Thresholds, Properties and Cradentials

Studio - SQL Query (Oracle Database Server): Studio - SQL Query (Oracle Database Server)

Th|-=sho|ds
. Waming ——— Alert After
lm—m
Application Collection Status — n/a o = false © No Alerts = false Il—l Alarm or Warning |
Oracle DB
Execution Time nfa O = Seconds Larger = O = Seconds |1_| Alarm or Warning
Query Status O = l:l Larger =4 Z| 1 | | 1 | Alarm or Warning |
Return Qutput l:l d | = l:l Larger = [P |2 | | 1 | Alarm or Warning | %

Figurel2: Set thresholds on th&QL gery instance

By default, theConnectiorStatusand Query Statuparameters areenabled to raise aklarmif
the connectiorand/or fail. You can modify this setting if it does not suit your requirements.

9. Thresholds and alerts can be set for each parameter. Checkdraing and/or Alarm boxes
next to the Parameterdo activate alerts as per your specific requirements.

Note
Thresholds can be set or modified at any time by clicking on the element > CorfigutelLJt A O G A2y Of I aa yI
Thresholds, Properties and Credentials.

10. Click orFinish Change$iave been Savetiessage pops up, and an icon appears in the left pane
of the window displaying the newdgreated database query instancdhe new classalso
appears nder Application classefor the element

You have successfully cted an instance of the Database Quémyalysis tool.

A
Status Reports Events Configure “mmwe |
~ :
— | BMCPDS Queries sutoRefresh: @ on O off =
L | 2w
N N Bpondal || colepseal | e @ AE]  sep 17, 2007 4:13:37 PM cEST
[ comeas [N totus o porameter I
@ (& QADD\icaﬁun Collection Status true [}
B & sentry v 3 Rs1a Table
@1 cachboards i I8 Connection Status oK =)
=] @ Infrastructure
B Execution Time 0.031 Seconds i
B B3 sentrylab
= @ COMTE mQuEry Status oK [
B3 eMcPDs Queries T8 Return Output 545085{77Ma8200HF OwiDex0I45 1500 1 tzu_RSM;GLOBAL;2.3.00;172, 16.8.235;t...% B
5%, DEMO COMMANDS B3 non-working Rs11s
Portal JBoss AS B Matching Line(s) 046g86]ZZMaB2q0HFONIDex0I45 1500 1;tzu_RSM;GLOBAL;2.3.00;172,.16.8.235;t...» A
2 | W et v
P e uraﬂ'ler “:t — @Matchlng Line Count 3 [

Figurel3: Staus view ofan SQL query instance

Additional instances can be added under the parent class, or sepacatehe same element
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Editing or deleting an instance

To edit or delete the instance, follow the regular procedure as for all Performance Managers on the
Portal, or seeé=diting ordeleting an instance

Example of an SQLQuery Analysis

Aim

In this example, we will retrieve the list of registered RSMs in our BMC Portal configuration and trigger

an aIarrp when one of the’m fails (i.e. its status is neither ONLINE, nor DISABLED). We will intheogate

t 2 NI | dS@r@ (ab Qracle database) in order to get this information.

Procedure

' RR I ySg ch{N[Of
A 9y GSNI GKS ON
A Port: 1521
A Oracle SID: bmcpds

Add a new SQL query instance:
A Specifythe following SQL query: SELECT * FROM agent

Add a new String Search:

i2 O02yyS0i G2 .a/ t2NII¢

A Search for lines that match with [CRITERION 1] and [CRITERION 2]
A o/ wL¢9wLhb mMBY [ AYS Ydzaihcohmr casengedisiivey ahb[ Lb9é
A o/ wL¢9wLhb HBY [ Al{S! .Y[dS5i¢h totughn, BERSAseyhsiivg & 5
A Column separatorSemicolon
A LtSNI GKNBaKz2tR&a 2y SAGKSNI GKS aal GOKAYy3 [AY
agal OOKAY 3 [AYS [ 2dzyié LI NI YSUSNI 6FfFNY Aa 3INBI
Result

We get an alereach time a RSM crashesdwesnot respond tothet 2 NIi | £ Q& NXBljdzSada o

SQL query result:

045gBE[ZZMaB2q0HF Owilex014591 5001 ;u_RSM,GLOBAL,;2.3.00;172.16.8.235;u.internal sentrysoftware.net, REM on localhost UMKMOWR 118741 31937 359,60000;C
edsgdZZ7A3erPogvy 1ADDexvzsd 8001 pretheve, GLOBAL,2.3.00;172.16.8.33;pretheve internal sentrys oftware.net RSM on localhost,DISABLED; 11696567 8041 0;6000
g4sglBgZZ2m4adl 8rkzl Devpadgmj00t comte, SHARED; 2. 3.00;172.16.8.232;comte.internal sentrysofiware.net REM on localhost, OMLIME; 119219674081 7,60000;0;0
g4sg 8l I neyar2 C 3P 4a0ewthwkhs001; pretheve_ram;GLOBAL,2.3.00;172.16.8.33; pretheve. internal sentrysoftware.net; RSM on localhostDISABLED;1168535894118;
bdsgd2wiZk191408G4ML0ewtjy311001 Anvabhat_RESMDEDICATED;2.3.00;172.16.8.104;anrabhat.internal. sentrysoftware . net;RSM on localhostDISABLED;11639520€
M45086177aaGMhzI922a0f2k3be6f001 ;aristote_RSM;SHARED,2.3.00,172

(<] (2]

Figurel4: SQL query result in the Return Output parameter
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The SQL query instance and its string search ins@assdown in the tree view &MC Portal

= B comme
El &3 8MC Portal DataStore (Oracke)

8 Application Collection Status

B B3 List ofRSM
lﬂ Connection Status

fE Execution Time
lﬂ Query Status
fE Return Cutput
f A

=] ﬁ Mon-Operative R5Ms
i8] Matching Line(s)
aK2¢6a (KS

T Matching Line Count
Figurel5: Tree view of theSQL query instance
Thestring searchresulta F G OKAY 3 [ Ay Sa¢e LI NI} YSUSNJ
045g86jZZMas 200OHF Owilex01451s001 zu_REM; GLOBAL;Z 3.00;172.16.8 235w internal sentrysofbware.netREM on localhost UMNEMOWR11 8741 3183739;600
M4sgB6lZZaaGMhzI922a0f2kEbeb 001 aristote_ REM; SHARED:2.3.00;172.16.8. 237 aristote.internal sentrysoftware.net REM on localhostUNKNOW: 118372551
KdsgB6kZInybghbHEM0M2 kBoman00 ;pascal_RSMSHARED;2.3.00;172.16.8.236; pascalinternal sentrysoftware net REM on localhost OFFLIME; 1183103824549
Figurel6: Result in the "Matching Lines" parameter of ttering search run on the SQL query output
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3. Java MBean Rlling

TheStudio- JMX Pollingool enables you toetrieve and analge the values of MBean objectsdi’erse
JavaMBeanenabled applicatios. You need no longer run separailiXapplication interfaes.

What you can do with this tool

Monitoring Studio Express enables youptll, retrieve and analyz®Bean values of the following Java
application servers

A JBo0s$8.2x and 4through the application clasStudioc IMX Polling (JBoss)

JOnA$hrough the application clas§tudio¢ JMX Polling (JOnAS)

BEA WebLogi.x and 9.xHrough the application clasStudio¢ JMX Polling (WebLogic)
IBMWebSpheré.x and 6.xthrough the application clasStudio¢ JMX Polling (WebSphere)
Standalone JMX afipations through Studio¢ JMX Polling(Standad or StandaloneJMX
Application)

You can run string searches or perform numeric value extracbartbe return output of all the above
javaenabled applications servets fine-tune your monitoring.

> > >y >

Background information on JMX

Java Management Extensions (JMX) a trademark of Sun Microsystems, is a Java technology that supplies
tools for managing and monitoring applications, system objects, devices (e.g. printers) and service
oriented networks. Those resourcase represented by objects calldéBeangfor Managed Bean).

JMXArchitecture

Java Management Extensions (JMX) technology provides the tools for building distributetha®éeh
modular and dynamic solutions for managing and monitoring devices, applications, and -skeivéce
networks. Starting with J2SE 5.0, JMX te&tbgy is included in Java SE. JMX is based-lemeB
architecture:

A The Probelevel: Contains the probes (called MBeans) instrumenting the resources. It is also
known as the instrumentation level.

A TheAgentlevel: The MBeanServer is the core of JMX. Hrsintermediary between the MBean
and the applications.

A The Remote Managemenievel: Enables remote applications to access the MBeanServer
through Connectors and Adaptors. A connector provides full remote access to the MBeanServer
API using various commuaition frameworks such as RMI, IIOP, JMS, anef;Wiile an
adaptor adapts the API to another protocol (SNMP) or to Waked GUI (HTML/HTTP,
2alkl¢et X0
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MBeans and Platform MBean Servers

An MBean server is a repository of MBeans that provides management applications access to MBeans.
An MBean is nothing but a java object that represents a manageable resource, such as an application, a
service, a component, or a device. For example youdcaepresent your laptop as an MBean and then
"monitor" it.

Applications do not access MBeans directly, but instead access them through the MBean server with
their unique ObjectName. An MBean server implements the interface javax.management. MBeanServer

MBeanServers and BMC Performance Manager Express Monitoring Studio

With the JMX polling feature of Monitoring Studio Express, you can easily monitor the-aitsnt®mned
application servers and consolidate the monitoring of these MBeanServers within yatal Po
environment. You need no longer interrogate the various application servers through their respective
interfaces just to view the status of the MBeans.

Monitoring Studio Expressuses the MBeanServerConnection method, connecting to the platform
MBeanSever of a running JVM. In this method, you use the getAttribute() method of
MBeanServerConnection to get an attribute of a platform MBean, providing the MBean's ObjectName
and the attribute name as parameters.

Note

Monitoring Studio Express widinly poll the application servers and display the MBeans attributes and values. To create
and register new MBeans or modify existing ones, you are required to do so using the specific application server interface.

How it works (summary)
The basic steps to executi®ld Polling are:

1. Select the JMX tool according to the type of JIMX server you wish to poll

Identify the host, specify the type of JMX server, enter connection credentials, port number,
server name etc.

3. Enter the domain name, key property and attribute namepidly foundwith the tool: Sentry
JMX Browser

4. Set/modify thresholds with alert conditions

5. Monitoring Studio Express polls the JMX server anglaljs itsresponseunder the parameters
Text Valuer NumericValue

Finetune the monitoring by running string searches or performing numeric value extractions on the
return output of the monitored instance.

=,
@
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Parameters

Parameter Type Description Alert Conditions
INEI(E

@ Execution Status

Execution Text Alarm or Warning
Status Sep 5, 2007 5:50:06 PM CEST
Alarm
 Staus and Parameter | Carrently | istory _
B Evecution Status oK A Bydefau ltAlarmis

enabled for regular
Parameter that reflects the connection status to the JI SELINBaaaAzy

application server.

GhYé AYRAOI(GSa &dzOMXxaBdanservetx
the Java Application Server.

GCHAf SR AYRAOIGSE IMXAVBeahSSrve
of the Java Application Server. The possible causelsensliated.

Text val .
Text Value Text o Alarm or Warning
Sep 5, 2007 5:55:17 PM CEST
Alarm
=3 No default thresholdsr
B Text value sid=0,name=50,gateway=-1 [

alerts set

Parameter displayshe value of the specified attribute of the
specified MBean objeat when this attribute is a text type value.

db2 RFEGEFE F2dzyRé AYRAOFGSa
numeric type value. In such a case, this parameter will be
and it is theNumeric Valugarameterthat will display the polled
values.

Numeric Value = Numeric = Parameter displays the value of the specified attribute of tt Alarm or Warning

(HB) specified MBean objeat when this attributeis a numeric type Alarm

value (integer, float, etc.).

Unit: General numbers No default thresholdsr
alerts set

b2 RIFGFé AYRAOFGSE GKIFG (K

type value and hence this parameter is in grey. In such a case

the Text Value parameter that will display the ¢ent polled.

Activate the thresholds on this parameter if a higher count
desirable.

Numeric Value = Numeric = Parameter dsplaysthe value of the specified attribute of thi Alarm or Warning

(LB) specified MBearobject ¢ when this attribute is a numeric typ Alarm

value (integer, float, etc.).

Unit: General numbers No default thresholdsr
alerts set

Gb2 RIGFé AYyRAOFGSE GKIG 0K

type value and hence this parameter is in grey. In such a case

the Text Valuparameer that will display the content polled.

Activate the thresholds on this parameter if a lower count is
desirable.

Thresholds can be set and modified on all parameters.
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(HB) = "Higheis Better" and (LB) = "Lower is Better". HB and LB parameters will always display the same value since,
basically, both represent the same value. The purpose of having two parameters for the same value is to be able to set
different alert thresholds dependg on the nature of the monitored object. For instance, an alert can be set to be

triggered on the HB parameter when the value dips too low (it breaches the lower threshold of the range) and an alert can
be set on the LB parameter to go off when the valises too high. The setting of alerts is flexible and can be done on

either of the two parameters, on both, or on neither; it depends entirely on nature of the monitored object and the user's
specific needs.

Important
Text Value ersusNumeric ValueThese parameters display the specified MBean attribute. If it is a numeric value, the Text
Value parameter will not be collected, and the results will appear in the Numeric Value parameters\arsie

Setting up a JMXpolling instance

Prerequisites

A For al IMX application server§he Sentry JMX browses requiredin order to rapidly obtain
domain names, key properties and attributes, all of which are required as input properties for
setting up the monitoringSee the section on th&etry JMX Browsefor details.

WebLogicv8.x requiresnstallation ofJVM 1.4and \9.xrequiresinstallation ofJVM 1.5

WebSphere vh.x requiresinstallation ofIBM JVM and/6.x requires SUNJVM 1.5.Both also
require specific additional WebSphere filésee WebSphere input properties for specifics.

> >

Creating an instance

1. Go tothe Configuretab, click on theelementon which you wish to use the tool.
2. Scroll to theApplication Classection, click oi\dd.

|‘ Status Reports Events Configure

Toroner T rererer —
Remate Service Monitors Application Classes |, Delete
Shared Credentisls =
Tags
Ping
User Groups
Users Tags Assign | Unassign |
aAa= ! o . .
— Mothing found to display.
=] sentry J
(B pashboards Blackout Periods  Acd | Edit | Delete |
=] fa Infrastructure These blackout periods affect all participating elements in the
=] m sentry lab pane.
B || - | | Affected Objects 4| Type 4 Date s |
.@ — 3 Mothing found to display.
< > <

Figurel7: Add application clasgmonitoring tool)



User GuideMonitoring Tools

SENTRY SOFT

3. SelectMiscellaneoudrom the drop down category list.

Reports Events

Remote Service Monitors
Shared Credentials

Tags

User Groups

Users

~ Properties Select Category

aAHE {

=] sentry |

Application

Figurel8: SelectMiscellaneousas category

el Properties - eco - Add Application Classes

Select the application dasses you want to add, then dick Next.

Miscelzneous  +

Miscellaneous
Available Applicat|||etworking
Port Maonitors
SHMP Listener

4. The Available Application Classesill display all the application classes in this category. The
Monitoring Studio Express application classes/monitotogads appear with the prefistudio.

Select Category | Miscelaneous v

Available Application Classas

= popicaton css i ———

O Studio - JMX Polling (JBoss)
[] Studio - MX Poling (JONAS)

Studio -

O

Studio - JMX Polling (Weblogic)

Studio - MY Paolling (WebSphere)
Studio - LOG File Monitoring and Analysis (Windows)
Studio -
Studio - SNMP Poliing
Studio - SQL Query (Microsoft SQL Server)
Studio - SQL Query (MySOL Server)
Studio - SQL Query (Orade Database Server)
Studio - WBEM Reguest (Windows WML, CIM over RPC)
Studio - Web Request (Post & form, HTTP POST)

Studio

OJO0O0O0O0O0ooO0Ooao

- Web Request (Simple, HTTP GET)

JMx Polling (Standard or Standalone JMX Application)

Remote Command Execution and Analysis (Windows)

Retrigve the value of MBean objects from te JBoss Application Server,

Retrieve the value ot MBean objects from the JOnAS Application Se~ver.

Retrigve the value of MBean objects from z Standard MY Application.

Retrieve the value of MBean objects from z Weblogic Application Server.

Retrigve the value of MBean objects from & WebSphere Application Server,

Monitor the presence, size, growth and seaurity of a log file and also parse the content of the log file.
Execute remotely and analyze the output of a command line on a Windows system.
Poll an SMMP agent (simple variables or tables) and analyze the valles.

Ewecute and analyze the result of a SQL query on a Microsoft SQL catabase server,
Execute and analyze the result of a SQL query on a MySQL database server,
Ewecute and analyze the result of 3 SQL query on a Oracle databass server,
Retrieve and analyze the result of 3 WMI query on a Windows server.,

Post an HTTP(S) request and analyze the responze of the Web server,

Get an HTTP(S) request and analyze the response of the Web server.

Figurel9: SelectStudio¢ JMX Polling (aplication server typg from the application clasdist

5. SelectStudio ¢ JMX Polling gpplication servertype) and select the number ocdMXpolling
instances you wish to create on this elemernitext

You can create up to ten instances at this stagereate just one now and add others at any time later.

The instance creation procedure is the same for all types of JMX application servers, only the input varies.

6. Enterthe information required for setting up # JMX Pollinghstance and clickdd. The input
required depends on the type of JMX server you wish to mon8ee:Information required for
monitoring the differentIMX application server
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Other than the information required for monitoring which is specific to each type JMX application
server, the rest of the procedte remains the same for all types of JIMX application servers.

Information required for monitoring the different JMX application server s

JMX Application Server Required Input

JBoss Principle Login used to connect to tilBBos®application server
Credentials Password
Credentials Shared credentials used for authentiicat

Hostname: The fostname or IP address of the server on which the JBoss application server is ru
(Appears by default)

JBossenvironment: Select the version of the JBoss application server.
Port number: Enterthe JBoss port number. (1099 by default).

Initial context factory. Default: org.jnp.interfaces.NamingContextFactory
URL package prefixeBefault: org.jposs.naming:org.jnp.interfaces

Debugmode: Yesenables the debug mode, whilo disables it. The debug tput produced is stored
on the RSM server in a file located at:
%RSM_HOME%/RSM(xX)/SEN_MS/sen_ms_debug_jmx_(servertype)_hostname.log.

File name example: sen_hw_debug_jmx_JBoss32x_hostname.log

Do not leave the debug mode enabled for too long as the déitrignay grow indefinitely.

JOnAS Principle Login used to connect to thEOnASpplication server
Credentials Password
Credentials Shared credentials used for authentication

Hostname The hosthame or IP addies of the server on which the JOré#lication server is
running (Appears by default)

Port: Enter the JOnASort number. (By default: 1099).

Server nameEnter theJOnAS application serveame

Protocol Select a protocol, JRMP or IIOP, to connect to the JOnAS application server.

Initial context factory. Default: com.sun.jndi.rmi.registry.RegistryContextFactory
URL package prefixeBefault: org.objectweb.jonas.naming

Debug node: Yesenables the debug mode, whildo disables it. The debug output produced is store
on the RSM server infée located at:
%RSM_HOME%/RSM(xx)/SEN_MS/sen_ms_debug_jmx_(servertype) hostname.log.

File name example: sen_hw_debug_jn@nAShostname.

Do not leave the debug mode enabled for too long as the debug file may grow indefinitely.

S22\ SENTRY
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JMX Application Server Required Input

WebLogic Principle Loginused to connect to th&/ebLogicapplication server
Credentials Password
Credentials Shared credentials used for authentication

Host name Hostname or IP address of the server on which the WebLogic application server is
running (Appears by default)

WebLogicenvironment: Select the version of th&/ebLogi@pplication server.

For WebLogic 8.x: Monitoring Studio Express requires JVM 1.4_2 to be installed on the same se
the RSM in order to connect to the WebLogic 8.x application server.

Port: Ente the port numberof the WebLogic application servé€By default: 7001). Can be modified
JNDI:Default: weblogic.management.mbeanservers.domainruntime
Initial context factory. Default: weblogic.jndi.WLInitialContextFactory

Debugmode: Yesenables the debug mode, whilo disables it. The debug output produced is store
on the RSM server in a file located at:
%RSM_HOME%/RSM(xX)/SEN_MS/sen_ms_debug_jmx_(servertype) hostname.log.

File name example: sen_hw_debug_jiwebl ogic8x_hostname.log

Donot leave the debug mode enabled for too long as the debug file may grow indefinitely.
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JMX Application Server Required Input

WebSphere Principle Login used to connect to th&ebSphereapplication server
Credentials Password
Credentials Shared credentials used for authentication

Hog name: Hostname or IP address of the server on which the WebSphere application server is
running. (Appears by default)

WebSpheresnvironment: Select the version of thé/ebSphereapplication server.
Port number (SOAR: Enter the port number(8880 by default)

For WebSphere v6.x, the first profile created on WebSphere is by default 8880 and every profile
on WebSphere is allotted a new SOAP port number by increasing the count from 8880. This car
modified.WebSphere v5.x is not "profipecific”.

To connect to the WebSphere AS, it is essential to connect to certain credential files:
DummyClientKeyFile.jesd DummyClientTrustFile.jks

ForWebSphere 5.xThe abovenentioned files are to be copied from %IBM_HONERpServeretc
and stored on the RSKErver in order to connect to the WebSphere application server
ForWebSphere 6.XThe abovenentioned file is profilespecific and is created and stored by
WebSphere under %IBM_HOM¥#¥6file\profilenam@aetc. This is to be copied to the RSM server ir
orderto enable connection to the WebSphere application server.

TrustStoreFilgath: Enter thecompletepath to the fileDummyClientTrustFile.jkahich is on the RSM

TrustStorepassword:Enter the SSL Trust password. DefalebAS (cassensitive). It iprofile-
specific on WebSpherex6.

KeyStoreFilgath: Enter thecompletepath to the fileDummyClientKeyFile.jkshich is on the RSM.

KeyStore passwordEnter the SSL Key password. DefallebAS (caseensitive). It is profilspecific
on WebSphere 6.x.

Debugmode: Yesenables the debug mode, whildo disables it. The debug output produced is store
on the RSM server in a file located at:
%RSM_HOME%/RSM(xX)/SEN_MS/sen_ms_debug_jmx_(servertype)_hostname.log.

File name example: sen_hw_debug_jmx_\8pber&x_hostname.log

Do not leave the debug mode enabled for too long as the debug file may grow indefinitely
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JMX Application Server Required Input

Standad or Standalone  Principle Login used to connect to thetandalone JM>pplication server
MX licati .

JMX application Credentials Password

Credentials Shared credentials used for authentication

Hog name: Hostname or IP address of the server on which the standalone JMX application is ru
(Appears by default)

Port name Enterthe port number. (Not required if the JIMX URL is provided)
Server nameEnter the server namgNot required if the IMX URL is provided)

JMX URLEnter the complete URL only if the port number and server name are not provided.
Example: service:jmx:rmi:///jndi/rmi://[hostname]:[port])/[servername

Debugmode: Yesnables the debg mode, whileNodisables it. The debug output produced is store
on the RSM server in a file located at:
%RSM_HOME%/RSM(xX)/SEN_MS/sen_ms_dpbxg(servertype)_hostname.log.

File name example: sen_hw_debug_jrstandard hostname.log

Do not leave the delmimode enabled for too long as thelslig file may grow indefinitely

7. Enterthe input properties for theJMX pollingnstance

Input properties for the JIMX polling instance

Attribute
Properties and Credentials

e oo pescrpuon

Descriptive Label: | . The label that will be displayed to describe this application class.

Domain Name: | | . Domain name under which the attribute to be monitored is present.

Key Property: | . Unigue key property name for to collect its attribute value.

Atfribute Mame: | | . Mame of the attribute whose value yaou wish to collect.

Figure20: Enterinput properties for theJMXpolling instance

+ Descriptive LabelEnter a label to descrthe JMXpollinginstance

+ Domain Name Enter thename of the domain that contains attribute to Imeonitored.

+ Key PropertiesEnter the unique key property whose attribute value is to be collected
+ Attribute Name Enter the name of the attribute whose values you wish to collect

To rapidly obtain the above properties from the JMX application, you usanthe Sentry JMX
Browser

8. Either clickNext to arrive at the thresholds setting page, @dd aString Searclor a Numeric
Value Extraction for this instance. The string search and numeric value extraction instances can
also be set later.
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String searchand Numeric Value extractioare integrated within every toabf the BMC Performance Manager Express
Monitoring Studio solution. Please see the specific corresponding sections for more details on the same.

9. On clickingNext, the page that appearsllows you to add another instance for the same
element or, edit odelete the newlycreatedinstances. If the information is corregoon to the
next step.

10. Next, you arrive athe Threshotls, Properties and Credentiajsage

Thresholds, Properties and Credentials

Studio - JMX Polling (JBoss): Studio - JMX Polling (JBoss)

Th|-=sho|ds
Alert After
IEHEIIIIEEIIIIMHEEM!IIIllllMﬂﬁEHﬂllIﬂﬁEﬂﬂllll
Application Collection Status | nfa = false O NoMlerts | @ | =false |1—| Alarm or Warning v
JBoss
e~ [ <R — L RN | ] e
Numeric Value (HB) nfa O _ Larger L] F = |1_| Alarm or Warning |+
Numeric Value (LB) nfa O = _ Larger = O = |1_| Alarm or Warning |+
e [ Jo.i ] w=® 0.6 | [ [mowsmsw

Figure21: Set thresholds ad alert conditions

By default, theExecutionStatusparametr is enabled to raise aAlarmif the connectionor
executionfails. You can modify this setting if it does not suit your requiremértisesholds and
alerts can be sedr modifiedon all ParametersCheck theWarningand/or Alarmboxes next to
the parameters to activate alerts as per your specific requirements.

Thresholds can be set or modified at any time by clickingherelement > Configure & LJLX A OF GA 2y Of laa yI
Thresholds, Properties and Credentials.

11. Click orFinish Change$iave been Savetiessage pops up, and an icon appears in the left pane
of the window displaying the newdgreated database query instae. The new class appears
under Application classes

You have successfully created an instance of thdi®¢ JMX Pollinglass Additional instances can be
added under the parent class, or separately.
Editing or deleting an instance

To edit or delete the instance, follow the regular procedure as for all Performance Managers on the
Portal, or see=diting ordeleting an instance

s”*\SENTRY
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Sentry JMX Browser

The Sentry JMX Browser is a tool that enables you to rapidly query a JMX application server in order to
obtain domain names, key properties and attributes for monitoring a JMX application server within the
Portal environment.

A The JMX browes is an .exe file
A ltis © be installed on a local Windows host
A It queries all JMX application servers monitored by BPM Express Monitoring Studio: JBoss,

JONAS, WebLogic, WebSphere Stahdard or Standalone JMYplication servers, and displays
their properties.

Getting the Sentry JMX Browser

The Sentry JMX Browser can be downloaded from the Sentry Software Website oBMbe
Performance Express Monitoring Stugikoduct page orfrom the BMC Software EPD page for BMC
Performarte Manager Express Monitoring Studio.

Installing the Sentry JMX Browser

1. Download theSentryJMXBrowser_Install_1000.eXiée to your local Windows host
2. Doubleclick the EXE file

3. Enter the path where you want to install the application and clicknstall Now.

Sentry JMX Browser v1.0.00

Install s | P opram F ks Sty JU0C Betaaa Install How

Figure22: Install Sentry JMX Browser

4. A Sentry JMX Browser icon is created on the desktop, and the application appears in the
program list ofyour computer.

Using the Sentry JMX Browser

1. Doubleclick the icon to start the browser.

Edt  About

Server rfarmation Cormaction infarmation

Hostmame: Part: 1085

[ 2 ;| RM W
Galart yeaw arwironmanti | Standand IMC - Serveman Pretecal: | RMI |
[Fandard M0 Principa;
JBess 3.2, ~ e
— Cradantial: leTe )
JOnAS 4.x
Fker information Walogic .%
Wablagie 9% )
D WebSphere 5. Kz Property:
WahSphars f.x
Domain Kay prop..

Figure23: Identify the JIMXapplication serverand enter its properties
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Select theJMX environment from the dropdown list and enter the inpuproperties for
connecting to the JMX application servé@ihe input poperties requied here are identical to
those required in the Portal

+ Hostname Enter the hostname or IP address of the server on which the JMX application
server is running

+ Port: Ente the port number
+ Principle Enter the login used to connect to the application server

+ Credential Enter the password associated with the above login

The rest of the input properties required will depend on the server selected. Details for all servers a
stated inInformation required for monitoring the differedVX application server

1.

7.

Once all properties are entered, click @onnect The browser connects to the JMX application
server and displays all availalid®mainNamesand associate#ley Properties

Use the filter odirectly select a domain name and key property by clicking on the row. (Double
clicking thedomain name andkey property row displays the available Attributes)

To copy the domain nhame and key property into the Portal interface: Select the row and then
right click it to copy (or use Edit>Copy).

The whole row gets copied. It contains the domain name and the key property. Paste the
contents into thefield for "Domain Name" in the Portal interface.

Cut out the key property part and paste it into the field f&ey Property".

In the browser, doublelick the row to invoke the attribute window. Select the attribute and
right click it to copy it (or use Edit>Copy); and paste it into the appropriate field for "Attribute"
in the Portal interface.

Close the browseor select other domain namekey properties etc.

Example of JIMX polling

Aim
LY

GKA& SEFYLX SE 6S gAatt aSGdzd K& Orddeyatabasd)as/ 3

aSSy o6& t2NIlFf Qa .Wisdé IBostAgplitafidn Bdnenythe PoBaNtitas riddorts
whether it is able to connect to the DataStore.

We

use the JMX tool 0 2 NBGiNKRSGS a1t dzS 27T iKS a{d
GASNDAOSTS5IFGFOoF&AS! OFLAf oAt AGRE 1 S@ LINRLISNBogs Ay

Application Server.

Procedure

I NBIFGS | ySglmavmé ORKiay3
A 9yiGSNI GKS ONBRSyiGAlfa G2 O02yySOG G2 GKS w. 2
A W 2848 OSNEAZ2YY AGW. 233 noEE
A Port: 9379
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Add a new JMX polling instance:

A Label: DatabasAvailability from JBoss

A Domain Name: websdk.util
Key Property: service=DatabaseAvailability
A Attribute: StateString

>~

Add a new String Search:

[F6StY dabhb {GF NISRKE

A/ wL¢O9wLhb MY [AYS YdzadG bh¢ O2ydlFAy a{iGFNILISREX

A1 ESNII GKNBaAaK2BR[AWSGES LI &l ¥GREWY 2 KSy GKS daodF
(once or more), trigger an alarm immediately

>~

Result
An alert will be raisedis soon as the JBoss Application Server reports that it cannot connect to the
DataStore.

b Studio - Java MBean Polling (JMX): BMC Portal Application Server

| Application Collection Status frue

h Database Availability to Application Server

fﬁ Execution Status K
€2 Numeric value Mo Data
€2 et value Started

~ HON Started?
] Matching Line(s) Mo Data
(] Matching Line Count ]

Figure24: Status view of the JMX polling
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4. LOG File Monitoring and Analysis

The Studio- LOG File Monitoring and Analysisol emables you to monitothe presence, size, growth
and security of a LOG file and also parse the content ofiline

What you can do with this tool

The Studio- LOGFile Monitoring and Aalysis tool is one of the most important tooksthin the BMC
Performance Managdexpresdvonitoring Studiosolution It allows you to:

A
A

Monitor the main characteristics of these files suchR&sence, size, growth & security
Parse file content to retrieve useful data

How it works (summary)

Application activity is usually recorded in LOG files, which is why LOG files are of extreme importance as
they trace the operationsMonitoring and analyzing LOG files enables identification and notification of
errors or anomalies. LOG files keep growing in size, as all activity is constantly logged in them.
Monitoring Studio Exprestcilitatesanalysis of largeOG files, and its LOG file string search feature
enables you to run searches only on the newly appended lines.

The basic steps to monitor and analyze a LOG file are:

1.
2.

3.

Specify the LOG file or indicate the path to the directory that holds it

Select where th parsing should take place: On the managed elemanton the RSM.
When the parsing is done on the RSM, the impact it has on the network traffic will depend on
amount of parsed conterigrowth of file. When the parsing is done on the managed element,
the amount of CPU usage on the managed element will depend onatheunt of parsed
contentand growth ofthe file.

Setup a string search or numeric value extraction to-fimee the monitoring.

Behind the scenes

On Windows

A
A

A

The connection is established with themote element through WBEM (WMI)

If a wildcard is used for the file name, théns the Win32_Directory class looks for the most
recently modified file.

The Win32_DataFile class is used to collect all thedifted data.
The values or information displayed in the Portal interface through the various parameters
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On UNIX/Linux

A The connection is established with the remote element via SSH or Telnet
A If a wildcard is used for the file name, then the command "find" is used to get the most recently
modified file.
A The command "Is" is used to find all the fildated data.
A Thevalues oiinformation is displayed in the Portal interface through the various parameters.
Parameters
Name Conditions
Access Rights Text On UNIX/Linux system&arameter displays thecaess rights to the monitore( Alarm or
fileinthe¥ 2 NYY G NBENB ENB EE Warning
On Windows system: The parameter is unavailabl&k S Y Saal 358 Alarm
displayed. No default
thresholdsor
alertsset
. [ Exists
Exists Text Alarm or
Oct 18, 2007 5:06:59 PM CEST Warning
| Stotus and Parameter | Currently | isory | Alarm
Bl exists frue i )
: : : Alarm activated
Parameter that reflects hetheror not the monitored filds currently present | by default
Unit: Boolean True or False
Group Text OnUNIX/LinuxParameter displays the owner group of the file. Alarm or
Onz AyR264 &84GSYaY CKS LI NI YSGSNg 7 Vamng
displayed. Alarm
No default
thresholds or
alerts set
7| Growth Percentage
Growth Numeric Alarm or
percentage Oct 18, 2007 5:12:47 PM CEST Warning
[ Status and Porameter | Currently  tistor | Alarm
| @Growth Percentage 0,000 %/min 2]
No default
Parameter displays thergwth of the monitored file relativeo its prevbus size thresholds or
in percentage alerts set
¢ KS LI NI Y $sicakmNaed as@hhofvsizS
Current Size — Previous Size 1

Growti Percentage =

* 100%
Previous Size Current Time — Previous Time

Unit: %/min Percenageper minute
Note: The value can be negative when the file shrinks in size
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Parameter Type Description Alert
Name Conditions

Growth Speed | Numeric ' Alarm or
Oct 18, 2007 5:20:40 PM CEST .
Warning
 status and Parameter | Carenty _ istory|
i 8 Growth Speed | 0.000 K.Bf"!nin 1 ] Alarm
Parameterisplays the gowth of the monitored file calculated as follows: No default
piay iy ’ thresholds or
Growtis . Current Size — Previous Size alerts set
rowtgopeed = Current Time — Previous Time
Unit: KB/min (Kilobytes per minQte
Note: The value can be negative when the file shrinks in size.
Last Modified Numeric = Alarm or
Oct 18, 2007 5:24:49 PM CEST Warning
Alarmm
| Blisstviodfies | 07.00mnues) EA
P flects the time elapsed since the | dification of the monit¢ \o.0cau!
f_Iarameter reflects the time elapsed since the last modification of the monit¢ ..« oids or
le. alerts set
Unit: Minutes
Monitored File = Text RSN Alarm or
Oct 18, 2007 5:28:25 PM CEST Warning
 Status and parameter | Comenty s Alarm
| Biontorec Fie | crlmesoftwarelyemote service monitor sm23\server smiogysm.og Y No default
Parameter displays the full path of the currently monitored file. tt:r?tsholiisor
alertsse
Note: This parameter allows you to easily identify which file is monitored \
wildcards have been used in theA S f ramet 2 RJF ata e sontoketl. S
Owner Text OnUNIX/Linux system®arameter displays the owner of the file. Alarm or
. . . . T Warnin
On Windows: Parameter is not available. The messade?2  Ksldigplayed. 9
Alarm
No default
thresholdsor
alertsset
Size Numeric 4 Alarm or
Oct 18, 2007 5:39:54 PM CEST Warning
 Status and Parameter | Currenty | tistory | Alarm
8 5ize 121853k A
Parameter displays the size of the monitored file. thresholdsor
alertsset

Unit: KB(Kilobytes)

Thresholds can be set and modified on all parameters.
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Setting up a LOGfile monitoring and analysis instance
To createan instance of the LOG File Monitoring and Analysis tool:

1. Go to he Configuretab, click on theelementon which you wish to use the tool.
2. Scroll to theApplication Classection, click orAdd.

|‘ Status Reports Events Configure
”~
Remate Service Monitars B Application Classes [ 444 Delete
Shared Credentisls B
Application
Tags .
Ping
User Groups
Users Tags Assign Unassign |
| s
= Tag A | Creator &
@ & Mothing found to display
= sentry
(& pashboards Blackout Periods | Add | Edit | Delete |
= @ Infrastructure These blackout periods affect all participating elements in the
= sentry lab pane.
T gyt + v+ Lowte 1|
— C Mothing found to display.
< | = < |

Figure25: Add application clasgmonitoring tool)

3. SelectMiscellaneoudrom the drop down category list.

|‘ Status Reports Events

S
Remote Service Monitors T
Shared Credentials

Tags

User Groups

Properties - eco - Add Application Classes

Select the application dasses you want to add, then dick Next.

Users

eA= P

= sentry -I

Figure26: SelectMiscellaneousas category

Select Category

Miscelzneous v

Miscellaneous

Available Applicat||etworking
ey Port Monitors

SHMP Listener
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4. The Available Application Classesill display all the application classes in this category. The
Monitoring Studio Express application classes/maimiigtools appear with the prefistudio.

Sebact Category ‘Mscelneous ¥

Availabdle Application Classes
Appheation Class Instances | Description
[J Stedho - P Poling (JB0ss) 1 Retrieve the value of MBesn oiects fom the J505s Appboaton Server,
[ Stk - M Poling [JonAS) 1 ™ Retrieve the value of Misen objects from the JOnAS Apglcation Server.
|: Shuda - I Poling (Standard or Standslone 1M Applcation)) 1 e Retrieve the value of MBesn objects fom a Stardard 00 Applcstion.
[ St - 10 Paling (ieblogic) 1 Ritrisve the valos of MBean stjects from & Weblage: Application Server,
[J  teio - IO Poling [WebSphare] 1w Refrieve the valse of MBean stests fom a WebSohent Apploaton Server,
E Sturha - LOG Flle Monitoring and Analyss (Wirdows) 1 e Monitor e presence, size, growth and secunty of & log file and also parse the content of the log fle.
E Lo - Remote Command Exadution and Anshess (Wirdcnves) 1w Exacubs remotely ard snslyse She output of 8 command e o & Windows Syshem.
[0 Stuhs - SN-P Poling 1w Poll an SHP agent (serple varisbies or thbles) andl analyze the vaiues,
[ Stucka - S0L Quary (Marosoft SOL Server) 1 Excaroute and analyze e result of & SQL cutry on B Miorosoft SOL databade sarver,
D Studio - 50U Query (My50L Server]) 1 e Execute and analyze the result of & SQL query on a MySCL datsbace server,
E_ St - S0 Quesry [Orace Datshsge Sarer) 1w Exmute and analyze e result of & 50U query on 8 Orace database server,
[0 Stusbe - WBEM Recuest (Windows WM, CIM ever RPC) 1 Ratrieve & deiblyze the nesult of & WME guery on 8 Windaws server,
E St - Web Reguest (Fost a form, HTTP POST) 1 e Post an HTTAS) request and analyze the resoorse of the Web server,
D Shudo - Web Reguest (Smple, HTTR GET) 1 e Gek o HTTPS) reguest and analyse She nesponse of the Web server,

Figure27: SelectStudio¢ LOG File Monitoring and Analysiom the list

5. SelectStudio ¢ LOG File Monitoring and Analysind select the number of LOG file instances
you wish to create on this elementMext. Youcan create up to 10 instances at this stage, or
create just 1 now and add others later.

6. You arrive at thd’roperties and Credentialpage. Enter the information redped for setting up
the LOG File Analysis instance and did#.
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Information required for monitoring

Descriptive Label Label describing the application class/monitoring tool

Collection Interval Frequency of collectiofmonitoring/polling). Unit: Minutes. Default: 5 minutes

Credentials
Connect As Login used to connect to the remote elemen Login used to connect to the remote element through
through WMI Telnet or SSH
Password Password associated with the login above  Password associated with the login above

Credentials Shared credentialgsed for authentication Shared credentials used for authentication

AccesAs Not applicable Loginto execute the commandJseonly if alogin other
than the "Connect As" logis needed Once connected,
the "su" command will be used to impersonate as the
specified user and execute the command.

Password Password associated with the login above.
Credentials Shared credentials used for authentication
Hostname Hostname or IRddress of the remote element. Appears by default.
Remote Access N/A (Automatically connects using WMI) Telnet or SSHselect the method to connect to the
Method remote element.
DebugMode Yesenables the debug mode, whidodisables it. The debug output produced is stored on the RSM sk

in a file located at: %RSM_HBGRH/RSM(xX)/SEN_MS/sen_ms_debug fitshName.log. It is
inadvisable to leave the debug mode enabled for too long as the debug file may grow indefinitely.

7. Enter the information and clicklext and you arrive at thd’roperties and Credentialpage asking
for the input properties of the new LOG file instance.

Input properties for the LOG file instance

Input properties
Properties and Cradentizls

I N L
Descriptive Label: I:I The label that will be displayed to describe this application dass.

LOG File Path: I:I . LOG file name with its complete path, or, enter just the path to the directory containing the file. If the directory path is
indicated, it is the most recently modified LOG file within that is considered.

Perform Parsing: On the Managed Element [w]|= Parsing on the managed element could result in high CPU usage depending on the file content parsed. Parsing an the
" RSM could result in more network traffic depending on the file content parsed.
0n the Managed Element
On the RSM

Figure28: Enterthe properties for the LOG filemonitoring instance

+ DescriptiveLabel Enter a label describing this monitored instance

+ LOGFile Path Specify the LOG file name with its complete path, or, enter just the path to
the directory containing the file. If the directory is indted, it is the most recently modified
LOG file that is considered.
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4+ Perform ParsingSelect an optiondOn the managed elemefit 2 NJ ahy (KS w{a¢ ®
Parsing on the managed element could result in higher CPU usage but lower network traffic;
this depends onfte amount offile content to be parsed/file growth, whereas for the same
reasons, parsing on the RSM would result in higher network traffic but |@R&F usage.

8. Enter the properties ancclick Next to arrive at the thresholds setting page, @dd aString
Searchor a NumericValue Extraction for this instance. The string search and numeric value
extraction instances can also be set later.

9. On clickingNext the input properties are displayed grayedt. This page allows you to Vi
edit or delete the newlcreated instances and/or add another instance for the same element. If
the information is correctglickNext

10. You arive at the Thresholds, Properties and Credentiajsage. Set thresholds and alert
conditions See details ongrameters and alert conditions in the sectigiarameters

By default, theExistsparameter is enabled to raise alarmif the file is not present. Yooan
modify this setting if it does not suit your requiremenihresholds and alerts can be set for
each parameter. Check the Warning and/or Alarm boxes next to the parameters to activate
alerts as per your specific requirements.

Note
Thresholds canbe e 2 NJ Y2RAFASR 4 lFyeé GAYS o0& OfAO(lAy3a 2y (G(KS St S
Thresholds, Properties and Credentials.

11. Click orFinish Changes have been Savadssage pops up, and an icon appears in the left pane
of the window displaying the newdgreated LOG file instance. Under Application classes the
new class appears bearing the label as set by the user.

You have successfubgtup an instance of thd.OG B¢ Monitoring and Analysitool.

Editing or deleting an instance

To edit or delete the instance, follow the regular procedure as for all Performance Managers on the
Portal, or see-diting ordeleting an instance
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Example of a LOGFile Monitoring and Analysis instance
Aim
In this example, we setup the monitoring of the /var/adm/messages system LOG file of a Sun Solaris
server.
Procedure
'RR | yS8 &ay¥pPiegNRy3a YR !yltearaeg Ofl aay
A Specify the credentials to connect through SSH
A w22 ONBRSyuGuAlrfa FNB y2id ySSRSR o6t Sl @S GKS
A {SEtSO0 a{{1¢é¢ Fta GKS O2yySOGA2Yy YSGK2R ¢
systems)
AddayS¢g [hD FAES G2 Y2yA(d2NJI 6! RR aLyLlzi LINRLISNIASES
A Specify the path to the log file: /var/adm/messages
A [ StSOG atFNESR 2y (GKS alyl3aSR 9t SyYSyidé¢ 2LIA
Add a new String Search:

A [FoStY aclkdlFf 9NNERNRE
A/ wL¢OwWLhb ™Y [ AY & thdzdum 2ojuint skpérator Bol-(alahki £
space), case insensitive

Add a new String Search:
A [FroStY a5Aa] 2FNYyAy3Ias

Column separator igb (blank space)
A Reinitialize alerts after 24 hours

A Count lines that match with [CRITERION 1] and [CRITERION 2]

A/ wL¢OwLhb MY [ AYS vdzlimnCasyiadersitve a8 0aiAé Ay UK
A/ wL¢OwLhb HY [ AYS Y dzihicol@hytdse iksgnsitives I N Ay I € Ay
A

Specify the following thresholds:
A hy GKS dal GOKAY 3 [ A ¢girBd searchd dNE YG{1EBNI 210S GoAZFieK
(without the quotes) regular expression threshold that will raise an alarm when it is
found at least once
A hy GKS dqal G§OKAY3 [ AYyS /s#mysedrchdbjects) énablaithbll Y S S |
alarm threshold when the parameteeaches 1

Result

2S gAfft 3ASG fSNIa 2y GUKS dal GOKAYy3 [AySagég LI NIY
String Searches object as such errors are written to the /var/adm/messages system LOG file.
¢KS FftSNIa 2y 0KS a&wailcontik thg attua) ekrgf ®and in that LOG Webens NJ
FlLaOlf SNNRN) Aad LRaGdSR Ay GKS [ hD FAtS F2N SEIl YLX
[ 2dzy ¢ LI NI YSGSNI gAff NI A&S +y FEFNYe | (théiKS ySE
Gal GOKAY3a [AySaé LI NIYSGSNI NBlOdzNya G2 GKS hy adal
alarm for 24 hours (as it has been setup).
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5. String Search on LOG Files

TheLOG Fil&tring Searctool enables you to finrdune your monitoring of LG files.

What you can do with this tool

Monitoring Studio Express offers a powerful string search capability. You can search for strings that must
"be found" or "not be found" in a given source.

A A must be foundstring search looks through the specified sz and triggers an alert if the
specified string is not found.

A Amust not be foundtring search triggers an alert when the specified string is found.

You can set alert thresholds for the string searches, and make your monitoring more proactive and
powerful.

How it works (summary)

The string search tool is integrated within the LOG Mibaitoring andAnalysis toolwhich enables you
to add the string search during creation of a LOG file instance itself. You can alsadti@lgl searchany
time later through theEditfeature.

An instance can have several string searches running on it and alert thresholds can be set for all the
string search instances. The string search runs differently on LOG Wiesre it searches only amongst

the new lines appendk since the last poll; whereas for flat sources, the entire information source is
searched (as per the indications specified: what; where etc).

The basic mechanism is:

1. Specify the information source i.e. the LOG file name and. path
2. Specify whether the paisg should be done on the RSM or, on the managed element.

When the parsing is done on the RSM, the impact it has on the network traffic will depend on
the amount of parsed contdafgrowth of file. When the parsing is done on the managed
element, the amountof CPU usage on the managed element will depend on phesed
content/growth of file

3. Specify what the source must contain or must not contain (a combination of two regular
expressions)

4. LYRAOFGS GKS aidNAxRy3aIQa t20FGA2y AdSd gKSNB G2
number, and which lines: dlhesor specific lines)

Note

On creation of the string search instance, Monitoring Studio Express starts the search from thietleadile. Then as new
lines are appended, a maximum of 10MB of file content is parsed at each pallerger prevent network congestion
andor CPU overuse
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Behind the scenes on Windows systems

When LOG file parsing is performed on the managedement:

1.

Two files:sen_ms_excerpt.exand sen_ms_nawk.exare copied from the RSM to the remote
element and placed on %SystemRodBkRN_MS

The sen_ms_excerpt.exile is used to extract the file content up to a maximum of 10MB at
each poll.

The sen_ms_nwk.exe file performs the parsing on the extracted content on the remote
element, and only the last 1000 bytes of the parsed result is temporarily stored in a file on
%SystemROOtVSEN_MS

This output is then copied to the RSM at: %RSM_HQRE#MxXservekrsm\tmp\deploy and
the file is deleted from the remote element.

The output is then displayed on the Portal under the paramekldatching Lims, and it is
deletedfrom the RSM

When LOG file parsing is performed on the RSM:

1.

4.

Just one filesen_ms_excerpt.exs copied from the RSM to the remote element and placed at:
%SystemRooOtVSEN_MS

Thesen_ms_excerpt.exile is used to extract the file content up toraaximum of 10MB at
each poll

The extracted file content is transferred to the RSM wheredbe _ms_nawlexefile performs
the parsing.

Only the last 1000 bytes are displayedhie parameterMatching Lines

Behind the scenes on UNIX/Linux

When LOG file parsing is performed on the managed element:

1.

3.

The commandsail and headare used to extract the fileontent up to a maximum of 10MB at
each poll.

The commandawk or nawk are usedto parse the extracted content on the remote element,
and only the last 1000 bytes of the parsed result is returned.

The returned output is then displayed on the Portal under the paramétaiching Lines.

When LOG file parsing is performed on the RSM:

1.

The commandsail and headare used to extract the file content up to a maximum of 10MB at
each poll.

The extractedife content is transferred to the RSM where then_ms_nawk.exkle performs
the parsing on the extracted content.

Only the last 1000 bytes are displayed in the parameédtching Lines
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Parameters
Alert Conditions
Matching Line Rate Numeric | Parameter displays the number of lines per minute that ma Alarm or Warning
(HB) the specified criteria.
Alarm
Unit: Lines/min (Lines per minute
( P ) No default
Activate this parameter if a higher line rate is desirable. thresholdsor
alertsset
Matching Line Rate Numeric Parameter displays the number of lines per minute that ma Alarm or Warning
(LB) the specified criteria.
Alarm
Unit: Lines/min (Lines per minute
o in (L P inute) No ddault
Activate this parameter if a lower line rate is desirable. thresholdsor
alertsset
Matching Lines Text 7 Matching Line(s) Alarm or Warning
Sep 5, 2007 6:37:22 PM CEST
Alarm
 Status and Porameter | Camenty
Status and Parameter m NO defau|t
81 Matching Line(s) SEP 500 1474,54-14.33 L.00%:  EA

thresholdsor
Parameter displays thénkes that match the specified criteri alertsset
extracted from the monitored filelf more than 1 kilobyte of

text is to be shown, only the last kilobyte of matching knis

displayed irthe parameter.

Matching Line Count Numeric | Parameter displaythe number of lines that matcthe specified| Alarm or Warning

(HB) criteria since the last acknowledgement or reset. Alarm
Thisparameter keeps increasirfgr each line that matches the
- o . . No default
specified criteria. It is automatically reset to zero when t{ threshold
specified acknowledgement string is found, or when | altra?tsssc;t sor

specified timeout is reached.
Unit: General number

Activate the thresholds on this parameter if a higlwEunt is
desirable.

Matching Line Count | Numeric = Parameter displaythe number of lines that matcthe specified| Alarm or Warning

(LB) criteria since the last acknowledgement or reset. Alarm
Thisparameter keeps increasing for each line that matches
- g . f No default
specified criteria. It is automatically reset to zero when t{ thresholdsor
specified acknowledgement string is found, or when | alertsset

specified timeout is reached.
Unit: General number

Activate the thresholds onhts parameter if a lower count i
desirable.

Thresholds can be set and modified on all parameters.
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(HB) = "Higher is Better" and (LB) = "Lower is Better". HB and LB parametaisvayB display the same value since,
basically, both represent the same value. The purpose of having two parameters for the same value is to be able to set
different alert thresholds depending on theature of the monitored objectFor instance, an alertan be set to be
triggered on the HB parameter when the value dips too low (it breaches the lower threshold of the range) and an alert can
be set on the LB parameter to go off when the value rises too high. The setting of alerts is flexible and can dre done

either of the two parameters, on both, or on neither; it depends entirely on nature of the monitored object and the user's
specific needs.

Setting-up astring search on a LOG ile

The string search function is integrated within the LOGMdaitoring and Analysis tool, so you can add
a string search in two ways:

A Eitherduring the creation of the LOG file instance
A Or later,through theEditfeature.

Adding a string search during the creation of the LOG file instance

The option to add a string search appears on Al Application Instance Properties and Credentials
page during the creation of every new LOG file instance.

1. Enter the input propertiegor the LOG file instancand click orAdd next to String Search

Input properties
Properties and Credentials

N S ™
Descriptive Label:  [| 57 " The label that will be displayed to describe this application dass.
LOG File Path: ¢ fomc/Orace = LOG file name with its complete path, or, enter just the path to the directory containing the file. If the directory path is indicated, itis the most recently

modified LOG file within that is considered,

Perfarm Parsing: On the Managed Element | =  Parsing on the managed element could resultin high CPU usage depending on the file content parsed. Parsing on the RSM could result in more network
traffic depending on the file content parsed.

Input properties : String Search jidd

Fhome —Voive — Dcrpton

Mo properties have been configured for String Search

Figure29: Add a string search while creating the LOG file monitoring instance

2. The page that displays shows the input properties entered for the new LOG file instance in the
process of being created, followed by fields to add a string search for this new LOG file instance.

3. Enter the requirednput properties for the LO@le dring searchand on clickingNext the page
displays all theroperties for the application class under creation and the string search added.
You can edit/diete the properties if they are incorrect. If not, click Hext.

4. Next, you arriveat the Thresholds, Properties and Credentigiage Set/modify thresholds and
alert conditions here for the LOG file instance as well as the string search just &ided.
search has no alert conditions set by defaube the section Parametersfor details on
parameters andilert conditionsfor the string search instance.

5. ClickFinish AChanges Savetiessage indicates that the application class and its string search
have been successfully added!
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Adding a string search later through Edit
A string search can be addedtte LOG file instance any time. To do this:

1. Inthe Configuretab, click on thd QG fileinstanceto which yas wish to add the string search
and clickedit.

2. TheEdit Application Classepage appearsScroll down to theapplication class instancénput
Propertiessection, and clickEdit

Properties - Studio - LOG File Monitoring and Analysis (Windows) - Edit Application Classes

Save Cancel

Thresholds, Properties and Credentials

Studio - LOG File Monitoring and Analysis (Windows): Studio - LOG File Monitoring and Analysis (Windows)
Properties and Credentials

T
Descriptive Label: Studio -LOG Filo Momor] = The label that will be cisplayed to describe this application dass.

Collection Interval: = How frequently in minutes callection is performed.

Credentials:

() ConnectAs: l:l Login used to connect to the remote element through WMI,
Password: |:| Passward,

@ Shared Shared Credential used for authentication.
Credentials:
Hostname: |:| Hostname or IP address of the remote machine.

Debug Mode: = ‘fes enables the debug mode. The debug output produced is stored on the RSM server in 2 file located at “%RSM_HOME ¥e/RSM(xx) /SEN_MS/sen_ms_debug_file_hostname.log”, Please do
leave the debug mode enabled far too lang as the debug file may grow indefinitely,

Studio - LOG File Monitoring and Analysis (Windows) : Input properties Add

—
Loc | Edit Delete
Descriptive Label: l:l - The label that will be displayed to describe this application dass.

LOG File Path: l:l - LOG file name with its complets path, or, enter just the path to the directory containing the file, If the directory path is indicated, itis the most recently modified LOG file within that is consider

Figure30: Edit the L@ file instance

3. TheProperties- Edit- Instance Properties and Credentigigmge appears. Cligkdd next toLOG:
String Search

Properties - Edit - Instance Properties and Credentials

Next Cancel

Input properties
Properties and Credentials

e ™ —
Descriptive Label: _ . The label that will be displayed to describe this application dass.
LOG File Path: . LOG file name with its complete path, or, enter just the path to the directory containing the file. If the directory path is indicated, it is the most recently 1
— within that is considered.

Perform Parsing: On the Managed Element % =  Parsing on the managed element could resultin high CPU usage depending on the file content parsed. Parsing on the RSM could resultin mare netwerk tr
d

the file content parsed.

LOG : String Search gdd

tome oo Desrton

Mo properties have been configured for String Search

Figure31: Add a string search to the existing LOG file instance

4. Enter thelnputproperties for the LO@e dring searchand clickNext

If you wish to add another string search instance to the same log file instarutedatiinstead ofNext
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k}—-‘?ﬁ’ SOFT!/ /i1

e www. sentrysoftware.nat
=



User GuideMonitoring Tools

Input

SENTRY SOFT

The next page displays all the input properties entered. Verify the accuracy anNekick

You arrive next at th@hresholds, Properties and Credentigiage: Set/modify thresholds and
alert conditions here for the string search just add8ee the sectioarametersor details on
parameters andlert conditions String search has no alert conditions set by default.

ClickFinish A Changes Savedhessage indicates that the string search has been successfully
added!

properties for the LOG file string search

You can:

>\ >~ >~

A

Search for up to two strgs

Indicate whether or not the strings should be found, or, not be faund
Speciy where to look for the strings

Specify the time interval for autacknowledgement of alerts

Hereare the input properties required for settingp a string search on a LO@:f

| Name Description

Descriptive Label The label describing the LOG file string search instance

CountLinesthat Matchwith Select an option for the search:

A [CRITERION 1] and [CRITERION 2]
A [CRITERION 1] and [CRITERION 2]

----[CRITERION 13}- Select an option from the dregown list:

A Line must contain
A Line must NOT contain

[1] Regular Expression Enter the first Regular Expression.

Special characters include* + ? [] () |

1] Case

Select an option from the dregown list:
A Casesensitive
A Casdnsensitive

[1] Located Specify the location of the [1] Regular Expression

A Anywhere in the line
A In the column number below

[1] In the Column Number Enter a column number where the [1] Regular Expression is located.

Valid ONLY IF the option "In the column number" is selected in the above

Example 2, 5 or 10 etc.

----[CRITERION 2}- Select an option from the dregown list:

A Line must contain
A Line must NOT contain

[2] Regular Expression Enter thesecondRegular Expression.

Special characters include* + 2 [] () |
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Name _ Description

[2] Case Sensitive Select an option from the dredown list:
A Casesensitive
A Casdnsensitive

[2] Located Specify the location of [2] Regular Expression
A Anywhere in the line
A In thecolumn number below

[2] In the Column Number Enter a column number where the [2] Regular Expression is located.
Valid ONLY IF the option "In the column number" is selected in the above

Example 2, 5 or 10 etc.

[ACK] Regular Expression Enter the [ACK] Regular Expression.

Special characters include* + 2 [] () |

[ACK] Case Select an option from the dredown list:
A Casesensitive
A Casensensitive

[ACK] Located Specify the location of thEACKRegular Expression
A Anywhere in thdine
A In the column number below

[ACK] In the Column Number Enter a column number where tHACKRegulaExpression ikcated. Valid
ONLY IF the option "In the column number" is selected in the above field.

Example 2, 5 or 10 etc.

Auto-Reset ¢CAYS AYUSNBIt G2 Fdzi2YlI GAOFft& NB
2 KSy &aSi (G2 abS@SNEZ GKS dal G§OKAY
[ACKcriteriais met.

A Never

A After 24 hours (by default)

A After 6 hours

A After 1 hour

A At each collect
Whenséi G2 a!d SKHOK 0O2tftSO0Gésx GKS o
parameter changes slighthit will representthe exact number of lines that
match [CRITERION 1] and/or [CRITERION 2] at each. collect

[ALL]Columns are Separated by Specify thecharacters that act as column separators:
Default separator is a serablon: ;

Predefined separator values:
A \sfor any number of spaces (spacebar) or tabs.
A\t for tabulation
A \b for any number of spaces (spacebar)

\ S SOFTV
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6. Numeric Value Extraction on LOG Files

The LOG File Numeric Values Extraction tool enables you téufieeyour monitoring by extracting
numericvalues from a LOG file and buiild graphs with these values.

What you can do with this tool

Problems with an application are not always as simplea aentence explaining that an "error has
occurred." Sometimes, an application reports its health by providing critical numbers, like a queue
length, a processing time, a utilization percentage, etc.

LOG files often contain numeric values representing ¥akie of somethingcritical related to the
monitored application: a queue length, a processing time, a utilization percentage, etc. Monitoring
Studio Express is able to read these values in the LOG file and report them as a graph in BMC Portal. This
feature is calledNumeric Value Extractiaas its purpose is to extract numeric values from a text input (a

LOG file, web page, the output of a command, the result of a SQL query, etc.).

Monitoring Studio Express runs the search as per the criteria and extitaetnumerical values found.
Graphs are built with these values and you can set thresholds in order to trigger alerts if/when the
numbers breach your specific thresholds. The numeric value extraction tool makes your morfaoring
more proactive and powéul.

How it works (summary)

All you need to do is indicate how to find the numeric value(4)O& file First, look only in lines that
match a specified regular expression, and then from those lines, extract the numeric value located in the
"X" column, orlocated after/before a specified string. Monitoring Studio Express runs the search as per
the specifiedcriteria and extracts the numerical values found. Graphs are built with these values and
you can set thresholds in order to trigger alerts if/when thenbers breach your specific thresholds.

The basic mechanism is:

1. Specify an information source

2. Specify with a regular expression in which lines of the searched content the numericivalue
located

3. LYRAOFIGS GKS ydzYSNAR O O tefdeSdher thé <2rifg; dolirgnyhumbef (K S & ¢
etc.

4. Indicate which numbers are to be considered if several lines contain the searched numeric
value first value, last value, calculate avge highest value; lowest value.

The numeric value extraction tool is integed within the LOG File Monitoring and Analysis tool which
enables you to add a numeric value extraction during the creation of a LO@sfidece, or/and any
time later after creation of the instance. Alert thresholds can be set for all the nigrmalie extraction
instances.

The numeric value extraction runs differently amningsources such as LOG filesvhere it searches
only amongst the new lines appended since the last poll; whereasfldbrsources, the entire
information source is searched (as per the indications specifibdt; whereetc).
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Behind the scenes on Windows systems

When the numeric value extraction of the LOG file is performed on the managed element:

1.

Two files:sen_ms_excerpt.exand sen_ms_nawk.exare copied from the RSM to the remote
element and placed on %SystemRodBkRN_MS

The parsing is performed on the remote element and the output is temporarily stored in a file
on %SystemRooSEN_MS

This output is then copied to the RSM 8RSM_HOMBRSMxXservekrsm\itmp\deploy and

the fileisdeleted from the remote element.

The output is then displayed on the Portal under the parametatie (HB and LB) and i$
deletedfrom the RSM

When the numeric value extraction of the LOG filis performed on the RSM:

1.

4.

Just one filesen_ms_excerpt.exe copied from the RSM to the remote element and placed at:
%SystemRootVSEN_MS

The parsing is performed on the remote element and the output is temporarily stored in a file at
%SystemROOtVYSEN_NB.

This output is then copied to the RSM at: %RSM_HQRE#MxXservekrsmitmp\deploy; and
the file is deleted from the remote element.

The output is displayed in the parametafalue(HB and LB) andigdeleted from the RSM

Behind the scenes on UNIX/linux

When the numeric value extraction of the LOG file is performed on the managed element:

1.

3.

The commandsail and headare used to extract the file content up to a maximum of 10MB at
each poll.

The commandawk or nawk are usedto parse the extra@d content on the remote element,
and only the last 1000 bytes of the parsed result is returned.

The returned output is then displayed on the Portal under the paramétaiae(HB and LB)

When the numeric value extraction of the LOG file is performed dhe RSM:

1.

3.

The commandsail and headare used to extract the file content up to a maximum of 10MB at
each poll.

The extracted file content is transferred to the RSM wheredbr_ms_nawk.exkle performs
the parsing on the extracted content.

The returred output is then displayed on the Portal under the parametakie(HB and LB)

Note

On creation of the numeric value extraction instance, Monitoring Studio Express starts the search from the end of the file.
Then as new lines are appended, a maximum@W¥B of file content is parsed at each polling in order prevent network
congestion anfbr CPU overuse.
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Parameters
Parameter Type Description Alert Conditions
INEI(E
Value (HB) Numeric Parameter displays thealue extracted from the LOG file. Alarm or Warning
Unit: General number Alarm
b2 RIGFEE RA&ALX F8SR Ay RAOI ( Nodefault thresholdsr
specified criteria are found. Possible causes are stated. alertsset
Activate the thresholds on this parameter if a higher value i<
desirable.
Value (LB) Numeric Parameter displays the val@xtracted from the LOG file. Alarm or Warning
Unit: General number Alarm
b2 RIGEFEE RA&ALX F8SR Ay RAOI ( Nodefault thresholdsr
specified criteria are found. Possible causes are stated. alertsset

Activate the thresholds othis parameter if a lower value is
desirable.

Thresholds can be set and modified on all parameters.

(HB) = "Higher is Better" and (LB) = "Lower is Better". HB and LB parametaisvayl display the same value since,
basically, both represent the same value. The purpose of having two parameters for the same value is to be able to set
different alert thresholds depending on the nature of the monitored object. For instance, an alerbe set to be
triggered on the HB parameter when the value dips too low (it breaches the lower threshold of the range) and an alert can
be set on the LB parameter to go off when the value rises too high. The setting of alerts is flexible and can dre done
either of the two parameters, on both, or on neither; it depends entirely on nature of the monitored object and the user's
specific needs.

Setting-up a numeric value extraction on aLOGfile

The numeric value extraction feature is integrated within @G File Monitoring and Analysis tool
itself. You can addhe instance in two ways:

A Eitherduring the creation of the instance of the LOG filenitoring andanalysis instance
A Or later, through theEditfeature (while editingthe properties and credentialsf an instance).
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Adding a numeric value extraction instance during the creation of the LOG file instance

The option to perform a numeric value extraction appears onAld Application Instance Properties
and Credentialpage during the creation of theOG file analysis instance
1. Enter the input properties for thanstanceand click orAdd next toNumeric Value Extraction
Properties - Edit - Instance Properties and Credentials

Next Cancel

Input properties
Properties and Credentials

e o rE————————————

Descriptive Label: L0G The |abel that will be displayed to describe this application dass,
LOG File Path: - LOG file name with its complete path, or, enter just the path to the directory containing the file, If the directory path is indicated, it is the mast recently modified LOG file
i within that is considered.

Perform Parsing: On the Managed Element |+ |=  Parsing on the managed element could result in high CPU usage depending on the file content parsed. Parsing on the RSM could result in more network traffic depending on

the file content parsed.
LOG : String Search ﬂ

Frome o Descrpion

Mo properties have been configured for String Search

LOG : Numeric Value Extraction fdd

Crame o esepion

Mo properties have been configured for Numeric Value Extraction

Figure32: Add a numeric value extraction while creating a LOG file monitoring instance

2. The page thatlisplays shows the input properties entered for the new LOG file instance in the
process of being createdbllowed by fields to add a numeric value extraction for this new LOG
file instance (under string search).

3. Enter the requirednput properties for nmericvalue extractions on LOGfiles and on clicking
Next, the page displays all the properties for the applioaticlass under creation and the
numeric value extraction added. You can edit/delete the properties if they are incorrect. If not,
click onNext

4. You arrive next at th@hresholds, Properties and Credentigiage St/modify thresholds and
alert conditions here for the LOG file instanceveell as the numeric value extraction just added.
For details on parameters aradlert conditions refer to thesectionParameters

5. ClickFinish AChanges Savethessage indicates that the LOG file analysis instance and its
numeric value extraction have been successfully added!
Adding a numeric value extraction instance later through Edit
A numeric value extraction can be added to an LOG file anailgtisce at any time. To do this

1. In the Configuretab, cick on theLOG file analysis instanc® which you wish to add the
numeric value extractiorClickEdit

& -\ SENTRY
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2. The Edit Threshold, Properties and Credentials pagppears. Scroll down to the LOG file
analysis instanceput propertiesand clickedit

Properties - Studio - LOG File Monitoring and Analysis (Windows) - Edit Application Classes

Save Cancel

Thresholds, Properties and Credentials

Studio - LOG File Monitaring and Analysis (Windows): Studio - LOG File Monitoring and Analysis (Windows)
Properties and Credentials

Chame i e
Descriptive Label: Studio - LOG File Moritor] = The label that will be displayed to describe this application dlass.

Collecton Interval: How frequently in minutes collection is performed.

Credentials:

O Connect As: Login used to connect to the remote element through WML

I

Password: Password,
Shared Shared Credential used for authentication.
Credentials:
Hostname: Hostname or IP address of the remote machine.
Debug Mode: = ‘es enables the debug mode, The debug output produced is stored on the RSM server in a file located at "%RSM_HOME%/RSM(00) /SEN_MS /sen_ms_debug_file_hostname.log”, Please do
leave the debug mode enabled for too long as the debug file may grow indefinitely.
Studio - LOG File Monitorin is (Wi : jes | Add
Name
Log | Edit

Descriptive Label:

. The label that wil be displayed to describe this application class.

LOG File Path: . LOG file name with its complete path, or, enter just the path to the directory containing the file. If the directory path is indicated, it is the most recently madified LOG file within that is consider
Figure33: Edit the LOG file instance

3. TheProperties- Edit- Instance Properties and Credentigigge appears. Cligkdd next to LOG:
Numeric Value Extraction
Properties - Edit - Instance Properties and Credentials

Mext Cancel

Input properties
Properties and Credentials

T ™
Descriptive Label: _ - The label that will be displayed to describe this application dass.

LOG File Path: ) LOG file name with its complete path, or, enter just the path to the directory containing the file. If the directory path is indicated, it is the most recently r
cfomcjorade S . .
within that is considered.

Perform Parsing: On the Managed Element (% | =  Parsing on the managed element could result in high CPU usage depending on the file content parsed. Parsing on the RSM could resuit in mare network tr

the file content parsed.

LOG : String Search ﬂ
e Valve — Descroton

Mo properties have been configured for String Search

LOG : Numeric Value Extraction ficd

Nome——oloe —— besrton

Mo properties have been configured for Numeric Value Extraction

Figure34: Add anumeric value extraction instanc® an existing LOG file instance
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4. TheProperties- Edit - Instance Properties and Credentiafsage appearsScroll down to the
Numeric Value Extractiosection

LOG : Numeric Value Extraction A%

I S e
Numeric Value Extraction #1 | Delete
Descriptive Label: l:l . The label that will be displayed to describe this application dass.
Look in: | All lines + |+ | Allinput lines should be parsed to retrieve the numeric value or only those that match with the regular expression
specified below.
Extract the Mumeric Value Located: | After the string = Where the numeric value to be extracted is located in the input lines,
String / Column Mumber: l:l . Specify the string for the option "After the String/Before the String” or the Column Number where the numeric value is
located depending on the selection made above, Example for Column Number: 2 or 3or 7.
Columns are Separated by: l:l Characters that act as column separators. Predefined separators: ‘s for any number of spaces {spacebar) or tabs, \t
for any number of tabs, b for any number of spaces (spacebar)
Expected Format: 100000 v |=
If Several Values are Found: Keep the last value found (% | = The numeric value extraction is performed on all input lines {or only those matching the regular expression specified
above), This means that several values may be found from several lines, Specify what to do in such case, given that
only one value is kept per collection.
Rescaling: Mo rescaling =

MNext | Cancel ‘

Figure35: Enterthe propertiesfor the numeric value extractiorand clickNext
5. Enter thelnput propertiefor numericvalue extractions on LOGfilesand clickNext.

Note
If you wish to add another Numeric Value extraction to the same log file instanceAdfidkstead ofNext

6. The page displays all the input properties. Verify élteuracy and clickext You arrive next at
the Thresholds, Properties and Credentialgage. For details on parameters and alert
conditions, refer to the sectioRarameters

7. Set thresholds and alert conditions here for the numeric value extraction just added. The
numeric value extraction has no alert conditions set by default. Elidkh

8. A ChangesSavedmessage indicates that the numeric value extraction instance has been
successfully added!

Input properties for n umeric value extraction son LOGfiles

Name Description

Descriptive Label The label describing the numeric value extraction instance
Look in Specify which lines should be consideredtfe numericvalueextractionby selecting
any one of the option from the dredown list:
A Alllines
A Lines matching the Retar Exgessionbelow
Regular Expression Enter the Reglar Expessionto be searched for.
Extract the Numeric Valukocated Indicate the location ofthe numeric value:

A After the string
A Before the string
A In the following column number

£2Z9\ SENTRY
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‘ Name Description

String/Column Number Enter a string or a column number in which the numeric value is located. This de|
on the selection made in the preceding field.

Example for columnumber: 2 or 3 or 7.

Column Separators Specify the characters that act as column separators:
Default separator is a seroblon: ;

Predefined separator values:

A \s for any number of spaces (spacebar) or tabs.

A\t for tabulation

A \b for any number of spacdspacebar)
Expected Format Select the expected format of the numeric value from the ddapvn list
If Several Numeri®/alues are Found Specify what should be done if several numeric values matching your criteria are

found:

A Keep the first value found

A Keep the last value found

A Calculate the average

A Keep the lowest value

A Keep the highest value

A Add up all the values
Rescaling Select an option from the dregown list:

A Norescaling
A Divide the value by
A Multiply the value by

Rescaling Factor Enter thefactor with which the numeric value extracted is to besaaled in order to
have a more readable graph.
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7. SNMPPolling

Monitoring Studio Express enables you to poll SNMP agents and analyze the values retrieved from single
OID variables or SNMP tables. Yean then run string searches and/or perform numerical value
extractions on the return output.

What you can do with this tool

The Studiag SNMP Polling tool allows you to poll SNMP agents and retrieve single OID values or SNMP
table values within the BM®ortal environment. Retrievin@ID values enables operators to easily
identify the root source of a problem and remain informed of the status and health of the monitored
device.You can then finrdune your monitoring by running string searches and/erfprming numeric

value extractions on the return output of the monitored instances.

Background information on SNMP

Applications often rely on middleware instrumented with SNMP (Simple Network Management
Protocol) agents, which contain managed objects tatvide information related to the current state
of its operation.

These objects are arranged in a Management Information Base (MIB). SNMP is an Application Layer
protocol that allows external tools to communicate with the agent and read the values obijkets.

The SNMP agent collects critical information about the middleware, and Monitoring Studio Express,
directly polls the agent and retrieves the value of a given OID (object identifier). All the operator has to
do is interrogate the MIB and interprée value of the OID retrieved by Monitoring Studio.

How it works (summary)
The 3 basic steps to poll the SNMP agent are:
1. ldentify the host (SNMP agent), port and community string
2. Specify the OID or the table to be polled
3. Monitoring Studio Express retfres the values and represents it in a graph.

Finetune the monitoring by searching for strings or performing numeric value extractions irethnr
output of the OID content.

{2\ SENTRY
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Parameters
A
Status Text st Alarm or Warning
Sep 5, 2007 2:31:08 PM CEST
Alarm
stotusand Parameter | Currnty | istory |
B sione o = Bydefault Alarmis
enabledfor the regular
Parameter reflects the connection status to the SNI SELINB & & A 2Y ¢
agent.
GhYé AYRAOIGSE &dz00SaaTd
GClLAftSRéE AYRAOIFGSE& T At dzN
Possible causes are stated.
Text Value Text 7 Text value Alarm orWarning
Sep 5, 2007 2:32:20 PM CEST Alarm
AR No default thresholdsr
T Text value Hardware: x36 Family 15 Madel 4 Stepping 7 AT/aT CovMpe alerts set
Parameter displays the value of the specified @QI®hen
this OID is a text type value.
If the polling is for a entire SNMP table, then the contet
of the SNMP table will be formatted as follows:
- Oneline per table row
- Semicolon separated columns.
ab2 REGL F2dzyRé AYRAOFGS
numeric type valueln such a case, this parameter will |
grey and it is theNumeric Valueparametes that will
display the polled values.
Numeric Value Numeric Parameter displaythe value of the specified OlQwhen = Alarm or Warning
(HB) this OIS is a numeric type value (integer, counter, etc.). Alarm
nit: General number
unit- General numbe No defaultthresholdsor
db2 RIGL &hatkhd BoeddiedidB & a text value alerts set
and hence this parameter is in grey. In this case, it is
Text Value parameter that will display the contgatled.
Activate the thresholds on this parameter if a higher valu
is desirable.
Numeric Value Numeric Parameter displaythe value of the specified OlQwhen | Alarm or Warning
(LB) this ODis a numeric type value (integer, counter, etc.).

Alarm

it: |
unit General number No default thresholdsr

ab2 RI LI éhatkhg BoeddiediObDiis a text vall alerts set
and hence this parameter is in gren this case, it is the
Text Value parameter that will display the content polled

Activate the thresholds on this parameter if a lower value
desirable.
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(HB) = "Higher is Better" and (LB) = "Lower is Better". HB and LB parameters will always display the same value since,
basically, both represent the same value. The purpose of having two parameters for the same value is to be able to set
different alert thresholds depending on the nature of the monitored object.

For instance, an alert can be set to be triggered on the HB parameter when the value dips too low (it breaches the lower
threshold of the range) and an alert can be set on the LB pararteigo off when the value rises too high. The setting of

alerts is flexible and can be done on either of the two parameters, on both, or on neither; it depends entirely on nature of
the monitored object and the user's specific needs.

Text Value ersusNumeric Vale: Tlese parameters display the specified OID object. If it is a numeric valuEexth&/alue
parameter will not be collectednd the results will appear in tidumeric Valugparameters or vice/ersa.

Setting up an SNMP polling instance
Tocreatean instance of th6&NMP Polling tool:

1. Go to theConfiguretab, click on the element on which you wish to use the tool.
2. Scroll to theApplication Classection, click orAdd.

|‘ Status Reports Events Configure
-
Remote Service Monitors 3 Application Classes | a4 Delete
Shared Credentisls =
Tags .
Ping
User Groups
Users Tags| Assin | Unassign |
+ Properties
— | mEnE
Mothing found to display.
= sentry j
Elashioait Blackout Periods | Add | Edit | Delete |
=] Infrastructure These blackout periods affect all participating elements in the
el @ sentry lab pane.
|| .| | Affected Objects 4 | Type +  Date s |
e = Mothing found to display.
< | > < |

Figure36: Add application clasgmonitoring tool)

3. SelectMiscellaneoudrom the drop down category list.

|' Status Reports | Events

~

Remote Service Monitors
Shared Credentials

Tags

User Groups

Users

~ Properties

aaH .

= sentry |

Properties - eco - Add Application Classes

Select the application dasses you want to add, then dick Next.

Miscelaneous |+

Miscelaneous
Available Applicat|1=tworking

PN A=Y Port Monitors
SHMP Listener

Select Category

Figure37: SelectMiscellaneousas category
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4. The Available Application Classesill display all the application classes in this category. The
Monitoring Studio Express application classes/monitotoads appear with the prefistudio.

Select Category | Macelineaus |

Available Application Classes
Apphcation Class
[ Seudio - 1M Poling (MBass)

Studio + IV Foling (10nAS)

Studho - M Poling (Standard or Standalone 100 Applcabon)

Studio - M Polng (Weblogic)
- IV Poling (WebSohere)

Stugio - LOG Fils Monitoring andd Analyss (Windows)

Studio - Remate Command Bxecution and Analyss (Windows)

i I O s s

- SHMP Poling
Saudio « SOL Query (Microsaft SOU Senver)
Studio - S0L Query (MySQL Server)

Studio - SQL Query (Orade Database Server)

[
:

Studio - WEEM Reguest (Wirdows WMI, CIM over RFC)
Studio - Wb Reguest (Fost a form, HTTP POST)

Studio - Vieh Reguest [Smple, HTTF GET)

OOoDOo0Oo

Desoription
R trisys the valus oF MBS sijests fom e Do Appboaton Sarer,

Retrieve the valoe of MBesn cbiects from the JOnaS Apploation Server,

R reve the valle of MBsan obpects from & Stanclard M Applcation.

Retrieve the value of MBesn objects from & Weblogc Applcation Server,

Retrieve the valoe of MBean cbjects from B WebSphere Appboation Server,

Maonitor B presence, s, growth and sequnty of a log file and also parse the content of the log fie.
Eyeousbe remofely and analyze e output of 8 commaend bre on & Windowes sysbem.
Pol & SHMP agent [smple variabies or thbies) and analyze the values,

Exeute and analyze the result of & SOL query on b Moresoft SOL datsbude server,
Execute and analyze the result of a S0L query on a My50L databese server,
Execute and analyse e result of & S0 guery on & Orace databass serer,

R trieve e aealye h nesult of B WMI gusry on & Windows §erver,

Fost an HTTP(S) request and analyze the response of the Wb server,

et an HTTPLS) reguest and analyze the response of the VWeb server,

Figure38: SelectStudio¢ SNMP Pollindrom the list of available appl¢ation classes/monitoringools

5. SelectStudio ¢ SNMP Pollingand select the number of SNMP polling instances you wish to

create on this element Next

You can create one or up to ten instances at this stage; or create just one now and add otmr&iraedater.

6. Enterthe information required for setting up the SNMP Polling instance and Atick

Information Required for Monitoring

Studio - SNMP Polling: Studio - SNMP Polling #2
Properties and Credentials

Description

LD:;;{.lphve Studio - SHMP Paling =2| = The label that will be displayed to describe this application dass.

Collection 5 |wl= How frequently in minutes collection is performed.

Interval: -

Hostname: Hostname or IP address of the remote machine,

Port: « Port number of the snmp agent.

MName:

Debug Mode: = ‘fes enables the debug mode. The debug output produced is stored on the RSM server in a file located at "%&RSM_HOME3ERSM

{x)/SEN_MS /sen_ms_debug_snmp_hostname.log”. Please do not leave the debug mode enabled for too long as the debug file may grow indefinitely.

Figure39: Enterthe information required to set up an SNMpolling instance
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Information required for monitoring

Name Description

Descriptive Label Label describing the application class/monitoring tool

Collection Interval Frequency of collection (monitoring/polling). Unit: Minutes. Default: 5 minutes

Hostname Hostname or IP address of the remote eleméAppears bylefault)

Port Number Enter the port number of the SNMP agent.

SNMP Community Enter theSNMP community name. Defaululpic

Name

Debug Mode Yesenableshe debug mode, whildilodisables it. The debug output produced is stored on the RSM

server in a file located at:
RSM_HOME%/RSM(xX)/SEN_MS/sen_ms_dshuagp_hostname.log.
Please do not leave the debug mode enabled for too long as the debug file may grow indefinitely.

7. Enter theinformation andclick Next and you arnve at the Properties and Credentialpage of
the newSNMP polling instance; enter tihequiredinput to create the instance

Input properties for the SNMP polling instance

Input properties
Praperties and Credentials

I S [
Descriptive Label: I:I . The label that will be displayed to describe this application class.

Pal: a simple QID [wl=
. 3 simple OID y .
OID [ Table Root OID: = complete SHMP table OID to be polled. In case of a table, specify the root OID. Note: sometimes, .0 or . 1 needs to be appended to the OID shown by an SNMP browser,

Table Column Mumbers: I:I Columns of the table to be polled. An SNMP Table has several numbered columns and most often only 2 few of them are meaningful to 2 monitoring
solution. Leave this field blank to consider all the columns, or separate the column numbers with a comma. Example: 1,8,12.

Figure40: Enter theproperties for the SNMP polling instanand clickNext

'

Descriptive LabelEnter a label to descrdthe newSNMP pollingnstance
+ Poll Select the SNMP action to be performed:

A Poll a complete SNMP table or a simple OID
A Poll a simple OID

+ OID/Table Root OID. Enter the OID to be polled. For a table, specify the root OID.
Note: At times, the.0 or .1 needs to be appended to the OID shown byltBédrowser.

+ Table Column NumbelEnter the column number of the table to be polled. An SNMP table
has several numbered columns and most often only a few are meaningful to a monitoring
solution. Leave the field it blank to consider all the columns, or separate the column
numbers with a comma. ",". Example: 1,8,12

8. Either clickNext to arrive at the threbolds setting page, or, add &ring Searclor a Numeric
Value Extraction for this instance. The string search and numeric value extraction instances can
also be set later.

String searchand Numeric Value extractiotools are integrated within every toobf the BMC Performance Manager
Express Monitoring Studio solution. Please see the specific corresponding sections for more details on the same.

-
&8
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9. On clickingNex the pagethat appearsallows you to add another instance for the same element
or, edit or deleé the newlycreated instances. If the information is correct, go on to the next
step.

10. Next, yau arive at the Thresholds, Properties and Credentigiage. Set thresholds and alert
conditions.

Thresholds, Properties and Credentials

Studio - SHMP Polling: Studio - SNMP Polling #2
Threshalds

. ———Waming ——— |  —— Akm Alert After
remeter megoow [hetod | ow e #tmes
Application Collection Status = nfa O =fake O Nodlerts | @ | = false 1 Alarm or Warning |
SHMP
Mumeric Value (HEB) nfa O 5 Larger<.|:' O _;._ 1 Alarm or Warning | %
Mumeric Value (LB) nfa O 2 Larger'::> F 2 1 Alarm or Warning %
0:p ] == @[ | ] Emevens

Figure41: Se/modify thresholds andalert conditions

By default, theStatusparameter is enabled to raise adlarmif the connection fails. You can
modify this setting if it does not suit your requirements.

11. Thresholds and alerts can be set for each parameter. Checktraing and/or Alarm boxes
next to theParameterdo activate alerts as per your specific requirements.

Note
Thresholds can be set or modified at any time by clickinghenetement > Configur§ | @JLJ A OF GA 2y Of | aa
Thresholds, Properties and Credentials.

12. Clickon Finish Changes have been Savadssage pops up, and an icon appears in the left pane
of the window displaying the newdgreated database query insta@. The new class appears
under Application classe$or the element.

You have successfully credtan instance of the StudipSNMPPolling class. Additional instances can be
added under the parent class, or separately.

SNMP TABLE - Complete Table Info sutorefresh: @ on O off oF
i‘.‘lll"'ll'TJ\BI_E*Ct:lmpleteTahlelnft:l:‘Ir ters 22 22
Fiter: €3 Dec 17, 2007 11:28:11 PM CET
3] rumeric value (HE) Mo Data [}
€8] rumeric value (LE) MNo Data e}
Bl 5tatus oK ]
8 Text Value 1;0;2;3;0;23;Main System Chassis; Dell Inc.;PowerEdge 850;;GXDKE27;254. .. % ]

Figured2: Status view of an SNMP table instance

Editing or deleting an instance

To edit or delete the instance, follow the regular procedure as for all Performance Managers on the
Portal, or see-diting ordeleting an instance
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Example of SNMP Polling
Aim

In this example, we will retrieve the status of the power supplies of a F§isinens Primergy server by
interrogating the ServerView hardware agenrough SNMP.

Procedure
l'RR F ySs a{bat tzftfAy3ae Ofl aay
A 9y iSNI GKS {bat O2YYdzyAite LI AOFIGES (2 &2dzNJ Sy
is enough)

Add the polling of a new OID:

A {StSO0 GKS atz2ft I 0O2YLX SiS pdlllkof theipdwertsupglies2 LIG A 2 y
of the server and these power supplies are reported in an SNMP table (as it can be seen with
any MIB browser)

A {LISOATFE aMPoDPc PMPN ODMPHOMDPH DM DH PH Pp DPMMDH DPME | &
A 9y GSN) anZoé¢ TF2NI iKtB coldthfindthefable idzYie |8bRlEof each pover n
supply, while the & one is the status)
Add a new String Search:
A /wL¢O9wLhb MY [AYS YdzndOdthdzyyYO2¢do & y O&HNNE & L2 YIRKES
status of each power supply)
A Separator issemicolon

Result
We get an alert for each failed power supply in our Fuj§émens server.

Fujitsu-Siemens ServerView SNMP Polling sutoRefresh: ® on ©Q off £
@) 31 25 =
Bpandal || Colepseal | Fite: (@ A Dec1s, 2007 5:15:36 PM CET
Sowsedpaametsr ey | won
[ Application Collection Status true 2]

- ﬂ Power Supplies Table

Mumeric Value {HE) Mo Data ]
Mumeric Value {LB) Mo Data ]
2 status oK I
8 Text value Egﬂ?:g: [}
hd ﬁ Not OK Power Supplies
3 count (HE) 1 )
3 count (LB) 1 )
3 Matching Lines PELID;E; I

Figure43: View of the power supply monitored through SNMP polling
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8. WBEM RequestAnalysis

TheStudio¢ WBEM Requedibol enables you to run WBEM requests and analyze their results remotely
on Windows and no#windows systems.

What you can do with this tool

Monitoring Studio Express enables you to remotely execute WBEM requests on elements within your
Portal environment. It supports both the WBEMver-HTTP standards and the Microsoft
implementation of WBEM commonly known as WMI.

Background information on WBEM

WBEM is a set of management and Internet standard technologies developed to unify the management
of distributed canputing environments, facilitating the exchange of data across otherwise disparate
technologies and platforms.

WBEM is a unifying architecture that allows access to data from a variety of underlying technelogies
including Win32, WMI, the Desktop Managent Interface (DMI), and the Simple Network
Management Protocol (SNMP). WBEM is based upon the Common Information Model (CIM) schema,
which is an industry standard driven by the Desktop Management Task Force (DMTF).

WBEM queries are written with the WQnhuage, which happens to be very similar to the SQL
language. A typical WQL query would look like the following:

SELECT DevicelD,Status FROM CIM_Processor.

For additional information about WMI and WBEM please refer to:

http://www.microsoft.com/whdc/default.mspx
http://www.microsoft.com/servers/
http://msdn2.microsoft.com/enus/library/aa394582.aspx
http://www.dmtf.org

How it works (summary)

The basic steps to remotely execute WBEM requests are:

Add the WBEM request application class to an element/element profile
Enter the connection credentials

Ente the request{query)to be executed

Set/modify alert threshold

»pw b

On Windows systems

Monitoring Studio Express uses the WMI protocol withquery the WMI repository for class and
instance information. For example, you can requibsit WMI return all the objects representing shut
down events from your desktop system. Monitoring Studio Express enables you to run WMI queries
remotely and you can also search for regular expressions and extract nhumeric values in the query
output.

~ 72~


http://www.microsoft.com/whdc/default.mspx
http://www.microsoft.com/servers/
http://msdn2.microsoft.com/en-us/library/aa394582.aspx
http://www.dmtf.org/

BMC Performance Manager Express Monitoring Studio v2.5

SENTRY SOFT

On Nan Windows systems

On nonWindows systems, Monitoring Studio Express uses the WBEM CIM over HTTP standards.

Parameters

Parameter Type Description Alert Conditions
INEI(E

@ Query Status

Query Status Text Alarm or Warning
Sep 5, 2007 6:01:43 PM CEST
Alarm
 status and Parameter | Currently _ History |

Bydefault Alarmis
enabled for the

Textparameter that shows the overall status of the WBEM qu regular expression
executed. This includes connection status as well as query stat o ChAt SRE

GhYé AYRAOFIGSa &adz00Saa¥fdA SE
q.'

£ Query Status oK ]

GCHAf SRé AYRAOFGSaE FAf dzNB 2
are stated.
Return Output  Text it Alarm or Warning
Sep 5, 2007 6:03:08 PM CEST
Alarm

[ status and Parameter | Carrently | History
System Idle Process; NO defaU|t
System; thresholdsor alerts
SMSS,EXE;
CSRSS.EXE; set

WINLOGON.EXE;
B Return output SERVI...®

Parameter that displays the output returnedn successful
execution of the WBEM quer¥he result is formatted as follows:
- One line per instance of the result class
- Semicolorseparatedproperties of each instance

b2 RIGIE AYRAOFGSE y2 REGLl

Thresholds can be set and modified on all parameters.

Setting up a WBEM request instance
To createan instance of thé&tudio¢ WBEM Requedtool:

1. Goto the Configuretab, click on theelementon which you wish to use the tool.

S22\ SENTRY
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2. Scrollto the Application Classection, click ordd.

Configure

| Status Reports Events

A
Remote Service Monitors |

Shared Credentials =
Application
Tags N
Ping
User Groups

Users Tags Assign Unassign

4= 4

=] sentry
(B pashboards

eator &
Nothing found to display.

Blackout Periods

acd |

Edit ‘

Application Classes 2dd Delete

Delete |

= @ Infrastructure =

These blackout periods affect all participating elements in the

Bl 3 sentry lzb pane.
| & | | Affected Objects & | Type 4 | Date 2 |
s =T Nothing found to display.

< il | = < i

Figure44: Add application clasémonitoring tool)

3. SelectMiscellaneoudrom the drop down category list.

|‘ Status Reports Events

Remote Service Monitors
Shared Credentials

Tags

User Groups

Users

2 4= 4

= sentry -[

Select Category

L Properties - eco - Add Application Classes

Select the application classes you want to add, then dick Next.

Miscelaneous &

Miscellaneous
Available Applicat|retworking

AT ey Port Monitors
SMMP Listener

Figure45: SelectMiscellaneousas category

4. The Available Application Classewill display all the applicatiortlassesin this category.

Monitoring Studio Express application classes/monitotogads appear with the prefistudio.

Select Category | Msctlinsous v

Awailable Application Classes
Application Class
Shudio - M Poling (JBoss)

Shudks - JMX Poling (J0nas)

St - 0 Soling (Weblogie)
Stughs - MK Boling (WebSahere)

Stueio « LOG Fle Monitoring and Analyss (Windows)

St - SHP Poling

Stuho - SO0L Query (Maroscift SQU Server)

Studdo - 501 Query (My5QL Server)

St - SOL Quesry (Orsche Database Server)

Stuchs - WBEM Reguest [Windcves VW, CIM gver RPC)
Shudho - Web Request (Post a form, HTTP POST)

Studio - Web Reguest (Smple, WTTE GET)

COBRBOCOO0ODODODOOOODO

Shudho - VX Poling (Standard or Stancialons JMI Appicabon)

Studo - Remote Command Exeoution snd Analyss (Windows)

Instances

W

e

»

Dewoription
Fistrnye the valus of MBean choects from the JBoes Aookcntion Seroer,

Retrieve the vale of MBean choects from the JOnAS Applcaton Server,
Retrave the value of MEsan ohoscts from a Standard VX Applcation.

Retriayve the value of MBasn ohjects from & Weblogic Applcation Server.

Retrieyve the vahos of MEear sboects from & \WebSohere Apphcation Server,

Monitor B Dresence, S, growth and seourity of a log fle and alse parse the content of ithe log file.
Exeoste remotely and analyze the output of & command line on & Windows system.
Pol & SHMP agent (Simple wariabies or tables) and snalyze the valass,

Execute and analyze the resudt of 3 SOU query on a Miorosoft QU catabase server,
Execute and analyze the result of a SQL query on a MySOL database server.
Execute and analye the result of a SOL query on & Orade databese sarver,
Retrieve and analyze the result of & WMT query on & Windows senoer.

Post an HTTP(S) reguest and analyze the response of the Web server.

Gt an HTTR(S) reguest and snalyre the resporse of the Web server,

Figure46: SelectStudio- WBEMRequestfrom the list of available application classes/monitoring tools
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5. SelectSudio ¢ WBEM Requesand select the number of instances you wish to create on this
element >Next

You can create one or up to ten instances at this stage; or create just one now and add others at any time later.

6. Enterthe information required forsetting up the VBEMquery instance and cliokdd.

Information required for monitoring

Name On Windows On UNIX/Linux |

Descriptive Label Label describing the application class/monitoring tool

Collection Interval Frequency of collectiofmonitoring/polling). Unit: Minutes. Default: 5 minutes

Credentials
Connect As Login used to connect to the remote element Login usedo connect to the remote
through WMI element through WBEM
Password Password associated with the login above Password associated with the login abowv:
Credentials Shared credentials used for authentication Shared credentials used for authenticatio
Hostname Hostname or IP address of the remote element. Appears by default.
Port Not applicable Enter the port number omvhichthe CIM

server is running.

Select between HTTP or HTTPS transport
protocols that will be used for connecting to
CIM Server.

Transport Protocol ~ Not applicable

DebugMode Yesenables the debug mode, whilkodisables it. The debug output produced is stored on the

RSM server in a file located at:
%RSM_HOME%/RSM(xxX)/SEN_MS/sen_ms_debegn _hostName.log.
It is inadvisable to leave the debug mode enabled for too long as the debug file may grow

indefinitely.
7. Ener the information and cliclext. You arrive at theProperties and Credentialpageof the
new WBEMqueryinstance- enter the requirednput to create the instance.

Input properties for the WBEM query instance

Input properties
Properties and Credentizls

Descriptive Label: |

The label that will be displayed to describe this application dass.

®

Mamespace: | | . The Mamespace for WBEM connection,

. Enter the WBEM query.

WEBEM Query; |

Figure47: Enterthe input properties for the WB instance
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+ Descriptive LabelEnter a label to describe the naWBEMqueryinstance
+ NamespaceEnter the namespace for the WBEMNnnection Example: rodtimv2.
+ WBEMQuery. Enter theWBBM query.

8. Either clickNextto go tothe thresholds setting page, add aString Searclor aNumericValue
Extractionfor this instanceThe string search and numeric value extraction instances can also be
set later.

String searchand Numeric Value extractioare integrated within every tool of the BMC Performance Manager Express
Monitoring Studio solution. Please see the specific corresponding sections for more details on the same.

9. On clickingNext, the page that appears allows you to add another instance the same
element or, edit or delete the newdgreated instances. If the information isrcect, go on to the
next step.

10. Next, you arive at the Thresholds, Properties and Credentigisge. Sethresholdsand alert
conditions.See section?arameterdor details on parameters and alert conditions.

By default, theQuery Statusparameter is enabled to raise alarmif the connection or the
queryfails. You can modify this setting if it does not suit your requirements.

11. Thresholds and alerts can be set for egarameter Check théNarning and/or Alarm boxes
next to the parameters to activate alerts as per your specific requirements.

Thresholds can be set or modified at any time by clicking on the element > ConfigtélLJt A O G A2y Of I &4 &
Thresholds, Properties and Credentials.

12. Click onFinish TheChanges have been Savedssage pops up, and an icon appears in the left
pane of the window displaying the newdgreated database query instancehd new class
appearsunderApplication classes

You have successfully created an instance of the SWWNBEM Requestlass Additional instances can
be added under the parent class, @parately.

Editing or deleting an instance

To edit or delete the instance, follow the regular procedure as for all Performance Managers on the
Portal, or see-diting ordeleting an instance
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Example of a WBEM Request
Aim
In this example, weetrieve the value and status of the voltage sensor on an IBM xSeries server running

Linux. In order to do that, weonnect to the IBM Director Agethrough the WBEM protocol (WBEM
over HTTP) and request for some properties of the IBMPSG_VoltageSensor class.

Procedure
Il RR | ySQ’J d2.9a WSdezSéﬂé Of aay

A Enter the credentials to connect to the IBM Director Agent. By default, the IBM Director Agent
requiresroot privileges unless it has been configured otherwise.

Select HTTPS as the transport protocol and 5989 for the gertefally, 2 . 9a & & SNIJIS NE
respond with HTTP on port 5988 and with HTTPS on port 5989)

l'RR | yS¢ a2.9a wSljdsSaté Ayaidal yoSy
[FoSEVlI@B2{ Syaz2Na¢E
Namespace: root/ibmsd

WBEM query: SELECT
DevicelD,Status,CurrentReading,LowerThresholdNonCiritical,UpperThresholdNonCritical,Voltage
Type FROM IBMPSG_VoltageSensor

Add a new String Search:
[ I 0Sf-©K \ohage/Sensors"
CRITERION 1: Line ddE3T contain "OK" in the 2nd column, case insensitive

A

A

A Column separator: Semicolon

A1 fSNI GKNBakK2ftRY !'[!wa AF GKS &/ 2dzyd o[ .0vé LI N

>\

> v B>

Result
2SS gAftft 3ISGH | yh Y {£52NT0 123/S ({KSy ad2bNByE 2 802 ¢oésibut BfitsOK G A Y
valid range.

VEIItEIgE Sensors Auto Refresh: '@ on O Off E?
7| voltage Sensors : 5 parameters 2 4 1

Expand Al | Collapse Al | Fite: |3 A [ Dec 19, 2007 3:46:16 PM CET

e D ——
B Query Status oK =
Voltage Sensor 1;0K;2493;2038; 2398; 1;
8 Return Qutput Valtage Sensor 2;0K;3362;2895;3...% =

A Non-0K Voltage Sensors

€2 Count (HE) 0 A
{2 count (LE) a ]
i3] Matching Lines Mo Data A

Figure48: Statusof the voltage sensorsnonitored through a WBEM request

:;«:-\‘ S\ SENTRY
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9. Web Request Analysis

The Studio ¢ Web Reglest tool enables you to send HTTP requests and analyze the responses of the
Webservers.

What you can do with this tool

Monitoring Studio Express enables you to monitor your deabed applications: send HTTP requests,
post forms, parse the HTML page that is returned, etc.

By executing HTTP requests within your Portal environment aatyze the responses sent by the Web
servers, Monitoring Studio Express helps you to ensure thatuseds actually see what they should see

on their browser. You can also search for regular expressions and extract numeric values in the query
output. You @n also search for regular expressions and extract numeric values from an administration
Web interface, for example.

The basic steps to execute a Web request analysis are:

1. SelectStudio- Web Request (Simple, HTTP GET$tadio- Web Request (Post a forriiTTP
POST) depending on the type of web request want to execute

2. ldentify the host, enter connection credentials
3. Enter the URL to be queried, enter Web server authorization if needed
4. Enter the expected format of the return output (entire HTTP reggomvith/without tags etc)
5. Monitoring Studio Express retrieves the content and displays it ifRétern Outpuparameter
6. Finetune the monitoring by searching for strings or performing numeric value extractiongin th
return output of the instance.
Parameters

Parameter Type Description Alert Conditions
Name

@ Searver Connection State

Sever Text Alarm or Warning
Connection Sep 5, 2007 2:13:29 PM CEST
State Alarm
.
mm Bydefault Alarmis

8 Server Connection State  OK enabled for the regular

Parameter that reflects the connection status to the w ° E LIND aarzy
server.

GhYé AYRAOFGSA adzO0O0SaatdzAd
GCLAfSRE AYRAOI GSa sérveh f dzNB
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Parameter Type Description Alert Conditions
Name

@ Execution Time

Execution Time = Numeric Alarm or Warning
Sep 5, 2007 2:05:33 PM CEST
Alarm
 Status and Parameter | Currently | tistory
8 Execution Time 2.2815econds  BA No default thresholds
or alertsset
Parameter displays the time taken to execute the H°
request.
Unit: Seconds
. HTTP Status Code .
HTTP Status Numeric 4 Alarm or Warning
Code Sep 5, 2007 2:10:09 PM CEST
Alarm
e

P No default thresholds
HTTP Status Code 200

or alertsset
Parameter displays the standard HTTP response code proc
on execution of the web request.
Unit: General number
Example: 404 = Not found/web page unavailable
@ Return output )
ReturnOutput Text Alarm or Warning
Sep 5, 2007 2:14:43 PM CEST
[ satus and Porameter | Carrenty ——_ astor Alarm
e No default thresholds
mReturn output qu;\DSc[k):FQu;::I?HI.EjSIUDD A or alerts SEt
Parameter which onwecessful execution of the Web reque
displays the output returned on request execution.
db2 RFEGFE RAALE @SR AYRAOI
are stated.
Status Text L Alarm or Warning
Sep 5, 2007 2:18:30 PM CEST
[ Stotus and Parameter | Carrently —istory| Alarm
Bl sens oK 5 Bydefault Alarmis

T h fl h I f th enabled for the regular
ext parameter that reflects the overall status of the we S E LJN‘B A2 y_

request.
dhYé AYyRAOFGSE | adz00Saaf¥dd
G4CHAftSRé AYRAOIFGSaA T Af dNB

possible causes will be stated.

Thresholds can be set and modified on all parameters.

P ‘_5\SENTRY
\ 7 SOFT
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Setting-up an instance of the Studio - Web Request (Simple, HTTP GET) tool

1.
2.
3.

Go to theConfiguretab, click on theeslementon which you wish to use the tool.
On theElement Propertiepage, scroll to thépplication Classection, click oAdd.

On theAdd Applicationspage, selecMiscellaneousfrom the drop down category list and click
Next

On theAvailable Application Claespage, selecBtudio- Web Request (Simple, HTTP GEfid
select thenumber of instancegou wish to create, clickext You can create up to 10 instances
at this stage, or create just 1 now and add others later.

You arrive at thé’roperties and Crederils page. Enter the information required for setting up
the Web request instance and clidkid.

Information required for monitoring an HTTP GET instance

Name Description /Instructions

Descriptive Label Label @scribing the application class/instance

Collection Interval Frequency of collection (monitoring/polling). Unit: Minutes. Default: 5 minutes

Credentials
AuthenticateAs Username for Web server authentication. Supported authentication schemes: Basic, Digest, N
Password Passwordassociated with the above login
Credentials Shared credentials for authentication

Proxy Credentials

Proxy Login Username used for Proxy Server authentication.
Proxy Password Password associated with the above login
Credentials Shared credentials for authentication
Hostname Hostname or IP address of the remote eleméAppears by default)
Proxy Address Enter the proxy address.
Proxy Port Enter the proxy port number. (80 by default)
Debug Mode Yesenablesthe debug mode antllodisables it. The debug output produced is stored on the RSI

server in a file located aBRSM_HOME%/RSM(xx)/SEN_MS/sen_ms_déltipg hostname. log.
It is inadvisable todave the debug mode enabled for too long as the debug file may grow
indefinitely.

Enter the information and clicklext. You arrive at theProperties and Credentialpageof the
new Web requestinstance- enter the required input to create the instance

~ 80~
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Input properties for the HTTP GET instance

Input properties
Properties and Credentizls

D S

Descriptive Label: | - The label that will be displayed to describe this application dass.
URL: |ht'q:|:,-"_-" - URL to guery (http/https).
Timeout After: | 0 | Unit: Seconds, Maximum execution time before timeout occurs,

Return Qutput Options:

- + + +

= Qutput options.

Onl*r' the Web Page (with HTML tags)
Only the Content Text (without HTML tags)

Figure49: Enter the input properties for the HTTP GET instance

Descriptive LabelEnter a label to describe the naleb requesinstance
URL Enter theurl to query (http/https)
Timeout After. Enter a maximum execution time before timeout occurs. Unit: Seconds

Return Output Options Select a type of return output from the options given in the list:
Entire HTTP response; Only the Web Page (with HTML tags); Only the Content Text (without
HTML tags)

Either clickNextto go to the thresholds setting page, add aString Searclor aNumericValue
Extractionfor this instance The string search and numeric vakidraction instances can also be
set later.

String searchand Numeric Value extractioare integrated within every tool of the BMC Performance Manager Express
Monitoring Studio solution. Please see the specific corresponding sections for maits det the same.

8.

10.

On clicking Next, the page that appears allows you to add another instance for the same
element or, edit or delete the newdgreated instances. If the information isrcect, go on to the
next step.

You are at thélhresholds, Propertiesrad Credentialgpage. Sethresholdsand alert conditions
See section?arametersfor details on alert conditions and parameters.

By default, theServer ConnectioBtateand Statusparametes areenabled to raisalarmsif the
connectionto the Web server fails or the Web request fatau can modify this setting if it does
not suit your requirements.

Thresholds and alerts can be set for egaranmeter. Check théNVarning and/or Alarm boxes
next to the parametersto activate alerts as per your specific requiremerg@seParametersor
details.

Note
Thresholds can be set or modified at any time by clicking on the element > CorfigureJLIJt A O G A2y Of I 4 &
Thresholds, Properties and Credentials.

S22\ SENTRY
\1;_,4 SOFT
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11. Click onFinish TheChanges have been Savedssage pops up, and an icon appears in the left
pane of the window displaying the newtyeated database query instance.

You have successfully created an instance ofSttuglio- Web Request (Simple, HTTP GET).class

Setting-up an instance of the Studio - Web Request (Post a form, HTTP POST)
tool

1. Go to theConfiguretab, click on theelementon which you wish to use the tool.

2. OntheElement Propertiepage, scroll to thé\pplication Classection, click oidd

3. On theAdd Applicationspage, selecMiscellaneousfrom the drop down category list and click
Next

4. On theAvailable Application Classgmge, selecBtudio- Web Request (Simple, HTTP GE&fd
select thenumber of instancegou wish to create, clickext You can create up to 10 instances
at this sage, or create just 1 now and add others later.

5. You arrive at thd’roperties and Credentialpage. Enter the information required for setting up
the Web request instance and clidkid.

Information required for monitoring an HTTP ~ POSTinstance

_Descript ion/Instructions

Descriptive Label Label describing the application class/instance

Collection Interval Frequency of collection (monitoring/polling). Unit: Minutes. Default: 5 minutes

Credentials
Authenticate As Username for Welerver authentication. Supported authentication schemes: Basic, Digest, N
Password Password associated with the above login
Credentials Shared credentials for authentication

Proxy Credentials

Proxy Login Username used for Proxy Senesithentication.
Proxy Password Password associated with the above login
Credentials Shared credentials for authentication
Hostname Hostname or IP address of the remote eleméAppears by default)
Proxy Address Enter the proxy address.
Proxy Port Enter the proxy port number. (8dy default)
Debug Mode Yesenablesthe debug mode, whildilodisables it. The debug output produced is stored on the

RSM server in a file located at:
RSM_HOME%/RSM(xx)/SEN_MS/sen_ms_debug_http_hostname.log. It is inadvisable to le
debug mode endled for too long as the debug file may grow indefinitely.

6. Enter the information and clicklext. You arrive at theProperties and Credentialpageof the
new Web request instance; enter the required input to create the instance

~ 82~



BMC Performance Manager Express Monitoring Studio v2.5

SENTRY SOFT

Input properties for the HTTP POST instance

Input properties
Properties and Credentials

I S L

Descriptive Label: The label that will be displayed to describe this application dass.

URL:

Variable Mame and Value [1):
Variable Mame and Yalue (2):
Variable Mame and valus (3):
Variable Mame and Yalue (4):
Variable Mame and Yalue (5):
Variable Name and Value (&):

Yariable Mame and Yalue (7

Em—

URL to query (http/https).
Variable name and its value

Variable name and its value

Variable name and its value.

Variable name and its value.

Variable name and its value.

Variable name and its value.

Variable name and its value,

. Example:
. Example;
Example:
Example:
Example:
Example:

Example;

variableMame =Value

variableMame =Value

variableMame =Value

variableMame =Value

variableMame =Yalue

variableMame =Value

variableMame =Value

Variable name and its value. Example: variableMame =Yalue

variable Mame and Yalus (8): I:I

Timeout After: Yariable name and its value, Example: variableMame =Value

Return Qutput Options: Cnly the Comtent Text frithout HTML tags) (& = Output options,

Only the Web Page (with HTML tags)
Oinly the Content Text {without HTML tags)

Figure50: Enter the properties for the HTTP POST instance

+ DescriptiveLabel Enter a label to describe the new Web request instance

URL Enter the url to query (http/https)

.

+ VARIABLE Name and Value: (Xpucan enter up to 8 variable names and their values.
Example: variableName=Value

+ Timeout After. Enter a maximum execution time before timeout occurs. Unit; Seconds

+ Return Output Options Select a type of return output from the options given in the list:
Enire HTTP response; Only the Web Page (with HTML tags); Only the Content Text (without
HTML tags)

7. Either clickNextto go to the thresholds setting page, add aString Searclor aNumericValue
Extractionfor this instance. The string search and numeric value extraction instances can also be
set kter.

String searchand Numeric Value extractioare integrated within every tool of the BMC Performance Manager Express
Monitoring Studio solution. Please see the specific corresponding sections for more details on the same.

8. On clicking Next, the page that appears allows you to add another instance for the same
element or, edit or delete the newdgreated instances. If the information is correct, go on to the
next step.

& ‘"\SENTRY
- SOFT
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9. You are at th& hresholds, Properties and Credentiglage. Sethresholdsand alert conditions.
By default, theServer Connection Stad@d Statusparameters are enabled taise alarmsf the
connection to the Web server fails or the Web request fails.

You can modify this setting if it does not suit your requiremeiitseshdds and alerts can be
set for eachparameter Check theWarning and/or Alarm boxes next to theparametersto
activate alerts as per your specific requiremer@se sectionParameterdor details.

Note
Thresholds can be set or modified at any time by cl#kin2z y G KS St
Thresholds, Properties and Credentials.

Y SYLALI R\ O A RAT dNB 4B o/ |

10. Click onFinish TheChanges have been Savedssage pops up, and an icon appears in the left
pane of the window displaying the newtyeated database query instance.

You have successfully created an instance of the Stilfieb RequestRost a Form, HTTP PQS&lass.

Editing or deleting an instance
To edit or delete the instance, follow the regular procedure as for all Performance Managers on the
Portal, or see-diting ordeleting an instance

Example of a Web Request
Aim
In this example, we poll a Yahoo! Weather Web page and extract the temperature reported in Houston,
TX in order to build a temperature graph in BMC Portal.
Procedure
'RR I yS¢6 a2S06 wSldzSaid o0{AYLXSSE 1 ¢¢t D9¢0é Ofl aay
A[SIH@S GKSYy AN @ 6S ! 4¢ ONSB R St iiekd td authiehtidteRaaccesy LG & |
the Yahoo! Weather Web site
A 9yiSNI GKS LINE Ee aSiddAay3a FLWX AOLotS G2 @&2dzNJ S
YR at NBEé t 2NIUE€0U
'RR | yS¢ 2S00 wSljdzSadé¢ AyaidlyoSy
A URLAttp://weather.yahoo.com/forecast/USTX0617_f.html
A Return Output Options: Only the Content Text

Add a new Numeric Value Extraction:

[FoSftY acSSta [A1S ¢SYLISNI GdzZNB 6cC0O ¢

Extract numericvedzSa FNRYY G[AySa YIFGOKAYy3 GKS NBEIdz | NJ
Regular expression: Feels Like:

Numeric Value Located: After the String

> > > > >

Stiing / Column Number: Feels Like
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A Expected Format: 100000
A If Several Numeric Values Are Found: Keep the Last Value Found
A No Recaling

Result

We get a graph inhet 2 NI F £ NBLINBaSyadAy3a (GKS GSYLISNI GdzNBE a7

another graph with the wind speed, the humidity percentage, @tais is what we see in the portal:
Weather Houston, TX

[7] weather H TX:9 )

Bgandal || colemseal | Fie: (@A oct14, 2007 1:
i — - —

B Execution Time 1.734 Seconds
LB HTTP Status Code 200
Yahoo!
My Yahoo!
Mail

Make ¥! your home page
Yahoo! SearchSearch:

B Return Output Sig...»
B server Connection State OK
B status oK

g Barometer

Bvalve 28,000
- Feels Like Temperature (°F

Byalue 32,000
i Humidity

B yalue 44,000
i Wind Speed (mp/h)

B yalue 10,000

Figure51: Houstonweather monitored through a web request

The graphs

Weather in Houston, TX Auta Refre

Temperature, Barometer, Wind Speed and Humidity
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Value 10/14/07 9:41:49 PM CEST - 10/14/07 10:41:49 PM CEST
10/13/07 10:41:00 PM CEST - 10/14/07 10:41:00 PM CEST 70

P e ]

=|| en
125 so
1 a0
75 a0
5 20
10
25
0
ol . . . [» ‘10:00 PM

Figure52: Graphs showing temperature, wind speed and humidity
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10. String Search

The String search tool enables you to finee your monitoring oninstances of all the application
classewvithin the BMC Performance Manager Express Monitoring Studio package.

What you can do with this tool

Monitoring Studio Express offergpawerful string searchcapability. You can search fetrings that must
"be found' or "not be found in a givensource A "must be found" string search looks through the
specifiedsourceand triggers an alert if the specified stringnist found A "must not be found" string
search triggers an alert when the specified stigfpund.

You can set up string searches ore thstancesof all the application classes of BMC Performance
Manager Express Monitoring Studio: Commadnacution andAnalysis, Database Query Analysisal
MBean Polling (JX) Polling, LOG FilRarsing SNMP Polling VBEM Requeshnalysis and Web Reques
Analysis. You can set alert thresholds for the string searches, and make your monitoring more proactive
and powerful.

How it works (summary)
The basic mechanism is:

1. Specify an information source

Specify what the sourcenust containor must not contain (a combingion of two regular
expressionp

3. Indicate thead (i NNogaHdR de. where to look for this stringinywhere in the linecolumn
number, and which lines: all lines, or specific lines)

4. Monitoring Studio Express will report the number of liieat match the specified criteria

The string search tool is integrated within each of the monitoring tools/application class®shis
enables you to add the string search during creation of an application class instance, or at any time later
through the Edit feature after creaton of the instanceAn instance can have several string searches
running on it Alert thresholds can be set for all the string search instances.

The string search runs differently omnningsources such as LOG fitewhere it searches only amongst
the new lines appended since the last poll; whereasffat sources, the entire information source is
searched (as per the indications specified: what; where etc).

Note
For details on the string search feature on LOG files, please see the s&ction:Searchn LOG Files
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Parameters
Parameter Type Description Alert Conditions
INEI(E
Count (HB) Numeric Parameter displays the number of lingkat match the Alarm or Warning
specified criteria in theearched content
Alarm
Unit: Lines/min (Li inut
nit: Lines/min (Lines per minute) No default thresholdsr
Activate the thresholds on this parameter ihghercountis | alertsset
desirable.
Count (LB) Numeric Parameter displays the number of lineshat match the Alarm or Warning

specified criteria in theearched content
Alarm

Unit: Lines/min (Lines per minute) No default thresholdsr

Activate the thresholds on this parameter if a lower couni alertsset
desirable.

@ Matching Line(s)

Matching Lines = Text Alarm or Warning

Sep 5, 2007 6:37:22 PM CEST

Alarm
m No default thresholdsr
B Matching Line(s) S8P 500 1474.54-14,85 1.00% B

alertsset
Parameter displays thénkes that match the specified criteri

extracted from the monitored filelf more than 1 kilobyte ol

text isto be shown, only the last kilobyte of matching knis

displayed in the parameter.

Thresholds can be set and modified on all parameters.

(HB) = "Higher is Better" and (LB) = "Lower is Better". HB and LB parameters will always display the same value since,
basically, both represent the same value. The purpose of having two parameters for the same value is to be able to set
different alert thresholds depending on the nature of the monitored object.

For instance, an alert can be set to be triggered on the HB parameter when the value dips too low (it breaches the lower
threshold of the range) and an alert can be set on the LB parameter to gdheff the value rises too high. The setting of

alerts is flexible and can be done on either of the two parameters, on both, or on neither; it depends entirely on nature of
the monitored object and the user's specific needs.

Setting-up astring search instance

As the string search function is integratadthin each monitoring tool, yo can add a string search in
two ways

A Either wiile creatinganinstance for arapplication class
A Or lter, through theEditfeature (while editing the properties and credentsof an insance)
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Adding a string search during the creation of an application class instance

The option to add a string search appears onAlgel Application Instance Propertiesand Credentials
pageduringthe creation of anew application class instece

1. Enter the input properties for thenain application clasmstanceand click onAdd next to Input
Properties: String Search

About Properties - Hogwarts - Add Application Instance - Properties and Credentials
Account Information

Blackout Periods Mext Cancel

Change Password

Input properties

Dashboards Properties and Credentials
SenentFofis I:___
Elements
Descriptive Label: Masdag The label that will be displayed to describe this application cass.
Monitoring On/Off
Notfications Lils http:  fowews.nasdag, com| = Enter the url to query (hitp/https).
Object Groups HTTP Request Type: GET |w||* Selelct an HTTP request from the list.
Personal Preferences
Variable Name{s): = Required if the HTTP request type is POST". Enter the variable name(s) that wil be posted. Seperate
Remote Service Monitors

the variable names by *,". Example: variable1,variable2,varaible3,...

Shared Credentials Varizhle Value(s): l:l = Required if the HTTP request type is "POST". Enter the variable value(s) that wil be posted. Seperate

Tags the variable names by %", if the value of a variable is empty then enter "nul”, Example:
i value1,nul value2, ...
User Groups

J Timeout After: Unit: Seconds. Maximum execution time before timeout occurs.
Users

Return Output Options: ‘ Only the content text (without HTML tags) |+ | = Select an return output option from the list.
D4 =

=] sentry Input properties : String search
Dashboards mm
B B3 mnfrastructure No properties have been configured for String search
B 33 sentry lab
@ COMTE Input properties : Numeric value extraction Add
5 8o [heme ol peserpion

No properties have been configured for Numeric value extraction
B B Hoavarts

Figure53: Add a string search while creating an application class instance

2. The page that displayshows the input properties entered for the new application class instance
in the process of being created, followed by fields to add a string search for this new application
class instance.

3. Enter therequired String search input pperties You can search for up to two strings; indicate
whether the string(s) shoulbe foundor not be found and can specifywhereto look for the
string(s).

4. On clickingNext, the page displays all the properties for the application class under creation a
well asthe newly addedstring search. You can edit/delete the properties if they are incorrect. If
not, click onNext.

5. You arrive at the Thresholds, Properties andCredentials page. Setthresholds and alert
conditionsfor the applicationclass instance as well as the string search just added.
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Nasdaq
Thresholds
Alert After

Farameicr hegow [ rweshon —m Thveshad

HTTP Status Code nfa

= l:l Larger =) = l:l 1 Alarm or Warning %
| 1 | Larger = = |2 ‘ | 1 | Alarm or Warning |%

o4O

Return Output | |

O o0ooao

Server Connection State  [=yjeq | =[o | Larger = =[1 | [+ ] [Aemorwaming s
Status [Faied | =[o | Lorger = =[1 | [x ] | [Aemor waming i~
FTSE
Matching Line(s) | | O - | 1 | lerger =0 [ . |2 ‘ | 1 | Alarm or Warning |
MatchingLine Count  nfa al | = targer = [ » [1 ] [Aemorwaring v

Figure54: St thresholdsand alerts

The application class instance generally has at least onaner with default alert conditions
activated. The string search has no alert conditions set by default. For details on parameters and
alert conditions refer to the section ovarameters
Success
6. ClickFinish [ chanssshave beensaves. . Indicates that theapplication class and its string seattive
beensuccessfully added!

Adding a string search later through Edit
A string search can be added to an application class instance &tranyTo do this you:

1. In the Configuretab, click on theapplication classnstanceto which you wish to add the string
search> Edit

TR coor

Remote Service Monitors “!| properties - Nasdaq b
Shared Credentials
Tags Thresholds, Properties and Credentials _ Edit
User Groups Nasdag
Users Properties and Credentizls
a4 URL: http: ffwww.nasdag.com Enter the url to query (htto/https).
2 BB senty _}-rfyl'pl'eP:REuuest GET Selelct an HTTP request from the list.
[ pasboards Variable Name * Required if the HTTP request type is "POST", Enter the varizble name(s) that will be posted, Seperate the
8 B3 Infrastructure ) varisble names by *,", Example: varisble 1, varisble2, varable3, ..
B B3 sentry lab Variable Value *Required if the HTTP request type is "POST", Enter the varizble valuels) that wil be posted, Seperate the
| @ varizble names by °,". if the value of a variable is empty then enter ul”, Example: value1null value2,...
&3]
B B comme | Tmeoutafier: 30 Unit: Seconds. Maximum execution tme before timeout occurs,
e
= Return Output  Only the content text (without HTML tags) ~ Select an return output option from the list.
E B Hogwarts Options:
Bl 08 Masdaq Web Reques Nasdaq
8 Application Colle: Thrasholds
T | Parameter ____ Regex 07 o] | # Tmes
Parameter Regex Threshold Threshold | # Times | Type
B Execution Ti
Execution Time Nz =0.0Seconds  Larger B = 105econds 1 Alarm or Warning
€8 HTTP Status s
HTTP Status Code nja =0 Larger = =1 1 Alarm or Warning
B Return Outp
Return Output =1 Larger = zz 1 Alarm or Warning
B Server Conn =
= Server Connection State  Falled =0 v =1 1 Alarm or Warnin 3
B stonss Larger a
8 Pino - Status Failed =0 Larger =0 v x1 1 Alarm or Warning v
£ | 2 e | ¥

Figure55: Adding astring search later througtEdit

2. TheThresholds, Properties and Credeni$gpage appears, scroll to thestanceon which you
wish to run the string search and cliglit

3. On theEdit Application Classgzsage, scroll down to th&tring searctsection and lick Add.

& '\SENTRY
\. o/ SAETWARE
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~
Elements

Menitoring On/Off
Motifications

Object Groups

Personal Preferences
Remote Service Monitors
Shared Credentials
Tags

User Groups

Users

entry
(& Dashboards ]
B B3 mfrastructure

B B3 sentry lab

B 0B nasdaq Wel

Ping
lucrece (System
| g s

i~

= | Properties - Nasdaq - Edit Application Classes

Save Cancel

A

Thresholds, Properties and Credentials

Hasdag
Properties and Credentials

Enter the url to query (http/hitas).

HTTP Request Selelct an HTTP request from the list.

)

Variable Value
)

= Required if the HTTP request type is "POST", Enter the variable name(s) that will be posted. Seperate the varisble
names by *,", Example: variable 1 variable2, varabie3, ..

*Required if the HTTP request type is "POST", Enter the variable value(s) that will be posted. Seperate the varisble
names by *,". if the value of  variable is empty then enter "null”. Example: valueL,nulvalue2, ..

Timeout After: Unit: Seconds. Maximum execution time before timeout occurs.

Return Output
Options:

Select an return output option from the list.

[only the content text (ithout HTML tags) v =

Masdag : String search Add

Hame Description

Na praperties have been configured for String search

Nasdaq : Numeric value extraction acd,

Hame Description

Mo properties have been configured for Numeric value extraction

Value

<

Figure56: Add a string search from thEdit Application Classgsage

The String search Properties and Credentiglage appearsEnterrequired String search input
properties(givenfurther down) and clickNext

You arrive at theThresholds, Properties and Credentiafsage. Check the informationon
application class instancegli¢ it if required and thenscrolldown to set the thresholds and alert
conditions for the string searchor details on parameters and alert conditions, refer to the

section onParameters

Hasdaq
Threshalds

—m—m  Tmes

Execution Time

HTTP Status Code
Return Output

Server Connection State
Status

FTSE
Matching Line(s)

Matching Line Count

Larger '::>
Larger |:'|>
Larger =
Larger '::>
Larger |:'|>

O zfo Jseconss

=

o
S
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=
o

Oooano

Larger =
Larger =

O

1l

nfa

O

=10

O

B ®E OO0

O d

(3

210 lseconas

SE—

=2 | |1 | Alarm or Warning |
= | 1 | | 1 | Alarm or Warning | v
= | i | | 1 | Alarm or Warning |
=|2 | |1 | Alarm or Warning | v

Alarm or Warning | ¥
Alarm or Warning | %

E
E

i Alarm or Warning | %

Save Cancel

Figure57: Set thresholds and alerts

Success

6. dick Save

Changes have been saved.

. Indicates that the string search has been successfully added

and it will appear on the screen under the application class for which it is created.
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String search input pro perties

I Name  Desoipion

Descriptive Label The label describing the LOG file string search instance

Count lines that match with Select an option for the search:
A [CRITERION 1] and [CRITERION 2]
A [CRITERION 1] and [CRITERION 2]

----[CRITERION 13- Select an option from the dregown list:
A  Line must contain
A Line must NOT contain

[1] Regular Expression Enter the first Regular Expression.

Special characters include* + ? [] () |

[1] Case Select an option from the dredown list:
A Casesensitive
A Casensensitive

[1] Located Specify the location of the [CRITERION 1] Regular Expression
A Anywhere in the line
A Inthe column number below

[1] In the Column Number Enter a column number where the [CRITERION 1] Regular Expression is |
Valid ONLY K-option "In the column number" is selected in the above field

Example 2, 5 or 10 etc.

----[CRITERION 2}- Select an option from the dregown list:
A Line mustontain
A Line must NOT contain

[2] Regular Expression Enter the [CRITERION 2] Regular Expression.

Special characters include* + 2 [] () |

[2] Case Sensitive Select an option from the dregown list:
A Casesensitive
A Casdnsensitive

[2] Located Specify the location of [CRITERION 2] Regular Expression
A Anywhere in the line
A In the column number below

[2] In the Column Number Enter a column number where the [CRITERION 2] Regular Expression is |
Valid ONLY IF the option "In the column number" is selected in the above

Example 2, 5 or 10 etc.

Columns are Separated by Specify the characters that act as column sepans:
Default separator is a seroblon: ;

Predefined separator values:
A \sfor any number of spaces (spacebar) or tabs.
A\t for tabulation
A \b for any number of spaces (spacebar)

I \SENTRY
\ & - SOFTV
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‘ Name Description

Search for Criterion 1 and/or 2 Select the lines to be taken into accodat the search:
A Inalllines
A Onlyin the following

By default blank lines will be ignored.

Line Numbers LT @&2dz 2LJi FT2NJ GKS &SI NOK GAyYy f Ay
where the criteria is to be searched for.

Example: 4;6;8 or-3r -5 or 1;3-5;7-9

Editing or deleting an instance

To edit or delete the instance, follow the regular procedure as for all Performance Managers on the
Portal, or see-diting ordeleting an instance

~ 02 ~
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11. Numeric Value Extraction

The Numeric Valu&xtraction tool enables youot fine-tune your monitoring by searching for and
extracting actual values frona source of informatior(the output ofa command, a web page, the result
of aSQL query, or WBEM query etajd build graphs with these values.

What you can do with this tool

Problems with an application are not always as simple as a sentence explaining that an "error has
occurred.” Sometimg, an application reports its health by providing critical numbers, like a queue

length, a processing time, a utilization percentage, etc. These numbers may be reported by the
application through its LOG files, in the output of commands, in a databasa,Web page, etc.

Monitoring Studio Express is able to redskse values and report them gsaptsin BMC Portal. This
FSEHGdzNBE Aa OFfftSR abdzYSNAO I tdz§ 9EGNI OGA2yé & A
(the output of a command, a wetge, the result of a SQL query, or WBEM query etc.).

How it works (summary)

All you need to do is indicate how to find the numeric value(fin the information source: First, look
only in lines that match a specified regular expression, and then fronethoss, extract the numeric
value located in the "x" column, or located after/before a specified string. Monitoring Studio Express
runs the search as per thepecifiedcriteria and extracts the numerical values found. Graphs are built
with these values ahyou can set thresholds in order to trigger alerts ifiwhen the numbers breach your
specific thresholds.

The basic mechanism is:

1. Specify an information source

2. Specify with a regular expression in which lines of the searched content the numericivalue
located

3. LYRAOIFIGS GKS ydzYSNAO Ol fdzSQa t20FGA2y Ay (KSa:
etc.

4. Indicate which numbers are to be considered if several lines contain the searched numeric
value first value, last value, calculate avge highesvalue; lowest value

The numeric value extraction tool is integrated within each of the monitoring tools/application classes,
which enables you to add a numeric value extraction during the creation of an application class instance,
or/and any time later &er creation of the instance. Alert thresholds can be set for all the numeric value
extraction instances.

Thenumeric value extractiomuns differently onrunningsources such as LOG filesvhere it searches
only amongst the new lines appended since tlast poll; whereas forflat sources, the entire
information source is searched (as per the indications specified: what; where etc).

Note
For the numeric value extraction on LOG files, please see the segtiomeric Value Extractioon LOG Files

{2\ SENTRY
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