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Customer Support  

 

You can obtain technical support by using the Support pag e on the Sentry Software Web site or by contacting 
Customer Support by telephone or e-mail. To expedite your inquiry, please see the section òBefore Contacting Sentry 
Softwareó given below.  

 
Support Web Site  

You can obtain technical support from Sentry Software 24 hours a day, 7 days a week at  
http://www.sentrysoftware.net/support.asp . From this Web site, you can 

 register a case online 

 report a problem or ask a question 

 read overviews about support services and programs that Sentry Software offers  

 find the most current information about Sentry Software products 

 download trial versions of products  

 download product documentation  

 consult the Online Technical Library that provides detailed product documentation  
 
Support by Telephone or E -mail  

To find telephone and e-mail contact information for the Sentry Software support center please, refer to the Contact 
Us section of the Support page on the Sentry Software Web site at http://www.sentrysoftware.net/support.asp  
 
Before Contacting Sentry Software  

Before you contact Sentry Software, please ensure you have the following information available so that Customer 
Support can begin working on your problem immediately:  

Product information 

 product name 

 product version (release number) 

 license number and password (trial or permanent)  

Operating system and environment information 

 machine type 

 operating system type, version, and service pack or other maintenance level such as PUT or PTF 

 system hardware configuration  

 serial numbers 

 related software (database, application, and communication) including type, version, and service pack or 
maintenance level 

Sequence of events leading to the problem 

Commands and options that you used  

Messages received (and the time and date that you received them) 

 product error messages 

 messages from the operating system, such as file system full  

 messages from related software 
 
 
 
 
 

http://www.sentrysoftware.net/support.asp
http://www.sentrysoftware.net/support.asp
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Overview   
While out-of-the-box BMC Software monitoring solutions are 

available for the most common applications, most companies also 

need to use various custom or in-house applications.  

Until recently, monitoring these custom applications, often critical 

as they are intrinsically linked to the business, was feasible only 

through a custom PATROL® Knowledge Module®. Developing a 

PATROL KM, although not an impossible task, inevitably involves a 

lot of programming, project management, release and 

maintenance management skills, all of which are time and 

resource-intensive. 

BMC® Performance Manager Monitoring Studio is a KM for 

PATROL that allows you to set up the monitoring, without any 

coding, of almost any application, device or IT component for 

which there is no out-of-the-box monitoring solution available. It 

also enables you to consolidate diverse monitoring needs through 

a single solution. 

 In a few clicks, and thanks to intelligent wizards, you can cover up 

to 100% of your critical applications in your BMC Software 

monitoring environment.  

 

 

This document explains how to use 

BMC® Performance Manager 

Monitoring Studio.  

It explains each monitoring tool in 

this toolbox in detail: what each tool 

is all about, how to set up the 

monitoring with each tool, what are 

the options available to you to make 

your monitoring management more 

effective etc. The product 

documentation for BMC® 

Performance Manager Monitoring 

Studio consists of: 

1. Installation Guide ς for detailed 

instructions on how to install and 

run the product. 

2. User Guide ς current document  

3. Reference Guide - for information 

about application classes, 

parameters and menu 

commands. 

4. Release Notes ς for a summary of 

the key features and changes in 

the product.  

For convenience, BMC Performance 

Manager Monitoring Studio will be 

referred to as: Monitoring Studio 

within the product documentation. 
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Getting Started 
This section helps you understand how BMC Performance Manager Monitoring Studio works and what 

you can do with it. It gives you a quick glimpse of the installation and integration process, and a basic 

guideline on how to set-up the monitoring of your applications with Monitoring Studio. 

Please note that although this section briefly gives some information on the installation procedure, it 

remains essential to refer to the Installation Guide for correct installation of the product. 

 

This chapter describes the prerequisites and the procedures you must perform before you install BMC 

Performance Manager Express Monitoring Studio. 

The installation procedure is very simple as long as the prerequisites stated in this chapter are fulfilled. 

http://www.sentrysoftware.net/downloadMonitoringStudio.asp


BMC Performance Manager Monitoring Studio v8.5.01 

SENTRY  SOFT WARE  

 

~ 7 ~ 

 

1. About Monitoring Studio  

BMC Performance Manager Monitoring Studio is a module that allows PATROL administrators to set up 

the monitoring of custom applications and other applications, devices or IT components for which there 

are no standard KMs.  

Once installed, Monitoring Studio provides a graphical user interface through which the administrators 

can use the diverse monitoring tools with great flexibility to monitor their 

applications/devices/technologies. The user friendly wizards enable the administrators to decide what 

should be monitored and how it is to be monitored. Once BMC Performance Manager Monitoring Studio 

is properly configured, the application/device or IT component is monitored within the PATROL Console 

and operators are alerted when a failure or anomaly occurs (as per the settings).  

What you can do with Monitoring Studio  

An easy-to-use GUI to setup the monitoring 

Monitoring Studio provides an easy graphical user interface that enables PATROL administrators to 

rapidly set up the monitoring of an application or any other IT component, without having to do any 

coding. The administrator can create icons for the applications in the PATROL Console and can specify in 

a highly detailed way what must be monitored for this IT component. 

Monitoring Studio has tools to: 

 Monitor Process monitoring of an application 

 Monitor file content, files, folders and file systems used by an application 

 Parse complex log files (multi-line, xml, html text) 

 Launch commands or scripts to query the application 

 Send requests to a Web front-end of the application 

 Send queries to the database back-end of the application  

 Poll SNMP agents and listen for SNMP traps  

 Poll and monitor JMX enabled applications within your PATROL environment 

 Execute, monitor and analyze WMI queries 

 Monitor other KMs parameters and integrate them within your application/IT component 

monitoring 

 Run String searches 

 Extract Numeric values 

Note 
The entire configuration of Monitoring Studio is stored in the agent configuration tree under: /MASAI/SENTRY8 
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2. Installing and integrating BMC Performance Manager Monitoring 

Studio 

Essential 

Being a Knowledge Module (KM) for PATROL®, it is essential to install the KM on the following 

components of the PATROL framework: 

Managed systems with a PATROL Agent 

 PATROL Console (Classic) 

 PATROL Console Servers (PATROL 7 framework only) 

 PATROL Central ς Web Edition 

 

Impo rt an t !  

The active part of Monitoring Studio resides on the PATROL Agent, therefore:  

- A PATROL Agent must be installed on each server that needs monitoring  

- BMC Performance Manager Monitoring Studio must be installed on each PATROL Agent.  

Please refer to the BMC Performance Manager Monitoring Studio ς Installation Guide for further details on the 
installation procedure. 

http://www.sentrysoftware.net/downloadMonitoringStudio.asp
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3. Loading Monitoring Studio KM for  PATROL®  

Once installed as per the procedure described in the Installation Guide, and prior to using Monitoring 

Studio KM for PATROL, you must load the Knowledge Modules (KMs) on the PATROL Console. Follow the 

steps below to load Monitoring Studio KM for PATROL: 

Loading the KM on PATROL Console for Windows or on PATROL Console for UNIX 

Select File > Load KM in the PATROL Console menu and in the dialog box, select SW_SENTRY8.kml and 

click Open. 

Loading the KM on PATROL Central Operator 

Select Action > Load Knowledge Modules, and in the dialog box check the box next to the managed 

systems for which you wish to load Monitoring Studio KM for PATROL and click Next. 

Click the Knowledge Module lists tab, check the box near SW_SENTRY8.kml, click Next and then click on 

Finish. 

Loading the KM on PATROL Central Web Edition 

In the General Tasks panel, click Load Knowledge Modules and in the dialog box, click on the managed 

systems for which you wish to load Monitoring Studio KM for PATROL and click Next. 

Select SW_SENTRY8.kml from the list, click Next and then click on Finish. 

Application classes on the Monitor ed systems and Console 

If the KM is properly loaded, the following 22 classes should be loaded on the Monitored System and 

Console:  

Application Class  Description  

SW_APPLICATIONS Monitors application/container icons 

SW_DB_QUERIES Executes and monitors database queries 

SW_FILES Monitors files and file content 

SW_FILE_SECURITY Monitors file security 

SW_ FILESYSTEMS Monitors file-systems 

SW_FOLDERS Monitors folders 

SW_HTTP_REQUESTS Monitors web-based applications, executes HTTP requests 

SW_HTTP_WEBFARM Monitors web farms 

SW_JMX Polls and monitors JMX-enabled application servers 

SW_KMWATCH Monitors parameters of other KMs 

SW_NTEVENTS Monitors Windows Event Logs 

SW_ NTPERFORMANCE Monitors Windows Performance 

SW_ NTSERVICES Monitors Windows Services 

SW_NT_WMI Executes and monitors WMI queries 

http://www.sentrysoftware.net/downloadMonitoringStudio.asp
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Application Class  Description  

SW_NUMBERS Enables extracting numeric values 

SW_OSCOMMANDS Executes, monitors and parses command lines and scripts 

SW_PROCESSES Monitors Processes 

SW_SENTRY Main application class 

SW_SNMP_POLIING Polls and monitors SNMP agents 

SW_SNMP_TRAPS Monitors and listens for SNMP traps 

SW_STRINGS Executes string searches 

SW_TRANSFORM Transforms complex (multi-line, HTML, XML) text to enable string/numeric value 
searches  
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4. Preloading Monitoring Studio  

For optimal functioning of Monitoring Studio, it is strongly recommended that you configure the PATROL 

Agent to preload the KM. This means that the PATROL Agent will automatically load Monitoring Studio 

upon startup and will not wait for a console requesting the KM. 

 

This can be done by setting the /AgentSetup/preloadedKMs configuration variable of each PATROL 

Agent where Monitoring Studio has been installed. 

To set a configuration variable, you need to use PATROL Configuration Manager (PCM), WPCONFIG.EXE 

(Windows) or xpconfig (UNIX/Linux). For more information about these tools, please refer to the BMC 

Software PATROL documentation. 

The /AgentSetup/preloadedKMs is a comma-separated list of KM files or KM lists that have to be loaded 

by the agent upon startup. Basically, it looks like the following: 

EVENT_MANAGEMENT.kml,NT_PERFMON_WIZARD.kml,NT_BASE.kml,AS_EVENTSPRING.kml  

Add SW_SENTRY8.kml to this list as shown below and then apply the configuration: 

EVENT_MANAGEMENT.kml,NT_PERFMON_WIZARD.kml,NT_BASE.kml,AS_EVENTSPRING.kml,SW_SENTRY8.kml  
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5. Configuring the monitoring  

Determining exactly what should be monitored on an application strongly depends on the application 

itself. Nevertheless, certain basic guidelines can be followed: 

Specify the resources used by your application: 

 Processes of your application, or the Windows services of your application 

 File systems (or logical disks) used by your application 

 Directories (folders) where your application runs (where transactional data is stored, where 

queries are queued, etc.) 

 Files critical to your application (to check their presence, size, growth, etc.) 

 Other middleware information provided by other KMs, if your application relies on some 

middleware software that can be monitored by specific KMs (Oracle, Tuxedo, MSMQ, etc.) 

 Other middleware information provided by Windows performance counters if your application 

relies on middleware software under Windows and provides perfmon data 

Specify the information sources (where/how can you get information about the application): 

 Flat files that contain useful information about your application 

 LOG files in which your application writes data (traces of the operations) 

 Web pages (your application provides a web front-end that should be tested) 

 Database queries (your application relies on a database server and some tables contain useful 

data or procedures that should be tested) 

 SNMP agents (your application provides information through an SNMP agent that can be polled 

or that sends SNMP traps) 

 OS commands or scripts that test the application, giving its status or other useful information 

 JMX enabled servers that you want to poll 

Specify what should be searched for in these information sources: 

 Strings (regular expressions) that have to be found or not found 

 Numeric values that will be extracted and used to build graphs in the console (with alert 

thresholds) 

Specify what Monitoring Studio should do when an application failure has been detected. 

 Decide what kind of Alert Actions should be taken when an error is detected 
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6. Day-to-day monitoring with BMC Performance Manager 

Monitoring Studio  

Once properly configured, the application or IT component is monitored and displayed in the PATROL 

Console. This IT component is from now onwards monitored just like any other standard component of 

the system (hardware, OS, middleware, etc.). 

 

Operators use Monitoring Studio to monitor applications just like any other KM with an aim to: 

 Getting information about the application 

 Triggering various tests 

 Refreshing values 

 Getting histories 

 Receiving alerts etc. 
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Monitoring Features 
This section describes all the monitoring tools of BMC Performance Manager Monitoring Studio version 

8.5.01. It gives step-by-step illustrated details on how to use each monitoring tool. 
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1. Applic ation/ container icons 

Objective 

The aim of the application/container tool is to group several monitoring objects related to the same 

monitored application, IT component or device. It greatly facilitates the monitoring management of 

applications/components in and permits you to have a clean and well-structured hierarchy of the 

monitored objects. 

Method (summary) 

Create a new application or container icon (it is created directly under the managed computer icon in 

the PATROL Console). 

Note 
You can create sub-containers within your application/container. This is very useful to ensure that the monitoring 
matches your actual applications as closely as possible. 

Specify an application name (or container name) and enter properties that will be useful to operators 
such as: 

 Description of the application 

 Person to be contacted in case of an application failure, etc. 

Lƴ ŀŘŘƛǘƛƻƴΣ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ǎǇŜŎƛŦȅ ǳǇ ǘƻ ǘƘǊŜŜ άŀŘǾŀƴŎŜŘ ƻǇǘƛƻƴǎέ ǘƘŀǘ ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ Ƴƻƴƛǘƻring 

management of applications:  

 You can set command lines that allow Starting or Stopping of the application from the menu 

command.  

 You can specify Signature files whose existence means that the managed application is currently 

present on the system and consequently should be monitored (great for clustered applications).  

 The third option consists of setting Application Constants which are very useful for monitoring 

an application whose properties may change from one system to another.  

Result 

The application/container icon appears in the PATROL console and then you can create or add other 

monitored objects belonging to that application under it. This way they are all grouped together. This is 

useful, for instance, if you wish to apply global alert actions to all monitored objects belonging to one 

application. Application containers enable you to have a clean and structured hierarchy of your 

monitored objects. 

Creating and editing application/container icons  

To create a new application/container icon: Right-click the Monitoring Studio icon in the PATROL 

Console and select KM Commands > New > Application icon (container). 
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To edit an existing application/container icon: Right-click the application/container icon > select KM 

Commands > Edit. 

To create sub-containers: Right-click the application/container icon under which you want to create a 

sub-container > select KM Commands > New > Sub-container. 

Step 1: Identifying the application to monitor (naming a container) 

 

 Container name: Enter the name of the container or application to monitor. This will be used to 
build the label of the icon in the PATROL Console. 

 Description (optional): Enter a description for the monitored application or IT component. 

 Contact (optional): Enter the name of the person to be alerted or the one who will provide 
support in case of an application failure. 

 Let me setup advanced options: Selection enables setting advanced options. 
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Advanced options (optional) 

{ŜƭŜŎǘƛƴƎ ά!ŘǾŀƴŎŜŘ ƻǇǘƛƻƴǎέ ƛƴ ǘƘŜ ǇǊŜǾƛƻǳǎ ǎǘŜǇΣ ŘƛǎǇƭŀȅǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀƴŜl with 3 options:  

 

Click on the desired button to show a popup window for the corresponding option.  

 Start -- Stop: This option enables the starting and stopping of an application through a 
Monitoring Studio KM command. To activate this feature, you need to specify two command 
lines: one to start the application, and the other to stop it, and then enter user credentials to 
run these commands.  

On clicking the Start--Stop button in the panel shown above, the following panel pops-up: 

 

 <Application name> can be started with the following command line: Set a command line to 
start the application. 

 <Application name> can be stopped with the following command line: Set a command line to 
stop the application. 
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 Run these commands as this user with password: Enter a login and password to execute the 
start and stop command lines. 

WWaarr nn ii nngg!!    
Make sure you click on the Accept button before you go to the next step. If you click on the Cancel button, the 
newly applied settings will be disregarded! 

From now on, you can start or stop this application by right-clicking on the application/container icon > 

KM commands > Manage > Start the application/Stop the application. 

 Signature files: This is a feature for managing the monitoring of clustered applications. The 
presence of signature files indicates that the managed application is currently available on the 
system and consequently should be monitored.  

When none of these signature files are present, it means that the application is not actually present on 

the system and consequently should not be monitored. In such case, Monitoring Studio will disable the 

entire monitoring of this application. This can be extremely useful when the application is hosted by a 

"fail-over" cluster. 

When you click on the Signature files button in the ŦƛǊǎǘ ǇŀƴŜƭ ƻŦ ά!ŘǾŀƴŎŜŘ ƻǇǘƛƻƴǎέΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

panel is displayed: 

 

 Paths to the signature files: Up to four signature file paths can be entered in these fields. The 
application monitoring will be performed only if a minimum of one of these four files is found. 
The presence of a signature file means that the application is currently present and should be 
monitored. 

If none of the required files are found, the application monitoring will be turned offline.  

Note 
These file names do not accept wildcards. 

 

WW aa rr nn ii nn gg !!   
Make sure you click on the Accept button before you go to the next step. If you click on the Cancel button, the 
freshly applied settings will be disregarded!  
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 Application Constants: This feature facilitates the monitoring management of an application 
across various systems. This feature is very useful for monitoring an application whose 
properties may change from one system to another. 

Basically, Application constants ŀƭƭƻǿ ȅƻǳ ǘƻ ŎǊŜŀǘŜ ŀ aƻƴƛǘƻǊƛƴƎ {ǘǳŘƛƻ άŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘŜƳǇƭŀǘŜέ 

dedicated to the monitoring of an application (or any other component) and use this template on 

several systems even if the application uses different paths, IDs, credentials etc. 

  

Example 1 
You define the APP_PATH constant with the /opt/MyApp value. When creating the ά[hD CƛƭŜ !ƴŀƭȅǎƛǎέ ƻōƧŜŎǘ ƛƴ 
Monitoring Studio, you can specify%{APP_PATH}/log/MyApp.log as the path to the LOG file. If on another system, 
this application is located under the directory (/usr/local/MyApp for example); you can use the same configuration 
of Monitoring Studio (export and import) and just modify the APP_PATH constant on the new system. 

 

Example 2 
You specify the monitoring of a remote device using SNMP polling and SNMP trap listening objects in Monitoring 
Studio. Instead of specifying the IP address of the remote device directly in these SNMP objects, you can define a 
DEVICE_IPADDRESS Application Constant and use %{DEVICE_IPADDRESS} in the SNMP polling and SNMP listening 
objects of Monitoring Studio. If, the IP address changes later, you will only need to modify the value of the 
DEVICE_IPADDRESS constant, instead of editing every SNMP polling and trap listening object.  

 Constant name: Enter the name of the constant. Example: APPLICATION_PATH 

 Value: Set a value for the constant. Example:/opt/myApp 

 Required: Check the box to activate this newly-set application constant.  

When you check the « Required » box, the monitoring of the application container and all dependent 

objects are taken offline if the value of the application constant is not set. This ensures that no 

monitoring operation is performed until the required application constants are properly set. This is 

particularly useful when you create an application monitoring template where all the defined 

application constants are empty. In this case, you first import the configuration template and then give a 

value to all of the required application constants before the monitoring actually starts. Click on Accept 

and from now on, the application constant/s will be taken into consideration by Monitoring Studio. 
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Step 2: Monitoring Studio settings 

 

 Container/Application name: Label that will be displayed in the PATROL Console for this 
application/container monitoring. 

 Object ID: PATROL internal identifier of this application/container. 

Click on Finish and the application/container icon will appear in the PATROL console. Application 

icons/container objects are instances of the SW_APPLICATIONS class. 

Removing an application icon/c ontainer 

You can remove an application icon or container from the PATROL Console simply by right-clicking the 

application icon and selecting KM Commands > Delete. After confirmation, the application icon and all 

its depending objects will be removed from the PATROL Console and from the agent configuration. 

Warning! 
Deletion of an application icon or container cannot be undone. 

 

http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
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2. Command Line analysis 

Objective 

The aim of this tool is to execute a command line and parse the output of this command, verify the 

status of the execution by searching for a string, run an infinite background command and/or stop a 

command execution if the timeout elapses.  

Despite the fact that BMC Performance Manager Monitoring Studio offers a variety of monitoring tools 

with extensive capabilities, you may have an in-house script or command that you need to run and 

analyze at regular intervals in order to monitor your application. 

You can configure Monitoring Studio to execute any command line and parse the output of this 

command. In addition, the command line execution feature allows you to: 

 Stop the command execution once a given timeout is reached 

 Verify the status of the execution by searching for a string 

 Run a background command that never ends 

Thus, the command line execution feature gives you the options you need to properly execute, analyze 

and monitor the script or command line. 

Warning! 
The program or script being executed must not need any user interaction and must not create any window. 
Monitoring Studio will analyze its output, i.e. what has been written to the stdout and stderr streams. 

 

Note 
In some way, the command line analysis features provides a "do-it-yourself" kind of tool allowing you to execute 
any shell script or VBScript and search for Strings and Numeric values in the returned output. 

Create or edit a Command Line Analysis Instance 

To create a new Command Line analysis: Right-click the application/container icon in the PATROL 

Console and select KM Commands > New > Command Line analysis. 
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To edit an existing Command Line analysis: Right-click the Command Line icon in the PATROL Console 

and select KM Commands > Edit. 

Classic command execution 

Step 1: Entering the command line to execute 

 

 Command line to execute: Enter the OS command line or the path to the script that Monitoring 
Studio will execute. 

 Execute this command line as Username/Password: Enter a username and password if the 
command line needs to be run with a user account different from that of the default PATROL 
Agent account. 
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Note 
You can use the %{TIM9ΥΧϒ ŀƴŘ ҈ϑ[!{¢¢La9ΥΧϒ ƳŀŎǊƻǎ ƛƴ ǘƘŜ ŎƻƳƳŀƴŘ ƭƛƴŜ ǘƘŀǘ ǿƛƭƭ ōŜ ŜȄŜŎǳǘŜŘΦ ¢ƘŜȅ ǿƛƭƭ ōŜ 
ǊŜǇƭŀŎŜŘ ǊŜǎǇŜŎǘƛǾŜƭȅ ōȅ ǘƘŜ ŎǳǊǊŜƴǘ ǘƛƳŜ ŀƴŘ ōȅ ǘƘŜ ƭŀǎǘ ŜȄŜŎǳǘƛƻƴ ǘƛƳŜΦ {ŜŜ ǘƘŜ ά!ŘŘƛǘƛƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴέ ŎƘŀǇǘŜǊ 
for more information on how to format the macros. 

 

Examples 
The following command line runs the diagnose.sh shell script and parses its output: 
/opt/myApp/bin/diag/diagnose.sh 

The following command executes a VBS script: CSCRIPT.EXE //NoLogo C:\MyApplication\bin\diag\diagnose.vbs 

The following command dumps the error log on IBM AIX and does only take into account the new lines that have 
been logged since the last polling: error ςa ςs %{LASTTIME:%m%d%H%M%S} 

Step 2: Execution period and execution timeout 

As the option: This command needs to be launched only once and runs continuously, in step 1 is not 

selected, the following dialog box is displayed. 

  

 {ǘƻǇ ǘƘŜ ŎƻƳƳŀƴŘ ƛŦ ƛǘ ǘŀƪŜǎ ƭƻƴƎŜǊ ǘƘŀƴ Χ ǎŜŎƻƴŘǎ: Select the time in seconds after which the 
command will be stopped. 

Note 
If the timeout is reached, the value of the ExecutionStatus parameter will be set to 1, indicating that the command 
failed to execute properly. No further analysis will be performed (String and Numeric Value searches). 

 Command to execute if the timeout above is reached: A sort of recovery/cleaning action that 
will be executed when the timeout is reached. 

Note 
The {%PID}  macro can be used to indicate the PID of command line process being interrupted. 
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Step 3: Command execution validation 

This option is useful to avoid basic execution errors like File not found because the command line was 

mistyped. The following panel will pop up: 

 

 Command execution validation: The regular expression entered here will be searched in the 
output of the command. If it is not found, the value of the ExecutionStatus parameter will be set 
to 1, indicating that the command failed to execute properly. 

Step 4: Monitoring Studio settings 

 

 Object display name: Label that will be displayed in the PATROL Console for this command line 
monitoring object. 
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 Object internal identifier (ID): PATROL internal identifier of this OS command monitoring. 

 What thresholds do you want to set for the newly created object? The drop-down list allows 
you to select the mode of setting alert thresholds: 

 Use default thresholds: Uses the default thresholds set by Monitoring Studio 

 Set custom thresholds: Allows you to customize the thresholds for all parameters of the 

instance 

 Use default thresholds and customize them: Sets the default Monitoring Studio thresholds on 

certain parameters (see list of parameters with default thresholds) and then allows you to 

customize any/all of them. This is mainly intended to help save time if you wish to customize the 

thresholds of just one of many parameters for the instance, and leave the default settings for 

the others. 

Note 
If you select Use default thresholds and customize them; on clicking Finish, the Set Thresholds panel will appear, 
and certain parameters for the instance will appear with an asterisk symbol - indicating that they already have 
thresholds. You can then customize (any/all) the thresholds of the parameters as per your specific needs.  

 Do not set any thresholds: No thresholds will be set on any parameter of the instance, and as a 

result no alerts will be triggered. Monitoring Studio will poll the object and return the output of 

the polling, but will not raise any alerts until you set thresholds.  

Important !  
Thresholds can be set or modified at anytime by right-clicking on the instance > KM commands > Set Thresholds. 

 

Note 
For details on the parameters discovered, please refer to the Reference Guide. 

òNever-endingó command execution 

Step 1: Entering the command line to execute 

http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
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 Command line to execute: Enter the OS command line or the path to the script that Monitoring 
Studio will execute. 

 Execute this command line as Username/Password: Enter a username and password if the 
command line needs to be run with a user account different from that of the default PATROL 
Agent account. 

 This command needs to be launched only once and runs continuouslyΥ ! άƴŜǾŜǊ-ŜƴŘƛƴƎέ 
command is a program or script that runs all the time. It is not actually polled but instead 
executed just once and the returned value of the command is displayed in the ReturnOutput 
parameter. Also, String and Numeric value searches are performed as new output is received. 

Note 
¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ ҈ϑ¢La9ΥΧϒ ŀƴŘ ҈ϑ[!{¢¢La9ΥΧϒ ƳŀŎǊƻǎ ƛƴ ǘƘŜ ŎƻƳƳŀƴŘ ƭƛƴŜ ǘƘŀǘ ǿƛƭƭ ōŜ ŜȄŜŎǳǘŜŘΦ ¢ƘŜȅ ǿƛƭƭ ōŜ 
replaced respectively by the current time and ōȅ ǘƘŜ ƭŀǎǘ ŜȄŜŎǳǘƛƻƴ ǘƛƳŜΦ {ŜŜ ǘƘŜ ά!ŘŘƛǘƛƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴέ ŎƘŀǇǘŜǊ 
for more information on how to format these macros. 

 

Examples 
The following command line runs the diagnose.sh shell script and parses its output: 
/opt/myApp/bin/diag/diagnose.sh 

The following command executes a VBS script: CSCRIPT.EXE //NoLogo C:\MyApplication\bin\diag\diagnose.vbs 

The following command dumps the error log on IBM AIX and does only take into account the new lines that have 
been logged since the last polling: error ςa ςs %{LASTTIME:%m%d%H%M%S} 

Step 2: Confirm never-ending command and additional command to execute to stop the never-ending 

command 

If you select the option "This command needs to be launched only once and runs continuously" in step 

1, the following pop-up asks you to confirm your choice: 
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Once the "never-ending" option has been confirmed, the following dialog box confirming that the 

command line will be executed just once and will run continuously is shown: 

 

 Additional command to execute in such case (when the never-ending command needs to be 
interrupted): This is the command to execute in order to stop the execution of the never-ending 
command. This command will be run when the command analysis is deleted from the PATROL 
configuration. This is required to put an end to the execution of the command. 

Click Next. 

Step 3: Monitoring Studio settings 
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 Object display name: Label that will be displayed in the PATROL Console for this command line 
monitoring. 

 Object internal identifier (ID): PATROL internal identifier of this OS command monitoring. 

 What thresholds do you want to set for the newly created object? The drop-down list allows 
you to select the mode of setting alert thresholds: 

 Use default thresholds: Uses the default thresholds set by Monitoring Studio 

 Set custom thresholds: Allows you to customize the thresholds for all parameters of the 

instance 

 Use default thresholds and customize them: Sets the default Monitoring Studio thresholds on 

certain parameters (see list of parameters with default thresholds) and then allows you to 

customize any/all of them. This is mainly intended to help save time if you wish to customize the 

thresholds of just one of many parameters for the instance, and leave the default settings for 

the others. 

Note 
If you select Use default thresholds and customize them; on clicking Finish, the Set Thresholds panel will appear, 
and certain parameters for the instance will appear with an asterisk symbol - indicating that they already have 
thresholds. You can then customize (any/all) the thresholds of the parameters as per your specific needs.  

 Do not set any thresholds: No thresholds will be set on any parameter of the instance, and as a 

result no alerts will be triggered. Monitoring Studio will poll the object and return the output of 

the polling, but will not raise any alerts until you set thresholds.  

Important !  
Thresholds can be set or modified at anytime by right-clicking on the instance > KM commands > Set Thresholds. 
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Note 
For details on the parameters discovered, please refer to the Reference Guide. 

Command line analysis objects are instances of the SW_OSCOMMANDS class. 

 

http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm


User Guide - Monitoring Features 

SENTRY  SOFT WARE  

 

 

 

3. Database Query analysis 

Objective 

The aim of this Database query tool is to execute SQL queries on Microsoft SQL, MySQL and Oracle 

database servers and monitor their return output within your PATROL environment.  

You can then run string or numeric value searches within the return output to get/monitor the result in 

myriad ways. You need no longer run separate SQL queries. 

Method (summary) 

If the application you wish to monitor uses a database server, you can test this database by sending 

applicative queries to the database server, or by testing the content of some critical application tables. 

Once you have specified your SQL query, you can search for strings in the result set and build graphs 

using the numerical values returned. Queries can be set up to perform complex tasks with just the click 

of a button, and they can be saved for future use. 

Note 
Monitoring Studio can execute SQL queries on remote databases (since v8.3). In order to run remote SQL queries, 
Monitoring Studio requires the SQL Server client, the Oracle SQL*Plus utility or the MySQL tool to be installed on 
the computer where Monitoring Studio is actually running. 

As query results are stored by Monitoring Studio in a pipe-separated table format, it is easy to specify 

strings to be searched or numeric values to be extracted from a database query. Please refer to the 

Searching for strings and Extracting numeric values sections for more information. Below is an example 

of how the database query result is formatted and then being searched for strings and numeric values: 

 

Create or edit a Database Query analysis instance 

To create a new database query analysis: Right-click the application/container icon in the PATROL 

Console and select KM Commands > New > Database Query analysis. 

To edit an existing Database query analysis: Right-click the Database Query analysis icon in the PATROL 

Console and select KM Commands > Edit. 
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Step 1: Selecting the database type 

 

 Select a database server: Specify here whether the database used by your application is an 
Oracle Database Server, MySQL Server or a Microsoft SQL Server. 

Note 
Microsoft SQL Server is only supported on Windows. 

Step 2 ς a: Oracle database connection settings and query to be executed 

If you select Oracle Database Server in the first panel of the wizard, then this is what follows:  

 

 System identifier (Oracle SID) or connection string: Specify the Oracle SID of the database 
server you want to connect to as declared in the tnsnames.ora file.  



User Guide - Monitoring Features 

SENTRY  SOFT WARE  

 

 

 

If the Oracle Instant Client is installed, you can specify the server hostname and port by using 
the syntax: //hostname:1521/oracleSID. 

 Username: Database account used to connect to the server 

 Password: Password associated with the specified username. 

 Oracle location: Path to the Oracle client. This can be either ORACLE_HOME if the Oracle 
Database Server or Full Client is installed (example: c:\Oracle\ora92), or the path to Oracle 
Instant Client (example: /opt/oracle_instant_client). 

 Optional alternate TNS_ADMIN path: If the Oracle Database Server or Full Client is installed and 
the tnsnames.ora file is not located in the default directory, you can specify the path to the 
directory which contains tnsnames.ora and that will allow SQL*Plus to resolve the Oracle SID 
you entered in the first field. 

 SQL Query to be executed: One-line SQL statement that will be executed by the Oracle server 
and whose result will be parsed by Monitoring Studio. This can be also the path to an existing 
SQL script file. 

 Query timeout: Time in seconds. When this timeout is reached, Monitor Studio considers the 
Oracle database to be unreachable and triggers an alert on the ConnectionStatus parameter. 

Example 
Oracle service name: BACKENDDB 

Username: sysApp 

Password: ******  

SQL query: SELECT COUNT(*) FROM PendingCustomers 

Behavior: Will connect to the BACKENDDB Oracle server instance using the sysApp database account and ask the 
server to return the number of rows in the Pending Customers table. This query should give a number representing 
the number of waiting customers for the application. 

 

Note about  SQL*Plus 
Monitoring Studio uses Oracle SQL*Plus to connect to an Oracle Database Server. Therefore, SQL*Plus needs to be 
installed on the computer where Monitoring Studio and the PATROL Agent are running.  

SQL*Plus is installed by default with Oracle Database Server (from version 7.x to 10g). If you are configuring local 
queries, you need to enter the current ORACLE_HOME as the Oracle location. 

SQL*Plus is also installed by default with the Oracle Database Client (from version 7.x to 10g). If the Oracle 
Database Client has been installed on the computer where the PATROL Agent is running, you need to enter the 
current ORACLE_HOME as the Oracle location. 

Starting with version 10g, Oracle now provides a new lightweight client: Oracle Instant Client. This new client is 
ƳŀŘŜ ƻŦ ǎŜǾŜǊŀƭ ǇŀŎƪŀƎŜǎΦ Lƴ ƻǊŘŜǊ ǘƻ ƳŀƪŜ hǊŀŎƭŜ ǉǳŜǊƛŜǎ ǿƛǘƘ aƻƴƛǘƻǊƛƴƎ {ǘǳŘƛƻΣ ȅƻǳ ƴŜŜŘ ǘƻ ƛƴǎǘŀƭƭ ǘƘŜ άLƴǎǘŀƴǘ 
/ƭƛŜƴǘ .ŀǎƛŎέ όƻǊ άLƴǎǘŀƴǘ /ƭƛŜƴǘ .ŀǎƛŎ [ƛǘŜέύ ŀǎ ǿŜƭƭ ŀǎ άLƴǎǘŀƴǘ /ƭƛŜƴǘ {v[ϝtƭǳǎέΦ {ǇŜŎƛŦȅ ǘƘŜ ŘƛǊŜŎǘƻǊȅ ǿƘŜǊŜ ȅƻǳ 
unzipped the Oracle packages as the Oracle location.  

On Windows, Monitoring Studio will try to detect by itself the SQL*Plus settings. On Linux and UNIX, Monitoring 
Studio will detect the proper SQL*Plus settings only if the PATH environment variable contains the directory of the 
SQL*Plus binary. 
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Note about  the Oracle system ident if ier (Oracle SID) 
If Oracle Database Server of the full Oracle Database Client is installed on the computer where the PATROL Agent 
and Monitoring Studio are running, SQL*Plus will use the classic name resolution system. In this case, the Oracle 
system identifier (Oracle SID) that you enter in the first field will be resolved by using the tnsnames.ora file. 

In most cases, the tnsnames.ora file is located in the $ORACLE_HOME/network/admin directory. If it is located in 
another specific directory, you must specify the optional alternate TNS_ADMIN path (only enter the path to the 
directory). The tnsnames.ora needs to be maintained by an Oracle administrator. Please consult your database 
administrator if the Oracle system identifier of the database you want to connect to is not registered in the 
tnsnames.ora file. 

If the Oracle Instant Client is installed on the computer where the PATROL Agent and Monitoring Studio are 
running, you do not need the tnsnames.ora file. Instead, you can use the following syntax for the Oracle system 
identifier: //server_hostname:1521/database_sid 

Clicking Next will bring you to the last panel with the Monitoring Studio settings. 

Step 2 ς b: MySQL connection settings and query to be executed 

If you select MySQL server in the first panel of the wizard, then this is what follows:  

Note 
For more information on MySQL, please refer to the MySQL Website at http://www.mysql.com/ 

 

 Host name: Name of the server where MySQL Server is running (host name or IP address) 

 Port number: Specify the port number MySQL runs on 

 Database name: Name of the database 

 Username: MySQL Server account to be used to connect to the database 

 Password: Password associated with the specified username 

http://www.mysql.com/
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 Path to mysql command-line tool: Enter the path to the MySQL tool 

 Tip: Use the following syntax if you want to execute the SQL query from a file:  

άǎƻǳǊŎŜ ғŦƛƭŜ ƴŀƳŜҔέ 

 SQL Query to be executed: One-line SQL command that will be executed by the MySQL server, 
whose output will be parsed by Monitoring Studio. 

 Query timeout: Select the time in seconds. When this timeout is reached, Monitor Studio 
considers the MySQL database to be unreachable and triggers an alert on the ConnectionStatus 
parameter. 

Clicking Next will bring you to the last panel with the Monitoring Studio settings. 

Note 
Monitoring Studio connects to MySQL databases using the MySQL command-line tool. This client can be 
downloaded from the MySQL website and is installed by default when installing a MySQL database. This command-
line tool, called mysql on Linux/UNIX and mysql.exe on Windows needs to be installed on the system that will 
perform the SQL queries. 

Monitoring Studio uses the following optional mysql parameters to connect to the database and execute the SQL 
query: 

--connect_timeout: The number of seconds before connection timeout (as entered in the Monitoring Studio 
interface). 

--quick: Do not cache each query result; print each row as it is received. This may slow down the server if the 
output is suspended. With this option, mysql does not use the history file. It forces mysql to retrieve results from 
the server a row at a time rather than retrieving the entire result set and buffering it in memory before displaying 
it. This is done to avoid problems due to insufficient memory for large result sets. 

--safe_updates: Allow only those UPDATE and DELETE statements that specify which rows to modify by using key 
values. 

--no_beep: Do not beep when errors occur. 

--silent: Silent mode. Produce less output. 

--skip_column_names: Do not write column names in results. 
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Step 2 ς c: Microsoft SQL Server connection settings and query to be executed 

If you select Microsoft SQL Server in the first panel of the wizard, then this is what follows: 

 

 SQL Server host name: Name of the server where SQL Server is running (host name or IP 
address) 

 SQL Server instance name: Specify the SQL Server instance name if there are several SQL Server 
instances installed. Leave default if there is a single instance. 

 Database name: Name of the database 

 Username: SQL Server account to be used to connect to the database 

 Password: Password associated with the specified username 

 SQL Query to be executed: One-line SQL command that will be executed by the SQL server, 
whose output will be parsed by Monitoring Studio 

 The query will timeout after X seconds: Select the timeout in seconds for the query execution. 
When this query timeout is reached, Monitor Studio considers the MySQL database to be 
unreachable and triggers an alert on the ConnectionStatus parameter. 

Note 
The instance name is only supported for Microsoft SQL Server 2000 and higher versions. 
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Step 3: Monitoring Studio settings 

 

 Object display name: Label that will be displayed in the PATROL Console for this database query 
monitoring. 

 Object internal identifier (ID): PATROL internal identifier of this database query monitoring. 

 What thresholds do you want to set for the newly created object? The drop-down list allows 
you to select the mode of setting alert thresholds: 

 Use default thresholds: Uses the default thresholds set by Monitoring Studio 

 Set custom thresholds: Allows you to customize the thresholds for all parameters of the 

instance 

 Use default thresholds and customize them: Sets the default Monitoring Studio thresholds on 

certain parameters (see list of parameters with default thresholds) and then allows you to 

customize any/all of them. This is mainly intended to help save time if you wish to customize the 

thresholds of just one of many parameters for the instance, and leave the default settings for 

the others. 

Note 
If you select Use default thresholds and customize them; on clicking Finish, the Set Thresholds panel will appear, 
and certain parameters for the instance will appear with an asterisk symbol - indicating that they already have 
thresholds. You can then customize (any/all) the thresholds of the parameters as per your specific needs.  

 Do not set any thresholds: No thresholds will be set on any parameter of the instance, and as a 

result no alerts will be triggered. Monitoring Studio will poll the object and return the output of 

the polling, but will not raise any alerts until you set thresholds.  

Important !  
Thresholds can be set or modified at anytime by right-clicking on the instance > KM commands > Set Thresholds. 
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Note 
For details on the parameters discovered, please refer to the Reference Guide. 

Database query analysis objects are instances of the SW_DB_QUERIES class. 

http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
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4. Extracting numeric values 

Objective 

The aim of this tool is to extract actual values from a given text and build graphs with these values and 

set alert thresholds. This can be performed on many of the monitored objects such as files, folders, 

WMI, database queries, SNMP, JMX polling, etc. 

Problems with an application are not always as simple as a sentence explaining that an "error has 

occurred." Sometimes, an application reports its health by providing critical numbers, like waiting 

customer number, queued requests, processing time, etc. Perhaps you need to know how many clients 

are waiting for a connection to your application or how many jobs still need to be treated. Monitoring 

Studio allows you to extract a numerical value from an information source, build a graph and set alert 

thresholds in order to trigger alerts if the value breaches the threshold. 

Method (summary) 

The numeric value searching function works a bit differently on "running sources" (LOG files and never-

ending command lines) than on flat sources (flat files, command lines, Web requests, etc.): 

 On "running sources" (LOG files and never-ending command lines); the numeric values are 

searched only in new lines since the last polling.  

 On "flat sources" (flat files, command lines, Web requests, database queries), the numeric 

values are searched in the entire source (the whole file, the whole standard output, the whole 

HTTP response, the whole data-set). 

If several values are found, it is possible to select which value should be kept: the last value found, the 

average of all values, the minimum or maximum or a total of all values. A graph is then built with these 

values. 

Create or edit a numeric value extraction instance 

To create a new numeric value search: Right-click the information source icon (file, Web request, etc.) in 

the PATROL Console and select KM Commands > New > Numeric value extraction. 
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To edit an existing numeric value search: Right-click the numeric value extraction icon in the PATROL 

Console and select KM Commands > Edit. 

Step 1: Lines to be taken into account 

In the first step of the wizard, you are asked to provide information about the line(s) in which the 

numeric value will be searched for: 

 

 Line to be taken into account: Specify which lines are to be searched for the numeric value. The 
information to enter subsequently depends on this first choice. There are three modes to 
choose from: 

 All lines: In this case there is no need to enter anything, as all lines of the text will be scanned 

for the Numeric value search. This could result in several numeric values being found. 
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 Line numbers (fill in below): Only entered line numbers will be scanned. If this mode is selected, 

the line numbers must be entered in the text field below.  

 Line numbers are specified as follows:  

x, y: line x and line y 

x-y: all lines from x to y inclusive 

x: all lines from 1 to x inclusive 

x-: all lines from x to the end of the file inclusive 

/ƘŜŎƪƛƴƎ ǘƘŜ ά{ƪƛǇ blank ƭƛƴŜǎέ ōƻȄ ǿƛƭƭ ŜŦŦŜŎǘƛǾŜƭȅ ƛƎƴƻǊŜ ŜƳǇǘȅ ƭƛƴŜǎ ǿƘŜƴ ŎƻǳƴǘƛƴƎ ǘƘŜ ƭƛƴŜǎ. 

 Lines matching the regular expression below: The lines scanned will be lines matching the 

Regular expressions entered. If this mode is selected, the regular expression that will be used to 

identify the lines must be typed in the text field below. All lines matching the regular expression 

search will be scanned and other lines will be ignored. 

Step 2: Location of the numeric value in the selected lines 

After selecting the lines in which the numeric value will be searched, you are asked to provide 

information about where in the lines the numeric value should be found: 

 

 The numeric value is located: There are four different modes to choose from and the 
information to enter depends on this choice: 

 After/before the string: The value should be found after or before the string entered. Select if 

the numeric value should be searched after or before the specified string and type the string 

that will indicate the position of the number. 

 At the character offset: The value should be at a specific character offset in the line. Enter the 

offset number in the box. Monitoring Studio will look for the numeric value at that exact 

character offset in the line. If no numeric data is found, no value will be collected. A character 

offset is nothing but the character "number", for example, you want to search for a value that 

starts from the 7th character in the line... so you will enter "7" as the character offset. 
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 In the column number: The previously selected lines contain several columns identified by a 

separator character. Enter the column number that should contain the value and click the 

ά/ƻƭǳƳƴ ǎŜǇŀǊŀǘƻǊǎέ ōǳǘǘƻƴ ǘƻ ǎǇŜŎƛŦȅ Ƙƻǿ columns are separated. 

 

The panel shows the available default separators: Blank space, semicolon, tabulation, comma, and pipe. 

Check or un-check separators as you need. You can also add a list of custom separators in the "Other" 

text box. Just type the separators one after the other. 

 Consecutive separators must be treated as a single one: Typically, it indicates that consecutive 
separators must be treated as a single separator 

 Consecutive separators mean empty columns: Each separator is treated as an individual 
column separator and the column is considered empty 

The above two options are especially useful for data separated by blanks. 

 Expected format: Select how the numeric values are formatted. This option allows you to 
extract numeric values that use blank, comma or points as decimal and thousand separators. 

 The value can be negative: Specify if the numeric values that you are looking for can be negative 

Note 
If Monitoring Studio does not find a number at the specified location, no numeric value will be extracted and the 
PATROL graph will not be refreshed (space characters are ignored). 

Step 3: Value selection from multiple matches 
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In case several values are found in the searched text, it is necessary to identify which one should be used 

to set the parameter value and build the graph in the PATROL Console.  

 The five possible choices are: 

 Keep the first value found 

 Keep the last value found (default) 

 Calculate the average 

 Keep the lowest value 

 Keep the greatest value 

 Add up all values 

 Rescaling: You can configure Monitoring Studio to rescale the value that is being extracted in 
order to have a more readable graph in the PATROL Console. You can: 

 Do no rescaling 

 Divide the value by a value that then gives you the reading in terms best suited to you. 

 Multiply the extracted value by a constant factor.  

This can be useful if you extract numeric values in bytes but prefer to show a graph in megabytes. In 

such a case, you would divide the values by 1048576 (1024*1024). 

Step 4: Monitoring Studio settings 

 

 Object display name: Label that will be displayed in the PATROL Console for this numeric value 
extraction instance. 

 Object internal identifier (ID): PATROL internal identifier of this numeric value search 
monitoring. 
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 What thresholds do you want to set for the newly created object? The drop-down list allows 
you to select the mode of setting alert thresholds:  

 Use default thresholds: Uses the default thresholds set by Monitoring Studio 

 Set custom thresholds: Allows you to customize the thresholds for all parameters of the 

instance 

 Use default thresholds and customize them: Sets the default Monitoring Studio thresholds on 

certain parameters (see list of parameters with default thresholds) and then allows you to 

customize any/all of them. This is mainly intended to help save time if you wish to customize the 

thresholds of just one of many parameters for the instance, and leave the default settings for 

the others. 

Note 
If you select Use default thresholds and customize them; on clicking Finish, the Set Thresholds panel will appear, 
and certain parameters for the instance will appear with an asterisk symbol - indicating that they already have 
thresholds. You can then customize (any/all) the thresholds of the parameters as per your specific needs.  

 Do not set any thresholds: No thresholds will be set on any parameter of the instance, and as a 

result no alerts will be triggered. Monitoring Studio will poll the object and return the output of 

the polling, but will not raise any alerts until you set thresholds.  

Important !  
Thresholds can be set or modified at anytime by right-clicking on the instance > KM commands > Set Thresholds. 

 

Note 
For details on the parameters discovered, please refer to the Reference Guide 

Numeric value extraction objects are instances of the SW_NUMBERS class. 

http://www.sentrysoftware.net/downloadMonitoringStudio.asp
http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
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5. File monitoring and analysis  

Objective 

The aim of this powerful File monitoring tool is to instantly detect and be alerted if any files go missing, 

if a file is growing at a steady speed, whether it is being regularly updated, whether its security settings 

have changed, etc. 

The File monitoring and analysis tool is one of the most important tools within BMC Performance 

Manager Monitoring Studio, as most applications deal with files - many of which are critical. Monitoring 

Studio allows you to: 

 To monitor the main characteristics of these files such as: presence, size, growth & security 

 Parse file content to retrieve useful data (including strings that should be present or not and 

numeric values to build graphs).  

The most typical usage of file monitoring is parsing a LOG file. Most applications use LOG files to trace 

their operations and notify operators when failures occur. 

Dif ference between f lat  f i les and LOG fi les 
As opposed to the LOG files, so-called "flat files" are always entirely parsed when you specify strings or numeric 
values to search in the file. In LOG files, only the new lines will be scanned when searching for strings or numeric 
values. 

Method (summary)  

To monitor a file you must first: 

1. Specify whether it is a flat file or a LOG file. Flat files are entirely updated and therefore need to 
be parsed entirely as opposed to LOG files where new lines are appended at the end of the file 
and therefore only these new lines need to be analyzed.  

2. LƴŘƛŎŀǘŜ ǘƘŜ ǇŀǘƘ ǘƻ ǘƘŜ ŦƛƭŜ ȅƻǳ ǿŀƴǘ ǘƻ ƳƻƴƛǘƻǊΧ 

3. {ŜƭŜŎǘ ǿƘƛŎƘ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎ ǎƘƻǳƭŘ ōŜ ŎƘŜŎƪŜŘ ŦƻǊ ǘƘŀǘ ŦƛƭŜΦ όLƴ ŀŘŘƛǘƛƻƴΣ ȅƻǳ Ƴŀȅ ǳǎŜ ǘƘŜ άCƛƭŜ 
Security cheŎƪέ ŦŜŀǘǳǊŜ ǘƻ ǾŜǊƛŦȅ ǎŜŎǳǊƛǘȅ ǎŜǘǘƛƴƎǎΦύ 

4. Then you can create one or more new string search objects under the file object, which will raise 
alerts when a string is found.  

5. If you have large multi-line records, or XML files or complex LOG files, you can first transform 
the content with the text pre-processing tool, and then run string and numeric value searches 
on it. 

6. You can also create one or more numeric value search objects under the file object that will 
extract numeric values from file content and build graphs.  
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Result 

Once the file monitoring has been set up, along with string searches, numeric value extractions, text 

preprocessing, and file security has been set up, the objects hierarchy in the PATROL Console looks like 

the picture below: 

 

Create or edit a file monitoring  

To create a new file monitoring and analysis: Right-click the application/container icon in the PATROL 

Console and select KM Commands > New > File monitoring and analysis. 

 

To edit an existing file monitoring: Right-click the file icon in the PATROL Console and select KM 

Commands > Edit. 

To monitor the security settings of this file: Right-click on the file icon (once it has been created) in the 

PATROL Console and select KM Commands > New > File Security check. See the section on File security 

monitoring for more information about this feature. 

To specify strings to search in this file: Right-click the file icon (once it has been created) in the PATROL 

Console, and select KM Commands > New > String search. See the chapter Searching for strings for 

more information about this feature. 


