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Customer Support

You can obtain technical support by using the Support page on the Sentry Software Web site or by contacting
Customer Support by telephone or e-mail. To expedite your inquiry, please see the sectiondo Bef or e CSemtry act i ng
So f t wgvendélow.

Support Web Site

You can obtain technical support from Sentry Software 24 hours a day, 7 days a week at
http://Aww.sentrysoftware.net/support.asp . From this Web site, you can

e register a case online

e report a problem or ask a question

e read overviews about support services and programs that Sentry Software offers
e find the most current information about Sentry Software products

e download trial versions of products

e download product documentation

e consult the Online Technical Library that provides detailed product documentation

Support by Telephone or E -mail

To find telephone and e-mail contact information for the Sentry Software support center please refer to the Contact
Us section of the Support page on the Sentry Software Web ste at http://www.sentrysoftware.net/support.asp

Before Contacting Sentry Software

Before you contact Sentry Software, please ensure you have the following information available so that Customer
Support can begin working on your problem immediately:

Productinformation

e  product name

e product version (release number)

e license number and password (trial or permanent)

Operating system and environment information

e machine type

e operating system type, version, and service pack or other maintenance level such as PUT or PTF

e system hardware configuration

e serial numbers

e related software (database, application, and communication) including type, version, and service pack or
maintenance level

Sequence of events leaglin the problem
Commands and options that you used

Messages received (and the time and date that you received them)
e  product error messages

e messages from the operating system, such adile system full

e messages from related software


http://www.sentrysoftware.net/support.asp
http://www.sentrysoftware.net/support.asp
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This document explains how to use
BMC® Performance Manager

Monitoring Studio.

Overview | e
It explains each monitoring tool in

While outof-the-box BMC Software monitoring solutions aftilSRelellsloy @il Sle T VI ETREE SR (6]
available for the most common applications, most companies g S EURE [V AN o) AR (ORRST=I S E I B iy [

need to use various custoor in-house applications. monitoring with each tool, what are
the options available to you to make

your monitoring management more
effective etc. The product
documentation for BMC®
Performance Manager Monitoring
Studio consists of:

Until recently, monitoring these custom applications, often caitic
as they are intrinsically linked to the business, was feasible ¢
through a custom PATROL® Knowledge Module®. Develop
PATROL KM, although not an impossible,taskitably involves a
lot of programming, project management, release a

maintenane management skills, all of which are time a
resourceintensive. . Installation Guidec¢ for detailed

instructions on how to install and
run the product.

User Guide; current document
Reference Guidefor information
about application classes,

BMC® Performance Manager Monitoring Studio is a KM
PATROL that allows you to set up the monitoring, without &
coding, of almost any application, device or IT component
which thereis no outof-the-box monitoring solution availablét

also enables you to consolidate diverse monitoring needs thro

. ; parameters and menu
a single solution.
commands
In a few clicks, and thanks to intelligent wizards, you can cove . Release Notesg for a summary of
to 100% of your critical applications in yo®MC Software the key features and changes in
monitoring environment. the product.

For convenience, BMC Performance
Manager Monitoring Studio will be
referred to as: Monitoring Studio
within the product documentation.
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Getting Started

This section helps you understand how BMC Performance Manager Monitoring Studio works and what
you can do with it. It gives you a quick glimpse of the installation and integration process, and a basic
guideline on how to setip the monitoring of your applications with Monitoring Studio.

Please note that although this section briefly gives some information on the installation procedure, it
remains essential to refer to thestallation Guiddor correct installation of the product.

oo SOFT

v wemsentrysettware.net

2=\ SENTRY
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1. About Monitoring Studio

BMC Performance Manager Monitoring Studio is a module that allows PATROL administrators to set up
the monitoring of custom appltationsand otherapplications devicesor IT components for which there
are no standardKMs.

Once installed, Monitoring Studio provides a graphical user intettamaigh which the administrators
can use the diverse monitoring tools with great flexibiliy to monitor their
applications/devices/technologies. The user friendly wizards enableadtministrators todecidewhat
should be monitored and how it is to be monitorédnce BMC Performance Manager Monitoring Studio
is properly configured, the applicati/deviceor IT component is monitored within the PATROL Console
and operators are alerted when a failune anomalyoccurs(as per the settings)

What you can do with Monitoring Studio

An easyto-use GUI to setup the monitoring

Monitoring Studio providesn easy graphical user interface that enables PATROL administrators to
rapidly set up the monitoring of an application or any other IT component, without having to do any
coding. The administrator can create icons for the applications in the PATROLeGormsohn specify in

a highly detailed way what must beamitored for this IT component.

Monitoring Studio has tools:to

e Monitor Process monitoringf an application

e Monitor file content, files, folders and file systems used bwpplication

e Parse complex log files (mdlithe, xml, html text)

e Launch commands or scripts to query the application

e Send requests to a Web frornd of the application

e Send queries to the database bashkd of the application

e Poll SNMP agents and listtar SNMP traps

¢ Poll and monitor JIMX enabled applications within your PATROL environment

e Execute, monitor and analyze WMI queries

e Monitor other KMs parameters and integrate them within your application/IT component
monitoring

¢ Run String searches

e Extract Nueric values

Note
The entire configuration of Monitoring Studio is stored in the agent configuration tree under: /IMASAI/SENTRY8
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2. Installing and integrating BMC Performance Manager Monitoring
Studio

Essential

Being a Knowledge Module (KM) for PATROL is essential to install the KM on the following
components of the PATROL framework:

Managed systems with a PATROL Agent

e PATROL Console (Classic)
e PATROL Console Servers (PATROL 7 framework only)
e PATROL CentraWeb Edition

A http://localhost:50001/print._splash.html - Microsoft Internet Explorer

Select Products and Components to Install

The tree below lists the products and components you can
install. Items listed as QuickStart packages contain pre-
packaged products and components with pre-defined
configurations. Expand the tree to select one or more products,
components, or QuickStart packages.

@ Product Selection

B3 Knowledge Modules for PATROL by Sentry Software
& MBMC Performance Manager Monitoring Studio

Estimated Disk Space Needed: MB
Disk Space Available: | 25807 MB

|

S

The active part of Motdring Studio resides on the PATROL Agent, therefore:
- A PATROL Agent must be installed on each server that needs monitoring
- BMC Performance Manager Monitoring Studio must be installed on each PATROL Agent.

Please refer to th&MC Performance Manager Monitoring Studimstallation Guiddor further details on the
installation procedure.

S29\ SENTRY
\1;{ SOFT

e’ wwwsentryseftware.net
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3. Loading Monitoring Studio KM for PATROL®

Once installed as per the procedure described i@ lthstallation Guideand prior to using Monitoring

Studio KM for PATROL, you must load the Knowledge Modules (KMs) on the PATROL Console. Follow the
steps below to load Monitoring Gdio KM for PATROL:

Loadingthe KM onPATROL Console for Windows on PATROL Console for UNIX

SelectFile>Load KMin the PATROL Console menu and in the dialog box, SAl¢cSENTRY 8.kiauhd
clickOpen

Loading the KM on PATROL Central Operator

SelectAdion > Load Knowledge Modulesand in te dialog box check the box next to theanaged
systemdor whichyou wish to loadMonitoring Studio KMor PATRO&Nd clickNext.

Click theKnowledge Moduldiststab, check the box neé8W_SENTRY8.knalickNextand then click on
Finish
Loading the KM on PATROL Central Web Edition

In the General Taskpanel, click.oad Knowledge Moduleand in the dialog box, click on the managed
systems for which you wish to load Monitoring Studio KM for PATROL aniNekick

Sekda SW_SENTRY8.kinbm the list, clickNextandthen click orFinish

Application classes on the Monitor ed systems and Console

If the KM is properly loaded, the following 22 classes should be loaded on the Monitored System and
Console:

Application Class Description

SW_APPLICATIONS Monitors application/container icons
SW_DB_QUERIES Executes and monitors database queries
SW_FILES Monitors files and file content
SW_FILE_SECURITY Monitors file security

SW_ FILESYSTEMS Monitors file-systems

SW_FOLDERS Monitors folders

SW_HTTP_REQUESTS Monitors web-based applications, executes HTTP requests
SW_HTTP_WEBFARM Monitors web farms

SW_JMX Polls and monitors JMXnabled application servers
SW_KMWATCH Monitors parameters of other KMs
SW_NTEVENTS Monitors Windows Event Logs

SW_ NTPERFORMANCE Monitors Windows Performance

SW_ NTSERVICES Monitors Windows Services

SW_NT_WMI Executes and monitors WMI queries

~9~
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Application Class Description

SW_NUMBERS Enables extracting numeric values

SW_OSCOMMANDS Executes, monitors and parses command lineslacripts

SW_PROCESSES Monitors Processes

SW_SENTRY Main application class

SW_SNMP_POLIING Polls and monitors SNMP agents

SW_SNMP_TRAPS Monitors and listens for SNMP traps

SW_STRINGS Executes string searches

SW_TRANSFORM Transforms complex (muline, HTML, XML) text to enable string/numeric value
searches
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4. Preloading Monitoring Studio

For optimal functioning of Monitoring Studio, it is strongly recommended that you configure the PATROL
Agent to preload the KM. This means that the PATROL Agemtuidgthatically load Monitoring Studio
upon startup and will not wait for a console requesting the KM.

- o]

Sl e ol s e —)
Configuration Variabld Apply Configuration ﬁl ~
[+ eml

:

3 __tuning__ E ﬁ

+423 AgentSetup
#-( AS

(3 coHwi_He

[ InetNtsSetup
-0 masal
#-(23 NTOSIM
#-(13 Perfmon
#- (] RecoveryActions
#-(13 SENTRY

(23 snmp

BOTH
EVENT_MANAGEMENT. kml,NT_PERFMON_WIZARD. kml, NT_BASE .kl

v

b3

~

otals: differ.0 added: 108 deleted 0. - 75% complete
‘ompleted getting corfiguration data from “VOLTAIRE at port 3181, ~ 100% complete.
v

Ready

This can be done by setting the /AgentSetup/preloadedKMs configuration variable of each PATROL
Agent where Monitoring Studio has been installed.

To set aconfiguration variable, you need to use PATROL Configuration Manager (PCM), WPCONFIG.EXE
(Windows) or xpconfig (UNIX/Linux). For more information about these tools, please refer to the BMC
Software PATROL documentation.

The /AgentSetup/preloadedKMs is anemaseparated list of KM files or KM lists that have to be loaded
by the agent upon startup. Basically, it looks like the following:

EVENT_MANAGEMENT .kmI,NT_PERFMON_WIZARD.kmI,NT_BASE.kml,AS_EVENTSPRING ki
Add SW_SENTRY8.kml to this list as shown beidwh&n apply the configuration:

EVENT_MANAGEMENT.kmI,NT_PERFMON_WIZARD.km|,NT_BASE.kml,AS_EVENTSPRING.khiSW_SENTRY8.kml

~ 11~
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5. Configuring the monitoring

Determining exactlywhat should be monitored on an application strongly depends on the application
itself. Nevertheless, certain basic guidelines can be followed:

Specify the resources used by your application

e Processes of your application, or the Windows services of your application

e File systems (or logical disks) used by your application

e Directories (folders where your application runs (where transactional data is stored, where
queries are queued, etc.)

e Files critical to your application (to check their presence, size, growth, etc.)

e Other middleware information provided by other KMs, if your applicationeselon some
middleware software that can be monitored by specific KMs (Oracle, Tuxedo, MSMQ, etc.)

e Other middleware information provided by Windows performance counters if your application
relies on middleware software under Windows and provides perfmoa dat

Specify the information sourgaedere/how can you get information about the application)

e Flat files that contain useful information about your application

e LOG files in which your application writes data (traces of the operations)

e Web pages (your apphtion provides a web fror¢nd that should be tested)

e Database queries (your application relies on a database server and some tables contain useful
data or procedures that should be tested)

e SNMP agents (your application provides information through an SatjdnBt that can be polled
or that sends SNMP traps)

e OS commands or scripts that test the application, giving its status or other useful information

e JMX enabled servers that you want to poll

Specify what should be searched for in these information sources

e Strings (regular expressions) that have to be found or not found
e Numeric values that will be extracted and used to build graphs in the console (with alert
thresholds)

Specify what Monitoring Studio should do when an application failure has been detected

e Decide what kind of Alert Actions should be taken when an error is detected

S5O\ SENTRY
\;ﬁa\ SOFT

v wemsentrysettware.net
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6. Day-to-day monitoring with BMC Performance  Manager
Monitoring Studio

Once properly configured, the application or IT component is monitored and displayed in the PATROL
Console. Tis IT component is from now onwards monitored just like any other standard component of
the system (hardware, OS, middleware, etc.).

= ﬁ Manitoring Studio

&4 _1 FLAT File: lpg. bt

- 2 Genenc JMX Polings ImplementationVendar
o+ Jooas 4.5 MK Poling: State
2> JOnAS 4.x I Paling: Agentld

#3015 Command: peonfigjal

{37 05 Command: ping pretheve

3 Frocess: winlpgon, exe

o Wieblagic 9.5 M Paling: Trarsa:tord TimedOulTataiCount
&> 'WebSphere 6.x XX Poling: maxMemary

E ‘iindows Event: aicT8ul

= y Windows Performance Counter: ICMP Sent Address Mask

B
B
=
B
B
B
B
=

Operators use Monitoring Studio to monitor applications just like any other KM with an aim to:

e Getting information abouthe application
e Triggering various tests

¢ Refreshing values

e (Getting histories

e Receivin@lerts etc.

~ 13~
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Monitoring Features

Thissection describes all the monitoring tools of BMC Performance Manager Monitoring Studio version
8.5.0L. It gives stegby-step illugrated details on how to use each monitoring tool

S\ SENTRY
\1::.{ SOFT

Taatr werw. sentrysattware.not
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1. Applic ation/ container icons

Objective

The aim of the application/container tool is to group several monitoring objects related to the same
monitored application, IT component or devide.greatly faciliates the monitoring management of
applications/components in and permits you to have a clean and-streittured hierarchy of the
monitored objects.

Method (summary)

Create a new application or container icon (it is created directly under the managedutamigon in
the PATROL Console).

You can create subontainers within your application/container. This is very useful to ensure that the monitoring
matches your actual applications as closely as possible.

Specify an application name (or container rgnand enter properties that will be useful to operators
such as:

e Description of the application
e Person to be contacted in case of an application failure, etc.

LY FTRRAGAZ2YS Al A& LkRaaArofsS (G2 aLISOATFe dimg G2
management of applications:
e You ca set command lines that alloBtarting or Stoppingof the application from the menu
command.
e You can specifgignaturefileswhose existence means that the managed application is currently
present on the system antbnsequently should be monitored (great for clustered applications).

e The third option consists of settingpplication Constanta/hich are very useful for monitoring
an application whose properties may change from one system to another.

Result

The appliation/container icon appears in the PATROL console and then you can oreadel other
monitored objects belonging to that application under it. This way they are all grouped together. This is
useful, for instance, if you wish to apply global alert actidm all monitored objects belonging to one
application. Application containers enable you to have a clean and structured hierarchy of your
monitored objects.

Creating and editing application/container icons

To create a new application/container icorRght-click the Monitoring Studio iconin the PATROL
Console and sele&tM Commands New > Application icon (container)

~ 15~
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| € New Application/Container lcon

Hanaged System:ARYABHAT_ 3181

Welcome to the application/container icon wizard.

This wizard helps you create a new container icon.

Typically, you can use such icons to group several
monitoring tools for the same monitored
application. This icon will be placed under the
managed host icon in the console.

Once the container icon is created, you can
[right-click] on it to add new monitoring of
processes, files, command lines, ektc.

cancel | Mext > | Help >> |

To edit an existing application/container icoRightclick the application/container icon> selectKM
Commands> Edit.

To create sufzontainers: Rght-clickthe application/container iconunder which you want to create a
sub-container > seledKkM Commands > New > Swabntainer.

Step 1: Identifying the application to monitor (naming a container)

| €' New Application/Container Icon

Hanaged System:ARYABHAT_3181

Container name: (Application name}

Description: (optional)

|ﬁi. .8 9% Contact: (optional}
2l

L A ypﬂ ‘
""f o r 2
Tt
Cao&*“#

[~ Let me setup advanced options

<Back | Hext > | Help >> |

4 Container nameEnter the name of the coatner or application to monitor. This will be used to
build the label of the icon in the PATROL Console.

-

Description (optional) Enter a @scriptionfor the monitoredapplication or IT component.

4+ Contact (optiona): Enter the name of the person to be aled or the one who will provide
support in case of an application failure.

4+ Let me setup advanced optionSelection enables setting advanced options.

529\ SENTRY
\1;{ SOFT
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Advanced optiongoptional)

{StSOGAY3 a! ROIYyOSR 2LIiA2yaé

(<" New Application/Container Icon

Hanaged System:ARYABHAT_3181

fAdvanced options for the "HyfApp" application/container: (optional)

Start -- Stop | Provide the operators with a way to start and
stop "“HyApp'.
signature Files | The presence/absence of the Signature Files

application Constants | Application Constants are variables that can be
used when creating the monitoring of “Hyapp™” and

modified at a later time.

< Back I Hext > | Help > |

automatically enables/disables the monitoring of
“MyApp", typically in a clustered environment.

Ay

GRS opti® G A 2 dzd

Click on the desired button to show a popup window for the corresponding option.

4+ Start -- Stop. This option enables the starting and stopping of an application through a

Monitoring Studio KM command. To activate this feature, you niedpecify two command
lines: one to start the application, and the other to stop it, and then enter user credentials to

run these commands.

On clicking thestart-Stopbutton in the panel shown above, the following panel pas

| €' Start and stop options for "MyApp”

Specify here how “MyfApp' can be stopped and started
(optional})

“MyApp” can be started with the following command line:

fopt/myApplication/bin/myAppstart.sh

“HyApp"” can be stopped with the following command line:

Vuptfmyapplicatiun/hin!mynppstup.sh

Run these commands as this user: Password:

root T
|

If you specify these commands, the operators will be able to
start or stop “MyApp™ at their wish from the PATROL consoles
by using the Start/Stop KM Commands on this
application/container icon.

Cancel

4+ <Application name>can be started with the following command lineSet a command line to

start the application.

4+ <Application name> can be stopped with the following command lirfg&et a command line to

stop the application.

~ 17 ~
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+ Runthese commands as this user with passworBinter alogin and password to execute the
start and stop command lines.

Make sure you click on the Accept button before you go to the next step. If you click on the Cancel button, the
newly applied settings will be disregarded!

From now on, you can staor stop this application by rigkdlicking on theapplication/containericon >

KM commands> Manage> Start the application/Stop the application

4+ Signature files This is a feature for managing the monitoring of clustered applications. The
presence of ginature files indicates that the managed application is currently available on the
system and consequently should be monitored.

When none of these signature files are present, it means that the application is not actually present on
the system and consegutly should not be monitored. In such case, Monitoring Studio will disable the

entire monitoring of this application. This can be extremely useful when the application is hosted by a
"fail-over" cluster.

When you click on thé&ignature filesbutton inthe ¥ ANER G LI yStf 2F a! RAI yOSR
panel is displayed:

| <% Automatic activation/deactivation of the monitoring

If none of the signature files specified below are present, the monitoring will
be automatically disabled.

Paths to the signature files:

Signature files are typically used for clustered applications that can switch
from one cluster node to another. Specify here one of the clustered application
files and the monitoring of this application will be enabled only when the
application is running on this node (Aryabhat). When the application is running
on another node {thus not running on Aryabhat) the monitoring will be disabled.

+ Paths to the signature filesUp to four signature file paths can be entered in these fields. The
application monitoring will be performed only if a minimum of one of these four fideund.
The presence of a signature file means that the application is currently present and should be
monitored.

If none of the required fileare found, the application monitoring will be turned offline.

Note
These file names do not accept wildcards.

Warning!
Make sure you click on the Accept button before you go to the next step. If you click on the Cancel button, the
freshly applied settings will be disregarded!

i2=\SENTRY
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+ Application ConstantsThis feature facilitates the monitoring management of an apgpiln
across various systems. This feature is very useful for monitoring an application whose
properties may change from one system to another.
Basically Application constants f t 2 g @&2dz (2 ONBIGS | a2y AdGd2NAy3 |
dedicated to he monitoring of an application (or angther componen} and use this template on
several systems even if the application uses different paths, IDs, credentials etc.

I <5 Application Constants

You can specify up to 5 constants re-usable later as macros in the monitoring
objects that belong to the "HMyApp™ application/container.

Constant name Value
Constant 1: | =

[ Required

Constant 3: | =

|

Constant 2: | = | I Required
| [ Required
|

Constant &4: | = [ Required

constant 5: | = | [ Required

If a constant is declared as REQUIRED but has no value set,

the monitoring of “MyApp"” will be disabled. S I IR

cancel |
Example 1

You define the APP_PATH constant with the /opt/MyApp value. When creatinjfhd D CAf S | yI f @ aA &é
Monitoring Studio, you can specify%{APP_PATH}/Iog/MyApp.log as the path to the LOG file. If on another system,

this application is located under the directory (/usr/local/MyApp for exampley can use the same configuration

of Monitoring Studio (export and import) and justodify the APP_PATH constant on the new system.

Example 2

You specify the monitoring of a remote device using SNMP polling and SNMP trap listening objects in Monitoring
Studio. Instead of specifying thB hddress of the remote device directly in these SNMP objects, you can define a
DEVICE_IPADDRESS Application Constant and use %{DEVICE_IPADDRESS} in the SNMP polling and SNMP listening
objects of Monitoring Studio. If, the IP address changes later, yduonly need tomodify the value of the
DEVICE_IPADDRESS constant, instead of editing every SNMP polling and trap listening object.

4+ Constant nameEnter the name of the constant. Example: APPLICATION _PATH
4+ Value Set a value for the constant. Example:/opyApp
4+ Required Check the box to activate this newdgt application constant.

When you check the Required» box, the monitoring of the application container and all dependent
objects are taken offline if the value of the application constant is not $hts ensures that no
monitoring operation is performed until the required application constants are properly set. This is
particularly useful when you create an application monitoring template where all the defined
application constants are empty. In thlaase, you first import the configuration template and then give a
value to all of the required application constants before the monitoring actually starts. Click on Accept
and from now on, the applicatioconstant/s will be taken into consideration by Mtoring Studio.
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Step2: Monitoring Studio settings

| <% New Application/Container Icon

Hanaged System:ARYABHAT_ 3181

Container/Application name:
HyApplication

Object ID:
|HyhApp

The object ID is used internally by Honitoring
Studio and stored in the PATROL Agent's
configuration. It cannot contain blanks or special
characters.

< Back | Finish ‘ Help >>|

4+ Container/Application name Label that will be displayed in the PATROL Console for this
application/container monitoring.

4+ ObjectID: PATROL internal identifier of this application/container.

Click onFinish and the application/container icon will appear in the PATROL conggiplication
icons/container objects are instances of t88/_APPLICATIONSsS.

Removing an application icon/c ontainer

You can remove an application icon or container from the PATROL Console simply-byckiig the
application icon and selectingM Commands > DeleteAfter confirmation, the application icon and all
its depending objects will be removed frolmet PATROL Console and from the agent configuration.

Deletion of an application icon or container cannot be undone.

SR\ SENTRY
\;{ SOFT
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2. Command Line analysis

Objective

The aim of this tool is to execute a command line and parse the output of this command, verify the
status of the execution by searching for a string, run an infinite background comaratidr stop a
command execution if the timeout elapses.

Despite the fact that BMC Performance Manager Monitoring Studio offers a variety of monitoring tools
with extensie capabilities, you may have antinuse script or command that you need to run and
analyze at regular intervals in order to monitor your application.

You can configure Monitoring Studio to execute any command line and parse the output of this
command. Iraddition, the command line execution feature allows you to:

e Sop the command execution once a given timeout is reached
e Verify the status of the execution by searching for a string
¢ Run a backgroundommand that never ends

Thus, the command line executioeature gives you the options you need to properly execute, analyze
and monitor the script or command line.

The program or script being executed must not need assr unteraction and must not create any window.
Monitoring Studio will analyze itsutput, i.e. what has been written to thstdoutandstderrstreams.

Note
In some way, the command line analysis features provides at“gourself" kind of tool allowing you to execute
any shell script or VBScript and search for Strings and Numeric\valthe returned output.

Create or edit a Command Line Analysis Instance

To createa new Command Line analysRightclick the application/container iconin the PATROL
Console and sele&tM Commands New>Command Line analysis

~ 21~
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| ' New command line execution

Managed System:ARYABHAT_3181

Welcome to the command line execution wizard.

This wizard helps you add the execution of a
command line or script.

This command line will be executed on Aryabhat.
This then offers the possibility to run string
searches and extract numeric walues from the
output.

Please note that this command must not display any
window and must not require any user interaction.

Cancel | Hext > | Help >>

To edit an existing @omand Line analysiRightclickthe Command Line icoin the PATROL Console
and selecKM Commands > Edit

Classic command execution

Step 1: Entering the command line to execute

<5 New command line execution

Managed System:ARYABHAT 3181

This wizard helps you add the execution of a command line or script.

Command line to execute:

ping Kant

Execute this command line as_..

Username : | Leave these fields blank if you want
this command line to be executed as the

PATROL Agent default account (patrol).

Password: |

| This command needs to be launched only once and runs continuously

< Back | Mext > ‘ Help >>

4+ Cammand line to execute Enter the OS command line or the path to the ddtiyt Monitoring
Studio will execute.

4+ Execute this command line as Username/PasswoEhter a username and password if the
command line needs to be run with a user account different from that of the default PATROL
Agent account.

529\ SENTRY
\,;,a SOFT
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You can use the %{TOMY XY | YR 29[ ! {¢¢La9YXY YIONRBA Ay
NBLX I OSR NBaLISOGAG@Ste o6& (KS OdNNByid GAYS |y
for more information on how to format the macros.

=
<,
—~ T

The following command line runs the diagnose.sh shell script and parses its output:
lopt/myApp/bin/diag/diagnose.sh

The following command executes a VBS script: CSCRIPT.EXE //NdUggpmlicationbin\diag diagnose.vbs
The following command dumpseterror log on IBM AlX and does only take into account the new lines that have
been logged since the last polling: erga¢s Y%{LASTTIME:%m%d%H%M%S}

Step 2Execution period and execution timeout

As the option This command needs to be launched only careg runs continuoushin step 1 is not
selected the following dialog box is displayed.

| <'i New command line execution

Managed System:ARYABHAT_ 3181

Execute: ping Kant
Stop the command if it takes longer than [128 :{ seconds

In such case, an alarm will be raised on the ExecutionStatus parameter. You can
additionally trigger the execution of another command line in order to release
or clean resources that would have been engaged by the timed-out command.

Command to execute if the timeout above is reached {optional):

< Back | Next > | Help >> |

+ {G2L) GKS O2YYlI YR AT A SdiettheSideirf secynasstbiwiick thg” X & S C
command will be stopped.

If the timeout is reached, the value tfe ExecutionStatuparameter will be set to 1, indicating that the command
failed to execute properly. No further analysis will be performed (String and Numeric Value searches).

4+ Command to execute if the timeout above is reachel sort of recovery/cleang action that
will be executed when the timeout is reached.

The{%PID} macro can be used to indicatiee PID of command line process being interrupted.

~ 23~
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Step 3Command execution validation

This option is useful to awb basic execution errors &lFile not foundoecausethe command line was
mistyped. The following panel will pop up:

| <& New command line execution

Managed System:ARYABHAT_ 3181

Execute: ping Kant

Command execution validation (optional)

The command output must match with the following regular ezpression to be
considered as properly executed:

Once it has been executed, if the output of the command does not match with the
reqular expression above, its execution will be considered as failed and an
alarm will be raised on the ExecutionStatus parameter. In such case, no further
analysis on its output will be performed.

< Back I Hext > | Help >>

4+ Command execution validationThe regular expression entered here will be searched in the
output of the command. If its not found, the value of thExecutionStatuparameter will be set
to 1, indicating that the command failed to execute properly.

Step 4: Monitoring Studigettings

| < & New command line execution

Hanaged System:ARYABHAT_ 3181

Monitoring Studio will create an object in the console to represent
the monitoring of this 0S Command.

You may use the default values or enter a display name as well as an
ID to identify the object in the PATROL environment.

Object display name:

PS Command: ping Kant

Object internal identifier (ID):

Pingkant

What thresholds do you want to set for the newly created object?

II want to use the default thresholds =
I want to use the default thresholds

I want to set custom thresholds
I want to use the default thresholds and customize them
1

do not want to set any thresholds for now
| < Back | Finish | Help >>‘

+ Object display nameLabel that will be displayed in the PATROL Console for this command line
monitoring object.

S5O\ SENTRY
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+ Object internal identfier (ID): PATROL internal identifier of this OS command monitoring.

4+ What thresholds do you want to set for the newly created objecthe dropdown list allows
you to select the mode of setting alert thresholds:

e Use default thresholdsUses the default tresholds set by Monitoring Studio
e Set custom thresholdsAllows you to customize the thresholds for all parameters of the
instance
e Use default thresholds and customize therets the default Monitoring Studio thresholds on
certain parameters (see list ofappmeters with default thresholds) and then allows you to
customize any/all of them. This is mainly intended to help save time if you wish to customize the
thresholds of just one of many parameters for the instance, and leave the default settings for
the athers.
Note
If you selecUse default thresholds and customize thermn clicking Finish, thet Thresholdpanel will appear,
and certain parameters for the instance will appear with an asterisk syminaolicating that they already have
thresholds. Youan then customize (any/all) the thresholds of the parameters as per your specific needs.
e Do not set any thresholdsNo thresholds will be set on any parameter of the instance, and as a
result no alerts will be triggered. Monitoring Studio will poll thgemh and return the output of
the polling, but will not raise any alerts until you set thresholds

Thresholds can be set or modified at anytimeriigit-clicking on the instance > KM commands > Set Thresholds.

Note
For details on the parametsrdiscovered, pleagefer to the Reference Guide

ONewveerdi ngdé oexeautivan d

Step 1: Entering the command line to execute
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< New command line execution

Managed System:ARYABHAT 3181

This wizard helps you add the execution of a command line or script.

Command line to execute:

Execute this command line as...

Username : | Leave these fields blank if you want
this command line to be executed as the
Password: | PATROL Agent default account (patroel).

W This command needs to be launched only once and runs continuously

< Back | Next > | Help >> |

4+ Cammand line to execute Enter the OS command line thie path to the script that Monitoring
Studio will execute.

4+ Execute this command line as Username/PasswoEhter a username and password if the
command line needs to be run with a user account different from that of the default PATROL
Agent account.

4+ This command needs to be launched only once and runs continuo¥sly ! BWRA NI ¢
command is a program or script that runs all the time. It is not actually polled but instead
executed just once and the returned value of the command is displayed iRéaerrOutput
parameter. Also, String and Numeric value searches are performed as new output is received.
Note
,2dz Oy dzaS GKS £29¢La9YXY FyR 29[!{¢¢La9YXY YIONR& AY
replaced respectively by the currenttime aade G KS f | 44 SESOdziazy GAYS® {SS GKS
for more information on how to format these macros.

The following command line runs the diagnose.sh shell script and parses its output:
/opt/myApp/bin/diag/diagnose.sh

The folbwing command executes a VBS sci@BCRIPT.EXE //NoLoddgApplicationbin\diad diagnose.vbs

The following command dumps the error log on IBM AIX and does only take into account the new lines that have
been logged since the last pollirgror ca¢s %L ASTTIME:%m%d%H%M%S}

Step 2: Confirm neve@nding command and additional command to execute to stop the rewding
command

If you select the option "This command needs to be launched only once and runs continuously" in step
1, the following popup asks gu to confirm your choice:

S\ SENTRY
\;{ 'SOFT
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| ¢ & Command line execution

Managed System:ARYABHAT_3181

A "never ending” command has no timeout and will be

@) continuously running.

Are you sure you want to select this execution mode?

Once the "neveending" option has been confirmed, the following dialog box confirming that the
command line will be executed just once and will run continuougyshown:

| <% New command line execution

Managed System:ARYABHAT_3-181

Execute: ping Kant

This command line will be executed only once and will run continuously.
Monitoring Studio will check its output for new lines to be analyzed regularly.

In some case, Monitoring Studio may need to abort the execution of this command.
A standard operating system signal is then sent to the command asking it to
stop. In this case, you can trigger the execution of another command line in
order to release or clean resources that would have been engaged by the
interrupted command, if necessary.

Additional command to execute in such case:

< Back | Next > | Help >> |

4+ Additional command to execute in such cagehen the neverending command needs to be
interrupted): This is the command to execute in order to stop the execution of the resvding
command. This command will be run when the command analysis is deleted from the PATROL
configuration. This is required to puband to the execution of the command.

ClickNext.

Step 3: Monitoring Studio settings
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[t 5 e
| * & New command line execution

Managed System:ARYABHAT_ 3181

Monitoring Studio will create an object in the console to represent
the monitoring of this 05 Command.

You may use the default values or enter a display name as well as an
ID to identify the object in the PATROL environment.

Object display name:

PS Command: ping Kant

Object internal identifier {ID):

pingKant

What thresholds do you want to set for the newly created object?

II want to use the default thresholds :j
I want to use the default thresholds

I want to set custom thresholds
I want to use the default thresholds and customize them

I do not want to set any thresholds for now
| < Back | Finish | Help >> |

4+ Object display nameLabel that will be displayed in the PATROL Console for this command line
monitoring.

4+ Object internal identifier (ID) PATROL internal identifier this OS command monitoring.

4+ What thresholds do you want to set for the newly created objecthe dropdown list allows
you to select the mode of setting alert thresholds

e Use default thresholdsUses the default thresholds set by Monitoring Studio
e Set cutom thresholds Allows you to customize the thresholds for all parameters of the
instance
e Use default thresholds and customize then$ets the default Monitoring Studio thresholds on
certain parameters (see list of parameters with default thresholds) areh thllows you to
customize any/all of them. This is mainly intended to help save time if you wish to customize the
thresholds of just one of many parameters for the instance, and leave the default settings for
the others.
Note
If you selecUse default thesholds and customize thepon clicking Finish, th8et Thresholdpanel will appear,
and certain parameters for the instance will appear with an asterisk syminalicating that they already have
thresholds. You can then customize (any/all) the thresbolidthe parameters as per your specific needs.
e Do not set any thresholdsNo thresholds will be set on any parameter of the instance, and as a
result no alerts will be triggered. Monitoring Studio will poll the object and return the output of
the polling but will not raise any alerts until you set thresholds

Thresholds can be set or modified at anytimerigint-clicking on the instance > KM commands > Set Thresholds.

S22\ SENTRY
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For details on the parameters discovered, please refer tdibgrence Guide

Command line analysis objects are instances ofSiive OSCOMMANIBEASS.
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3. Database Queryanalysis
Objetive

The aim of this Database query tool is to execute SQL queries on MicrosofM8QQL andracle
databaseservers and monitor their return output within your PATROL environment.

You can then run string or numeric value searches within the returnubdgpget/monitor the result in
myriad ways. You need no longer run separate SQL queries.

Method(summary)

If the application you wish to monitor uses a database server, you can test this database by sending
applicative queries to the database server, grtbsting the content of some critical application tables.
Once you have specified your SQL query, you can search for strings in the result set and build graphs
using the numerical values returned. Queries can be set up to perform complex tasks withejatitk

of a button, and they can be saved for future use.

Note

Monitoring Studio can execute SQL queries on remote databases (since v8.3). In ardereimote SQL queries,
Monitoring Studio requires the SQL Server cligime Oracle SQL*Plus utility the MySQL todlo be installedon
the computer where Monitoring Studio is actually running.

As query results are stored by Monitoring Studio in a gpparated table format, it is easy to specify
strings to be searched or numeric values to be extradtech a database query. Please refer to the
Searching for stringand Extracting numeric valuesections for more information. Below is an example
of how the database quemesult is formatted and then being searched for strings and numeric values:

QUEUEOOO0L 343
QUEUEQO002 0

|

| Test
QUEUEQOO3 | 17

|

|

|

|

pPending |
QUEUEQDD4 1 |
QUELEDDOS 0 I
QUEUEO0D6 0 I

output
Input
Testing

Create or edit a D atabaseQuery analysisinstance

To create a new database query analyfightclick the application/container iconin the PATROL
Console and sele&M Commands New > Database Query analysis

To edit an existing Database query analyRightclickthe DatabaseQuery analysis icorin the PATROL
Console and sele&tM Commands > Edit

S22\ SENTRY
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Step 1. Selecting the database type

E New Database Query

Welcome to the Database Query analysis wizard.

This wizard helps you execute, monitor and analyze
a database query.

You can specify the execution of an SQL query and
then search for strings and/or numeric values in
the result.

Select the type of database server::

Oracle Database Server -

Hote: Once selected, the type of the database
server cannot be changed.

Cancel | Hext > | Help |

4+ Select a database serveSpecify herevhether the database used by your application is an
Oracle Dtabase Server, MySQL Sereela Microsoft SQL Server.

Microsoft SQL Server is only supported on Windows.

Step 2 a: Oracle database connection settings and query to be executed

If you selet Oracle Database Server in the first panel of the wizard, then this is what follows:

% New Database Query El@@

Oracle Database Server connection settings

System identifier (Oracle SID) or connection string:

Tip
Username : Password:

SOL*Plus settings {(on kant)

Oracle location: (ORACLE_HOME or Instant Client path)

| Tip

Optional alternate THS_ADMIM path:

SQL Query to be executed:

Query timeout: [12p fj seconds

cancel | Mext > | Help|

4+ System identifier (Oracle SID) or connection strin@pecify the Oracle SID of the database
server you want to connect to as declared in thenames.ordile.
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If the Oracle Instant Client is installed, you can specify the server hostname and port by using
the syntax: //hostname:1521/oracleSID.

+ Username Database accoumsed to connect to the server
+ Password Password associated with the specified username.

+ Oracle Ization: Path to the Oracle client. This can be either ORACLE_HOME if the Oracle
Database Server or Full Client is installed (exampl@racléora92), or the path to Oracle
Instant Client (example: /opt/oracle_instant_client).

+ Optional alternate TNS_ADMIpath: If the Oracle Database Server or Full Client is installed and
the tnsnames.ora file is not located in the default directory, you can specify the path to the
directory which contains tnsnames.ora and that will allow SQL*Plus to resolve the Oracle SID
you entered in the first field.

+ 3L Query to be executedOneline SQL statement that will be executed by the Oracle server
and whose result will be parsed by Monitoring Studio. This can be also the path to an existing
SQL script file.

+ Query timeout Timein seconds. When thismeout is reached, Monitor Studio considers the
Oracle database to be unreachable and triggers an alert o€ tmnectionStatugarameter.

Oracle service nameBACKENDDB

Username sysApp

Password **rxx

SQL querySELECT OQT(*) FROM PendingCustomers

Behavior Will connect to the BACKENDDB Oracle server instance using the sysApp database account and ask the
server to return the number of rows in the Pending Customers table. This query should give a number representing
the number of waiting customers for the application.

Note about SQL*Plus

Monitoring Studio uses Oracle SQL*Plus to connect to an Oracle Database Server. Therefore, SQL*Plus needs to be
installed on the computer where Monitoring Studio and the PATROL Ageniranig.

SQL*Plus is installed by default with Oracle Database Server (from version 7.x to 10g). If you are configuring local
gueries, you need to enter the current ORACLE_HOME as the Oracle location.

SQL*Plus is also installed by default with the Ordzégabase Client (from version 7.x to 10g). If the Oracle
Database Client has been installed on the computer where the PATROL Agent is running, you need to enter the
current ORACLE_HOME as the Oracle location.

Starting with version 10g, Oracle now providesiew lightweight client: Oracle Instant Client. This new client is

YIRS 2F aS@SNrt LI O1Fr3ISad Ly 2NRSNI G2 YIS hNFOftS |jdzSN
I tASYlG . 1FaAx0eg o02NJ aLyadlyd [/ fn$ydf dlagd w0 {LBDOIFEe XKSo KN
unzipped the Oracle packages as the Oracle location.

On Windows, Monitoring Studio will try to detect by itself the SQL*Plus settings. On Linux and UNIX, Monitoring

Studio will detect the proper SQL*Plus setsmanly if the PATH environment variable contains the directory of the

SQL*Plus binary.
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Note about the Oracle system identifier (Oracle SID)

If Oracle Database Server of the full Oracle Database Client is installed on the computer where the PATROL Agent
and Monitoring Studio are running, SQL*Plus will use the classic name resolution system. In this case, the Oracle
system identifier (Oracle SID) that you enter in the first field will be resolved by using the thsnames.ora file.

In most cases, the tnsnamesadfile is located in the $SORACLE_HOME/network/admin directory. If it is located in
another specific directory, you must specify the optional alternate TNS_ADMIN path (only enter the path to the
directory). The tnsnames.ora needs to be maintained by anc@radministrator. Please consult your database
administrator if the Oracle system identifier of the database you want to connect to is not registered in the
tnsnames.ora file.

If the Oracle Instant Client is installed on the computer where the PATROLlt &wgerMonitoring Studio are
running, you do not need the tnsnames.ora file. Instead, you can use the following syntax for the Oracle system
identifier: //server_hostname:1521/database_sid

ClickingNextwill bring you to the last panel with the Monitoringu8lio settings.

Step 2¢ b: MySQL connection settings and query to be executed

If you selecMySQlserver in the first panel of the wizard, then this is what follows

For more information @ MySQL, please refer to the MySQL Websitiettt//www.mysal.com/

2 New Database Query

MySQL Database Server connection settings

Host name: flocalhost Port: [3306 ﬂ

Database name:

Username : Password:

Path to mysql command-line tool on kant:

S0L Query to execute:

| Tip

Query timeout: [12p ﬂ seconds

Cancel | Hext > | Help |

Host name Name of the server wherklySQL Server ismaing (host name or IP address)
Port number Specify the port numbdvlySQL runs on
Database nameName of the database

Username MySQL Server account to bsad to connect to the database

= F F o F

Password Password associated with the specified username
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+ Path to mysql commandine tool: Enter the path to the MySQL tool

e Tip: Use the following syntax if you want to execute the SQL query from a file:
Gaz2dz2NOS fFAES yI YSHE

+ SQL Query to be execute@®neline SQL command that will be executed by MgSQL server,
whose output will be parsed by Monitoring Studio

+ Query timeout: Select the tire in seconds. When thiimeout is reached, Monitor Studio
considers theMySQldataba® to be unreachable and triggers an alert on bennectionStatus
parameter

ClickingNextwill bring you to the last panel with the Monitoring Studio settings.

Note

Monitoring Studio connects to MySQL databases using the MySQL conrimanool. This cliat can be
downloaded from the MySQL website and is installed by default when installing a MySQL database. This eommand
line tool, calledmysglon Linux/UNIX andnysgl.exeon Windows needs to be installed on the system that will
perform the SQL queries.

Monitoring Studio uses the following optionalysqlparameters to connect to the database and execute the SQL
query:

--connect_timeout The number of seconds before connection timeout (as entered in the Monitoring Studio
interface).

--quick Do not cache eachuery result; print each row as it is receivedhi® may slow down the server if the
output is suspended. With this optiomysgldoes not use the history file. It forcesysqlto retrieve results from
the server a row at a time rather than retrieving thatire result set and buffering it in memory before displaying
it. This is done to avoid problems due to insufficient memory for large result sets.

--safe_updates Allow only thoséJPDATENnd DELETEtatements that specify which rows to modify by using ke
values.

--no_beep Do not beep when errors occur.
--silent: Silent mode. Produce less output.

--skip_column_namesDo not write column names in results.

Sk
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Step 2 c: Microsoft SQL Server connection settings and query to be executed

If you selecMicrosdt SQLServer in the first panel of the wizard, then this is what follows:

% New Database Query

Database query for SOL-Server

SQL Server host name: Connect to the database server as:
PeFault

Username :

SOL Server instance name:
|deFau1t Password:

futhentication mode:
* SgL Server{ Windows

Database name:

|master

S0L Query to be executed:

The query will timeout after [12p fj seconds

Cancel | Next > | Help |

4+ SQLServer host nameName of the server where SQL Server isnimg (host name or IP
address)

e

SQL Server instance nam8pecify the SQerver instance name if there are seve®&DL Server
instances installed. Leave default if there is a single instance.

Database nameName of the database
Username SQL Server account to bsed to connect to the database

Password Password assod&d with the specified username

=+ F F

SQL Query to be e&cuted Oneline SQL command that will be executed by the SQL server,
whose output will be parsed by Monitoring Studio

#

The query will timeout afterX seconds Select the timeoutn seconddor the query execution.
When thisquery timeoutis reached, Monito Studio considers théMlySQLdatabase to be
unreachable and triggers an alert on tBennectionStatuparameter

Note
The instance name is only supported for Microsoft SQL Server 2000 and higher versions.
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Step 3: Monitoring Studio settings

B New Database Query

Monitoring Studio will create an object in the console to represent
the monitoring of this Database Query.

You may use the default values or enter a display name as well as an
ID to identify the object in the PATROL environment.

Object display name:

Patahase Query: Select name from table

Object internal identifier (ID):

FelectnameFrumt

What thresholds do you want to set for the newly created object?

|I want to use the default thresholds ;j

'] want to use the default thresholds
I want to set custom thresholds

I want to use the default thresholds and customize them
1 do not want to set any thresholds for now

| < Back | Finish | Help|

4+ Object disphy name Label that will be displayed in the PATROL Console for this database query
monitoring.

4+ Object internal identifier (ID: PATROL internal identifier of this database query monitoring.

4+ What thresholds do you want to set for the newly created objecthe dropdown list allows
you to select the mode of setting alert thresholds:

e Use default thresholdsUses the default thresholds set by Monitoring Studio

e Set custom thresholdsAllows you to customize the thresholds for all parameters of the
instance

e Usedefault thresholds and customize thenSets the default Monitoring Studio thresholds on

certain parameters (see list of parameters with default thresholds) and then allows you to
customize any/all of them. This is mainly intended to help save time if ysiuter customize the
thresholds of just one of many parameters for the instance, and leave the default settings for
the others.

If you selecUse default thresholds and customize theron clicking Finish, th8et Thresholdpanel will appear,
and certin parameters for the instance will appear with an asterisk symlomdlicating that they already have
thresholds. You can then customize (any/all) the thresholds of the parameters as per your specific needs.

Do not set any thresholdsNo thresholds wilbe set on any parameter of the instance, and as a
result no alerts will be triggered. Monitoring Studio will poll the object and return the output of
the polling, but will not raise any alerts until you set thresholds

Thresholds can be set orodified at anytime byight-clicking on the instance > KM commands > Set Thresholds.
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For details on the parameters discovered, please refer tdibgrence Guide

Database quey analysis objects are instances of the/ DB _QUERIElass.
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4. Extracting numeric values

Objective

The aim of this tool is to extract actual values from a given text and build gragihshese values and
set alert thresholds. This can be performed on many of the monitored objects such as files, folders,
WMI, database queries, SNMP, JMX polling, etc.

Problems with an application are not always as simple as a sentence explaining thatr@nhas
occurred.” Sometimes, an application reports its health by providing critical numbers, like waiting
customer number, queued requests, processing time, etc. Perhaps you need to know how many clients
are waiting for a connection to your applicatian how many jobs still need to be treated. Monitoring
Studio allows you to extract a numerical value from an information source, build a graph and set alert
thresholds in order to trigger alerts if theluebreaches the threshold

Method (summary)

The numeric value searching function works a bit differently on "running sources" (LOG files and never
ending command lines) than on flat sources (flat files, command lines, Web requests, etc.):

e On "running sources" (LOG files and neseding commandlines); tre numeric values are
searched only in new lines since the last polling.

e On "flat sources" (flat files, command lines, Wednjuests database queries), the numeric
values are searched in the entire source (the whole file, the whole standard output, thie who
HTTP response, the whole datat).

If several valueare found, it is possible to select which value should be kept: the last value found, the
average of all values, the minimum or maximum or a total of all values. A graph is then built with these
values.

Create or edit a numeric value extraction instance

To create a new numeric value searBlightclickthe information source icor(file, Web request, etc.) in
the PATROL Console and selddt Commands > New > Numeric value extraction
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‘T New NHumeric Value search for "optmyApplicationlogmyApplog_2"

Managed System:ARYABHAT_3181

Welcome to the Humeric Value search wizard.

This wizard helps you extract numeric values from
'LOG File: fopt/myApplication/log/myApp*_log’' and
build a graph with these values in the PATROL
Consoles.

In order to extract numeric values, you have to
specify which lines must be searched in, and then
where the numeric value can be found in these
lines.

cancel | Next > | Help >>

To edit an exishg numeric value searclRightclickthe numeric value extraction icornn the PATROL
Console andelect KM Commands > Edit
Step 1: Lines to be taken into account

In the first step of the wizard, you are asked to provide information about the line(shichvthe
numeric value will be searched for:

| € & Mew Numeric Value search for ‘optmyApplicationlogmyApplog_7°

Managed System:ARYABHAT 3181

Lines to be taken inte account

Please, specify which lines from 'LOG File:
foptsmyapplication/log/myApp*.log° should be taken into account.

Extract numeric values from |a11 lines _:J

all lines
line numbers (fill in below)

= . . .|Lines matching the regular expression below
i If using line numbers, sKip UI4nmE IINES

You can configure Honitoring Studio to look for numeric values only in some
specific lines of 'LOG File: fopt/myApplication/log/myApp=.log’. If you
choose to specify the line numbers, you can use the following formats, for
example: "4:;6;8", or "3-", or "-5", or "1:;3-5;7-0".

< Back | Hext > | Help >>

4+ Line to be taken into accountSpecify which lines are to be searched for the numeric value. The
information to enter subsequently depends on this first choice. There are three modes to
choose from:

e All lines In this case there is no need to enter anything, as all lines of the text will be scanned
for the Numeric value search. Thusuld result irseveral numeric valudseingfound.
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Line numbers (fill in below)Only entered line numbers will be scanned. iEtmode is selected,
the line numbers must be entered in the text field below.

Line numbers are specified as follows

X, y:line x and line y

x-y: all lines from x to y inclusive

x: all lines from 1 to x inclusive

x-: all lines from x to the end of théd inclusive

KSO1 Ay dblakk 3 yEREAWZE Attt STFSOUAGSte AIy2NB
Lines matching the regular expression belowhe lines scanned will be lines matching the
Regular expressiorentered. If this mode is selected, the regular expression that will be used to

identify the lines must be typed in the text field below. All lines matching the regular expression
search will be scanned and other lines will be ignored.

Step 2: Locatin of the numeric value in the selected lines

After

selecting the lines in which the numeric value will be searched, you are asked to provide

information aboutwherein the lines the numeric value should be found:

| €5 New Numeric Value search for ‘optmyA pplicationlogmyApplog_2"

Managed System:ARVABHAT 3181

Location of the numeric walue in the selected lines

Please, specify where the numeric value is located in the previously
selected lines from 'LOG File: fopt/myApplication/log/myApp>.log’.

The numeric value is located:

after

the string | |

after

the string

before the string er, how are columns Colunn separators ‘
at the character offset LTI mmimsere |
in_the column number

W The

Expected format: The numeric value should look like [gagpe.ee L]
| J

value can be negative {prefixed by a dash (-} sign)

< Back Next > | Help >> |
|

+

The numeric value is locatedThere arefour different modes to choose from and the
information to enter depends on this choice

After/before the string: The value should be found after or before the string entered. Select if
the numeric value should be searched after or before the specifiedgstind type the string

that will indicate the position of the number.

At the character offset The value should be at a specific character offset in the line. Enter the
offset number in the box. Monitoring Studio will look for the numeric value at thaicex
character offset in the line. If no numeric data is found, no value will be collected. A character
offset is nothing but the character "number”, for example, you want to search for a value that
starts from the ¥ character in the line... so you wilheer "7" as the character offset.
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e In the column number The previously selected lines contain several columns identified by a
separator character. Enter the column number that should contain the value and click the
G/ 2t dzyy aSLJ NI G2 NBcéolunndzreiseparatéd2 a LISOATE& K2 g

5 Column separators

If using a column number, the following characters nust be
considered as column separators:
v Blank space I 3 (semicolon) Other (fill in below):

¥ Tabulation [~ , (comma) |
" | (pipe)

 Consecutive separators must be treated as a single one
" Consecutive separators mean empty columns

Cancel

The panel shows the available default separators: Blank space, semicolon, tabulation, comma, and pipe.
Check or urcheck separators as you need. You can also add a list of custom separators@ihbe "
text box. Just type theeparators one after the other.

4+ Consecutiveseparators must be treated as a single ariBypically, it indicates that consecutive
separators must bé&reated as a single separator

4+ Consecutiveseparators mean empty columnsEach separator is treated as an indual
column separator anthe column is considered empty

The above two options are especially useful for data separated by blanks.

4+ Expected format Select how the numeric values are formatted. This option allows you to
extract numeric values that use Iolie, comma or points as decimal and thousand separators.

4+ The value can be negativ&pecify if the numeric values that yate looking for can be negative

If Monitoring Studio does not find a number at the specified location, no numeric value wiltteeted and the
PATROL graph will not be refreshed (space characters are ignored).

Step 3: Value selection from multiple matches

| €% New Numeric Value search for "optmyApplicationlogmyApplog_2'

Managed System:ARYABHAT_3181

Additional computation options

It is possible that seuveral lines contain the searched numeric values.
However, each time the 'LOG File: fopt/myApplication/log/myapp=_log'
parameters are refreshed, only one value will be Kept by this Humeric Ualue
search.

What Monitoring Studio should do when several numeric values that match
your criteria are found in ‘LOG File: fopt/myApplication/log/myApp=_log'?

If several numeric values are found, |peep the last value found j

keep the first value found
keep the last value found
. calculate the average =
Rescaling: Ipjuide the value by j keep the lowest value
keep the greatest value
add up all values

< Back | Next > | Help >> |
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In case several values are found in the searched text, it is necessary to identify which one should be used
to set the paranster value and build the graph in the PATROL Console.

+

The five possible choicemre:

Keep the first value found

Keep the last value found (default)
Calculate the average

Keep the lowest value

Keep the greatest value

Add up all values

Rescaling You can aafigure Monitoring Studio to rescale the value that is being extracted in
order to have a more readable graph in the PATROL Console. You can:

Do no rescaling

Divide the value by a value that then gives you the reading in terms best suited to you.
Multiply the extracted value by a constant factor.

This can be useful if you extract numeric values in bytes but prefer to show a graph in megabytes. In
such a case, you would divide the values by 1048576 (1024*1024).

Step 4: Monitoring Studio settings

I 'i New Numeric Value search for ‘optmyApphicatonlogmyApplog_2

Managed System:ARYABHAT 3181

Monitoring Studio is going to create an object in the console to
represent the monitoring of this Humeric Walue Search.

You may use the default walues or enter a display name as well as an
ID to identify the object in the PATROL environment.

Object display name:

wumeric Value Search: Processing Time

Object internal identifier (ID):

Mynpp#ProcessingTime

What thresholds do you want to set for the newly created object?

\I wvant to use the default thresholds v!

I want to use the default thresholds

I want to set custom thresholds
I want to use the default thresholds and customize them
I do not want to set any thresholds for now

| <Back | Finish | Help >>|

+

Object dsplay name Label that will be displayed in the PATRIdInsole for this numeric value
extractioninstance

Object internal identifier (ID: PATROL internal identifier of this numeric value search
monitoring.
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+ What thresholds do you want to set for the nely created object?The dropdown list allows
you to select the mode of setting alert thresholds:

e Use default thresholdsUses the default thresholds set by Monitoring Studio
e Set custom thresholdsAllows you to customize the thresholds for all parametefsthe
instance
e Use default thresholds and customize therets the default Monitoring Studio thresholds on
certain parameters (see list of parameters with default thresholds) and then allows you to
customize any/all of them. This is mainly intended tgpheve time if you wish to customize the
thresholds of just one of many parameters for the instance, and leave the default settings for
the others.
Note
If you selecUse default thresholds and customize theron clicking Finish, th8et Thresholdpanel will appear,
and certain parameters for the instance will appear with an asterisk syminaolicating that they already have
thresholds. You can then customize (any/all) the thresholds of the parameters as per your specific needs.
e Do not set any thresholdsNo thresholds will be set on any parameter of the instance, and as a
result no alerts will be triggered. Monitoring Studio will poll the object and return the output of
the polling, but will not raise any alerts until you set thresholds

Thresholds can be set or modified at anytimeright-clicking on the instance > KM commands > Set Thresholds.

Note
For details on the parameters discovered, please refer taRbferenceGuide

Numeric value extraction objects are instanoé the SW NUMBEREIass.
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5. File monitoring and analysis

Objective

The aim of this powerful Filmonitoring tool is to instantly defct and be alerted if any files go missing,
if a file is growing at a steady speadhetherit is being regularly updatedyhether its security settings
have changed, etc.

The Filemonitoring and aalysis tool is one of the most important toolgithin BMC Performance
Manager Monitoring Studicas most applications deal with filegnany ofwhichare critical. Monitoring
Studio allows you to:

e To monitor the main characteristics of these files such as: presence, size, growth & security
e Parse file content toatrieve useful data (including strings that should be present or not and
numeric values to build graphs).

The most typical usage of file monitoring is parsing a LOG file. Most applications use LOG files to trace
their operations and notify operators whdailures occur.

Difference between flat files and LOG files

As opposed to the LOG files-called "flat files" are always entirely parsed when you specify strings or numeric
values to search in the filén LOG files, only the new lines will be scanne@mbkearching for strings or numeric
values.

Method (summary)
To monitor a file you must first:

1. Specify whether it is a flat file or a LOG file. Flat files are entirely updated and therefore need to
be parsed entirely as opposed to LOG files where news lime appended at the end of the file
and therefore only these new lines need to be analyzed.

2. LYRAOIFIGS GKS LI GK (G2 GKS FAES @2dz ¢lyd (42 Y2yA
3. { St SOG 6KAOK OKINIOGSNRAaAGAOaA &aK2dAZ R 6S OKSO1SH
Securitych®1 ¢ FSIF Gdz2NB (2 GSNAFe aSOdaNRidGe aSidAay3aaodou
4. Then you can create one or more new string search objects under the file objgchwill raise
alerts wren a string is found.

5. If you have large muHine records, or XML files or complex LOG files, you csintfémsform
the content with the text preprocessing tool, and then run string and numeric value searches
on it.

6. You can also create enor more numeric value search objects under the file object that will
extract numeric values from file content and libigraphs.
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Result

Once the file monitoring has been set up, along with string searches, numeric value extractions, text
preprocessing, and file security has been set up, the objects hierarchy in the PATROL Console looks like
the picture below:

EI_EJ LOG File: foptjmyapplicationfog/myapp™® log!
M- & File Securitv: mvApo®.loa

(_J Mumeric Yalue Extraction: version number
,_J String Search: error

-4} Text Pre-Processing: multizSingle

Create or edit a file monitoring

Tocreatea new file monitoring and analysiRightclick the application/container icon in the PATROL
Console and sele&tM Commands New > File monitoring and analysis

To edit an existing file monitoring Rightclick the file icon in the PATROL Console and selgit
Commands > Edit

Tomonitor the security settingsf this file: Rightclickon thefile icon (once it has been created) in the
PATROL Console and selébt Commands > New > File Security che8ke the section oRile security
monitoringfor more information about this feature.

Tospecify stringgo search in this fileRightclickthe file icon (once it has been created) in the PATROL
Console, and seledfM Commands > New String search Seethe chapter Searching for stringfor
more information about this feature.
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